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ABSTRACT

In this paper, we study the traffic information grdar computing theory and build traffic informatidusion model,
framework and implementation program based on giemzomputing. We raise uncertainty reduction aigfoms for
traffic flow prediction and congestion recognitialyorithms based on granular computing theory, Whidll provide
new ideas and methods in the complex decision makider uncertainty problems of the transportatiystems. In
an attribute based encryption scheme, each usileistified by a set of attributes, which are usedlétermined
ecryption ability for each ciphertext. On the bas$attribute based encryption and symmetric endoypalgorithm, it
proposes a verifiable multi-authority attribute lealsencryption scheme. In our scheme, access cqernlission is
divided into two kinds: Read and Write for thetfiie. An encryptor can easily deal with this desb by using two
different secret keys. When a user wants to ged Reanission, he just needs to go to some authsriyiet not all. We
also provide a verification scheme that ensuresitibegrity of data and realness of data sourcese €hcryptor
generates a signature while encryption, the useries out verification with given signature and tdecrypted
message. The scheme not only enhances the coidilerdf data, but also supports more flexible anebre
fine-grained access control strategy.

Key words: Multiple authorities, Attribute based encryptiodehtity based encryption, Permission , Pseudorandom
function(PRF)

INTRODUCTION

In 2005, Sahai and Waters introduced Fuzzy I|dehityedEncryption(Fuzzy-IBE) firstly[1].In the schem
theidentity of user was described as a set ofbatii while thematching relation of identity waansited from the
original“match” into“similarity matching”. 2006, Fazy-IBE is extended tothe attribute based encryi8E) by
Goyal, Sahai and Waters etal.[2], they also expedritie concept and significance ofattribute basedyption. In
attribute based encryptionmechanism, the user itgenformation was generalized asrelated attribund they
divided ABE scheme into twotypé&iphertext-Policy ABECP-ABE) andey-PolicyABE (KP-ABE) based on
differentapplication.

With some basic schemes[3,4,5] proposed,researpheferward the deep research work and reseattdin on
attribute cryptography. Emura[6] and Chen etal.d@hsidered the c*and” gate access structure. gdtiang and
Libert[8] constructed a ABE scheme supporting gahaccess structure. Thelength of ciphertext aaceticryption
or decryption cost wasconstant in this scheme. @asel WE problem, Agrawal etal. [9] has presentetee ABE
scheme, in which accesspolicy was threshold, @ discussed the difficulty of generalaccess strechased on
lattice. Maji et al. [10] firstpresented the concapd safety definition on attribute basedsigndABsS). In ABS, the
signer generates a signature whengiven a messdgelicy, the verifier can ensure whether thestigre has been
generated by the user who satisfying attributegodteniese et al. [11] first proposed an attribatsdd secret
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handshakes scheme, which opened the researchinfetased security protocol.Chase et al. [1X51Bjed a single
authority corrupted problem by employing multipl&@arities, and prevent the collusion between ubgradopting
aglobal identity GID for each user. Lewko et al]present another multi-authority scheme, in whagly party

canbecome an authority and does not requirécenyral authority

Attribute based encryption has been rapid develspezt it wasborn,and it is a hot direction in ¢cograph recently,
whichrealizes non interactive fine-grained accesgrol mechanism,expands one-to-one model to on&toy model
on encryption anddecryption, greatly enriches t&eilfility of encryption policyand description ofer permissions.
Hence, it has a goodapplication prospects in Oigteid file management, third partydata storage,pagystem and
other fields[15,16].

However, in all existing ABE schemes, all users aaly get onesame kind of permission if satisfy@gess policy.
With therapid development of network, the riselofid computing anddifferent demand growth of lasgale user, it
is necessary togive users different permissions. @xample:there are fourattribute authorities neiig four

atrribute sets A, ={a, a, a} ., A,={a,a} ., A;={aya, a8 . A,={a;a,a, a}
minimalrequirement ared, =2 , d,=1, d,=2 , d,=2. u,, U,, U, arethree users an€C,,C,, C,are
ciphertexts, the relatedattributes sets afe, ={a,a, a, a, & & ag ., A, ={a, a, a, a}
w88, a.8,8,a8) . A,={a az a8 a3 . A {a, a8 af .
C3_{{a1a2a4aﬁa}{ A% aaadd q
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Fig. 1:More Fine-grained Access control From ABE

uZ

In Fig 1, 1) U, can decryptC, ,whileu, can't.And U, only goes to attribute authorityy , A, and A, ,not toA, ;2)
u, can decryptC, and C, but referring differentauthorities sdtA,, A,, A} and {A, A} , the number

ofauthorities is different,too;3), gets B, permission bygoing td A, A, A} , but U, getsP, permission
bygoing to all authorities.

From the example,we can see that:1)in differentepfibns,there are many permissions,sucReas) Copy,
ReferenceandNrite. Therefore, permission problem should be consiiende designing access control policy. The
basic operation of useReador Write. Of course, one also Hasadpermission if he halrite permission; 2) auser
can get one permission while only going to soméaities.We also provide a verification scheme bgigmature.
Hence, inthis paper,in order to presBetidPermission and/ritePermission, we select two different key to conhelt
two permissions,and the access policy is genelatedcryptor.

The remainder of this paper is organized as folloie discussthe novelty and contributions of tlapgr in Section
II. InSection I, definitions and preliminarieseapresented. In Section 1V, the proposed veriiabulti-authority
attribute basedencryption scheme with differentssion is presented, and thesecurity analysih@fproposed
scheme is discussed. In Section V, performanceusséon is presented. Finally, conclusions andptesdiiure
research directions are presented in Section VI.

OUR CONTRIBUTIONS
The object of our proposal is to present a veri@iatulti-authority ABE Scheme and resolve followipigoblems:
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» Many scholars have applied ABE to access contudltheissue of different permissions in one sysexs been
ignored.Forexample,some users can read,othersopgn c

* In the previous multi-authority schemes,the usesstsatisfy the attributes requirement of each aitthao
getdecryption ability. It is to say that the usemstngo to allauthorities.The author of [12] referre problem
inextensions,but there was some limit,which willdigcusseddetailed in section V.B.

* In existing attribute based encryption scheme,tttention is focused on decryptor,while the honesty
encryptorand the integrity of data are ignored. &mmple,a user meetingthe attribute requirementgoessage
while the message has beencorrupted before endrypte

To overcome these problems,we propose a verifi@blé-authorityattribute based encryption schemthwlifferent
permissions. Thescheme works as follows:First,tdrdral authority setup thesystem parameters, draliedorities

generate public keys andsecret keys for ugerSecond,a sender encrypts a messhjevith a symmetric key
K eaq -Which only provideReadpermission.ThenK ., andWritepermissiorK

the process theencryptor generates access cootioy for users and generatesa signatureMn. Third, the user
getsReagermissionandM , just meeting some authorities requirement,or emam After, the user can verify the

integrity of M and authenticityof the encryptor by offered sigmat Moreover,if the user wantsto obtlrite
permission, he should meet all attributerequiresiefntall authorities including the central authprit

The contributions of this paper are as follows:

» Inthe scheme, we realize the permission distifghba let user gReadPermission o¥VritePermission based on
having attributes. The access control policyis gateel by the encryptor, so the encryptor has mbaoécerights,
which is more friendly to users. On the premisettadprotection of data confidentiality, the schemevjues
differentpermissions for users having differentilatttes.

» To obtainReadpermission, just some authority are involved,ewely one. This scheme avoids the shortcomings
that onemust go to all attribute authorities.

« There generates a BLS short signature[17] formessdg while encryption to present verification, whicheres
the confidentiality, integrity of data and non-refationof encryptor.

are encrypted respectively. In

read’ write

PREMINARY
In our ABE scheme,we assume that:1) there Kreattributeauthorities and a trusted central autia@)ithe universe

ofattributes can be partitioned intdK attribute sets. Eachattribute authority will monibne attribute set while
thecentral authority will not monitor any attribst€he notations referred in the paper will be shawable 1.

Table.l Notation

Item Description

A |the attribute set of usetl

AC the attribute set of a ciphertext

AE attributes of U handled by authoritl

AE attributes of ciphertext handled by authokty

GID |the global identity of eaciU

d,  |the required minimum number pAX N AL |

A.BILINEAR MAPSAND COMPLEXITY ASSUMPTION
Let G, and G, be two cyclicmultiplicative groups of the same gime orderp .

Definition 1 (Bilinear Maps) A bilinear pairing is a computable bilinear map vibetn two groupse:
G, xG, - G,.Itis the modified Weil pairing or Tatepairing ish has the following properties:

1)Bilinear: Forany g%, ¢°0G,, &(¢*, &)= € g 9% ;
2).Non-degenerateThere existsP, QU G, , such thate( P, Q #1 ;

3).Efficient There exists an efficient algorithm to compute thap.
Definition 2 (Decisional Bilinear Diffie-Hellman (BDH) Assumii }Suppose a challenge chooses, b, ¢, R from

Z*p randomly. The decisional BDH Assumption is thatpadynomial-timeadversary is to be able to distisgithe
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abc

tuple< g, 0%, @, o, € g 9> from the tuple< g, g®, g°, 0%, & g Q> with more than a negligible

advantage.

Definition 3 (Decisional Modified Bilinear Diffie-Hellman (MBDHAssumption Suppose a challenger chooses
a,b, ¢ R from Z*p randomly. The decisional MBDH Assumption is thatgolynomial-timeadversary is to be able

to distinguish the tupls g, g°, o°, o°, € g g)%b > from the tuple< g, g%, @°, 9°, & g, 9 >with more than a
negligible advantage.

B.VERIFIABLE MULTI-AUTHORITY ABE SCHEME WITH DIFFERENT
PERMISSIONS(VM A-ABE-DP)

The proposed scheme of verifiable multi-authorigEAscheme withdifferent permissions consistingoofrfphases:
Setup,KeyGen, EncSig andecVer, are shown as follows.

» Setup: Given a security parameter, thetrusted centrdaaity runs a randomized algorithm whichoutputsualic

key, secret key pair for each of the attributeatities, and also outputs a system public key anstensecret key for

himself.

» KeyGen:In this phase,there are two types of key:Attribkiey Generation and Central key Generation.
-Attribute Key Generation:A randomized algorithm run byan attribute authofiakes as input the authority's

secretkey,the authority's valuék , auser'§3ID,and a set of attributes in the authority's don@ibputs secretkey for
the user.

-Central Key Generation:A randomized algorithm run by the central autholriput the master secret key and a
user's$s1D,then output secret key for the user.

» EncSig: The sender carries out two work:Encrypt and Sigiea
-Encryption:A randomized algorithm run by aencryptor. Inpuset of attributes for some or all authorities,a
message,and the system public key.Outputciphertext.

-Signature:A randomized algorithm run bya encryptor. Inpuhessage and the signature key.Output signature.

» DecVer: The user carries out two work:Decrypt and Veafion
-Decryption:A deterministic algorithm run by a user. Takesngsit a ciphertext, which is encrypted under atittéb

set A. and decryption keys for an attribute Aet.Outputs a messagM if |AS n A B d, for a certain
number of authorities or all authoritids .

-Verification:A verification algorithm run by a user.Takes apuha signature, the system public key and the
decrypted M .OutputsYesor No.

C. SECURITY MODEL

To prove confidentiality of the proposed schemesader theselective identity(sid) attack model,thet@type scheme
isselective identity security model in[1,12]. Thenge is followed.

e Setup

-The adversary sends a list of attribute fets= AL ---Al.,| <K , onefor each authority.He also sends a list of
corrupted authoritieswhich cannot include the @rauthority.

-The challenger generates parameters for the syatainsends to the adversary.This means the systiiic p
key,public keys for all honest authorities, andretekeys for all corrupted authorities.

* Queries: The adversary can make as many secret key quesiée wants to the attribute authorities or to the
central authority. The only requirements are sasi@ §12].

 Challenge: The adversary sends two messadds and M,.The challenger chooses a Ibit computes the

encryption of M, under symmetric key which is encrypted for atttébset A, and sends these ciphertexts to the
adversary.
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 MoreQueries: The adversary may make more secret key querieduto the requirements described above.
» Guess. The adversary outputs a guelss

The adversary is said to succeedif= b'.
Definition 4 (Selective ID Secu@he verifiablemulti-authority attribute scheme titdifferent permissions
issid-secure if there exists a negligible functibh such that,in above game any adversary will succeii

probability at most +v(K) .

D. BLS SIGNATURE
The signature scheme comprises three algoritikegGen,Sign, and Verify. It makes use of a full-domainhash

function H :{0,* - G,.
KeyGen:Pick X[, Z*p, compute PK = g*.The public key iPK , the secret key isX.

Sign:Given the secret keyX and a messagd/l , computdh = H(M) and g =h*. The signature i .
Verify:Given a public key PK , a messageM and asignatured , compute h=H(M) . Then verify

&(g0)= € PK ).

VERIFIABLE MULTI-AUTHORITY ATTRIBUTE BASED ENCRYPTION SCHEME WITH DIFFERENT
PERMISSIONS(VMA-ABE-DP)
We now present our verifiable multi-authority ditrie basedencryption scheme with different permmssiWe use

mixedencryption mechanism, where a symmetric k€y,_, is used toencrypt a message, thén.., and K ..

are encryptedwith the public key cryptosystem.raheo to preventcollusion,the scheme uses the gidkeatity GID
foreach user,and which is tied with his attribudad his publickey.There is also a BLS short sigmato monitor the
encryptor.

A.CONSTRUCTION
The proposed verifiable multi-authority attributasled encryptionscheme with different permission®\wMBE-DP,
consisting of fourphaseSetup, KeyGen,EncSigandDecVer, are shown as follows.

 Setup: Let G, , G, be twocyclic group of prime orderp and generatorgG, |,

e:G, xG, - G,.Select seeds, -, § for all authorities.Also seledty,{t, } ;. o1, nfrom Z . Hisa
hash function,H :{0,}* - G,.

System PublicKeyisY, = € g 9%.
. KeyGen:

-Attribute Authority k

Authority Secret Key S, t;,-, {

Authority PublicKey T, ;,--+, T, ,whereT, ; = gr Y. =g 9’
Authority Key for User U Let Y, ,=F (u) .Select random d, =1 degree polynomial P with

(i)
p(0) = Yiu-Secretkef D, =g 1} oA, -

- Central Authority k
Central Authority Secret Key Y,

_ — 00 o)
Secret Key for User ULet Y, , = F_ (U) SecretkeyD,, =g~ =™,
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»  EncSig:The user whose identifier @D, randomly selectsy Z . R, = 0° {E; =T} 1n M is a

message with a symmetric kel .., (such as AES),which contrdeadPermissigand WritePermissionkey:
K

write *

-Encryption: C, = B (M), E=Y,K,;. Theuser generates a §£B={Kk|| A. n A, [z d}andK,,is
partitioned into| LEB| partsK -+, K | 5, whereK ., =K [|-- [|[K g Thenl{EE = Y2, K} o ee.

read —

-Signature:Compute h= H(M) and & =h°® .The signature is0 .

The ciphertextis:

C =< Cr’ E’ I-T,|)7{ ﬁ,i}iDAu,Dk’{ E& kOLEB ag>.

. DecVer:

-Compute K., :For each authorityk 0 LEB , for d, attributes i JAS n A ,compute &(E;, O,;) =

e(g, 9°"° .nterpolate to findY,:, = rl g9 @p(i)SA‘*S(O) =e(g 0" =€ g 9°*° then compute
{Ki =EE/ Y} s toget Ky = Koy ||+ ||Kr|LEB|’SO

read

M*=D_,(C) (1)

read

-Verification:First,the user computés= H(M) .Then verifies

0.0)=d B D "

If (2) is establishedVl and the encryptor are not corrupted;eldd, is corrupted or the signer is not the right one.
-Compute K, :For each authorityk and d, attributesi JAE n A¥, computee(E,;, O,;)= € g 9°"°.

write

Interpolate to findY, = & g 9*”°= € g §**° for each k .ComputeYs, = & E.,, D.,) .combine these

K
values to obtainYCSADl_l ot You= Y then

Kuie = E/Y ©)

write

B. CORRECTNESS
Now gives the correctness verification.

(W EE/ Y, = EE/ ¢ g 9"”° =YK, /[] &g 9" =K,
K :Krlll"' IIKr|LEB|’M :DKread(Cr)'
2 e(go)=dgf)=¢49, = PR}
(3) E/Yy = E/(%] Y
K p(i)sh; 5 (0)
=E/(e( B D] €9 9 )
=K

read

write

C.SECURITY

In vMA-ABE-DP, not only the confidentiality of daia guaranteed,but the integrity of data and auitignof data
sources areverified. So the security of the schiesiades two parts:dataconfidentiality and signatuinforgeability.
Data confidentialitywill be proved under selecti®-model, and signatureunforgeability will be prdvender
adaptive selective-messageattack.
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Theorem 1.This scheme is sid-secure according todefinition 4
First we give some explain about behind proof. TiWerfollow witha detail proof.

About confidentialityln our scheme, there are two kinds of permissiatgch have been obtained by two different
decryptionrespectively, the attribute authority fo@mof the user must go to isdifferent,too. Esfbgilae central
authority need not take part in the first kind etdyption. The two processes involve the confidsityi but the details
are different, we will give proofsdistinctly.

About Read Permissiorietting this kind of permission only need someéhatrity,at least one. The adversary is
allowedto request secret key for a given uberand attribute séd , as long as there remains one honest authdxity
such that| AL n A¥ K d, . Thus, in the worst case,forall but one autholktythe adversary will be able to compute
Yo, = € g 9" foradditive sharey, ,. We neeK, = EE, /¥, to be something which the adversary cannot
ab
compute@( g, g)° is indistinguishable from random). Thus, we meshbed" this incomputable value in the share
Yo for the authority from which the adversary doethawve sufficient attributes. Since, in the proagfsecryption
K, . only need to meet the requirements of one authsni the prove process may look on as a singleoaity

scheme.

About Write PermissianThe process of encryption anddecryption is sameChase's, so the detailed proof
seeliterature[12].

Proof.The confidentiality proof of the scheme comprise@sstages,one is to gk to decrypt the encrypted

read

message,the other is to g&t,, . -

The first stage)Suppose there exists a polynomial-timeadvers#ythat can attack our scheme in theSelective-ID
model with advantage . The challeng€ that can play the Decisional MBDH game withadvgetsg .The
simulation proceeds as follows:

The challenger sets the grouf;, andG, with an efficient bilinear mapg and generatog . The challenger flips a

fair binary coin, £/ ,outside o 's view. If ¢/ =0 the challenger se{#\, B,C, Z)=(d', ¢, 9%, &g, g)j)
otherwise it setéA, B,C, 2)= (', ¢, d,e(g, 9)F)for randoma, b, ¢, R.

SetupThe adversary sends an attribute Aét for an honest authority.The challenge generateptitdic key
parameters as follows.Givé) =€ g A= € g § , chosen randomB  OZ {T, = g* ik o+ and
! ! C
— %
a’f(,i sz ’ {Tk,i =g }iDA{j—AE'

Secret Key Queries The adversary A requestsfor private keys where the attribute sﬂét satisfied
|AL n AX kkd, . We firstdefine three setf,["',S in the following manner:

Fr=ALn Ak
For'oAfandr'Ed-1
S=r'o{o}

Now,we define the decryption key componerdg ; fori "' as:

617



Xueyan Liu et al J. Chem. Pharm. Res., 2014, 6(7):611-620

fidr:D,, =g%, wheres [y Z

fi0r'=r:D,, =g™  where A 0, Z,,

The intuition behind these assignments is thatneeraplicitly choosing a randonadl —1 degree polynomialp( X)
by choosing itsvalue for thed —1 points randomly in addition to havin(O) =a. For il we have
p(i) =cfB, ;s andfori O =T welet p(i) = A.

The challengeC can calculate the otheDk’i values wherei (T " since the challenger knows the discrete log of

T,; foralli O] AX — A% . The challenger makes the assignments sa follows:
Ifi0r::

Bk, isibj s (1) Aipis® 89 s(i)
— ] a,
Dk,i_(”C J )(!I g™ )y=«
Jiu jare=r

p(i)
i

Using interpolationC is able to caIcuIatDkyi =0 for iO" where p(X) was implicitly defined by the
random assignment of the otlgkf—1 variables D, ; I "and Y, , .Therefore ,thesimulator is able to construct a

private key for the attribute sé«tL‘ .

ChallengeThe adversanA submits two challenge messaghé, and M, to the challenger.The challenger flips a

fair binary coinp , and returns an encryption d¥1, . The ciphertext is output as:

Co=E. {E, =B, EE=€g K" 0K

b L jg—
If u=0 , then Z=€gQ° U we let r'=2  then we have
ab ' '
E,=e(g 90K =g 9" 0OK=F0OK and
— phAi — ~PBi — % — A — r . . .
Ek’i =B =g'v"=g° = (j =( '[,) .Therefore,the ciphertext is a random encryptiothef message
M, under A..

Otherwise, if #£/=1, then Z =¢&( g Q". We then havk, = & g, 9" UK, , sinceR is random,E" will be

arandom element of5, from the adversaries view and themessage contaiiformation abou, .
More Secret Key QueriesThe challenger acts exactly as itdid above.

Guess A will submit a guessh'of b. Ifb=b" the challenger will outpuys' =0 to indicate that it wasgiven a
MBDH-tuple,otherwise it will outputZ' =1 to indicateit was given a random 4-tuple.

In the case wherg/ =1 the adversary gains no information aoufrherefore, we havéPry Zv ' |y =1]=1.

Sincethe challenger guessed'=1when b#b', we havePr[y'=pu|u=1=1 . If 4£=0 then the
adversarysees an encryption M, . The adversary's advantage in thissituatio€isy definition. Therefore, we
have Prlo=b'|¢=0]=3+¢& . Since the challenger guessed'=0 when b=b' ,we have
Prig=p'|4=0]=%+¢& .The overall advantage of the challenger in theisifswal MBDHgame is
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sPriu'=pu =0+ Prlu'= u|u=1-3=5(5+&)+3E -3 =€ The second stageJhe same as in
[12].

Theorem 2.The signature scheme in vMA-ABE-DP is secure agaristential forgery on adaptive chosen-message
attacks in Random Oracle Modelif BLS signaturedsuse against existential forgery on adaptivechasessage
attacks.

Proof. The signature of the scheme is BLS shortsigneBimee BLS signature is secure against existeatggdfy on
adaptive chosen-message attacks,so ours is.

DISCUSSION

A.DISCUSSION
In the scheme,we encrypt secret ke, instead ofmessadd ,alleviating the burden of encryptiorK,_,is

dividedinto LEB parts and encrypted,which avoiding an adversarigiobM with | <LEB parts and
enhancing the security of the scheme.

We combine thesymmetric and asymmetric key systéfactevely. The mixedencryption mechanism(To ensure
efficient encryption usingsymmetric key encryptiohdata, the encryption key is encryptedwith théljgukey
cryptosystem ), ensure illegal users not togetygtion key.

Prevent illegal users and malicious users destgoyiformationof the legitimate and honest userh@asystem. One
side, thesignature can be used to verify the messagyces; on the otherside, even if illegal usanscrack encrypted

data, they can notwrite data to the legitimate usessage for not knowirl§ illegally modified data can also be
checked out.

write ?

B. COMPARISON
About the number problem of authorities, whichtiser must go tobefore he can decrypt a messagdis@assed in
our scheme andChase's,but there was some limhase&’s.Now we will give somecomparison followed.

1)We remove this problem by increasing a public‘f{gy: a9 @yk'“ by each attribute authority. Theencryptor
include EE, =Y, 0K, in the encryptionbased ohEB={ k|| A. n A, | d.} .Todecrypt a message without

to go to authorities that not InEB .In Chase's scheme,he added one "authority atriktforeach authority and a
correspondingT,, = gtNk to thepublic key,the central authority gave evesgr a secret key foreach authority:

Dy = gy“/tNk .The encryptor wouldincludély, in the encryption for these authorities withoutieed any

attributes and a user would combing,, andD,, while decryption. We can make a conclusion thatémtral

authority and the encryptorare involved as genagadccesspolicy in Chase's while only encryptorigiours, which
reducesthe dependenceon the central authority'se reasilyextended to semi-trusted authority or nestéd
authorityscheme.

2)Chase et.al. made an extension to let the usgo to at leasbD authorities while decryption,yet in our scheme, it
can bearbitrary number authority specified by eptg As aresult,ours is more flexible in applioati

3) In the above process, there is added some iatismin both schemes. We assume that there isaonker, K
attribute authorities,X attribute authorities without required any atttid in [12], |LEB|attribute authorities

involved while decryption in our scheme. The congmar of added information is shown in Table II. [k?],
increased one authority attributeand one public key for each attribute authoritgréased every user a secret key

D, foreach attribute authority, increasa'q{fk in the encryption forX authorities withoutrequired any attributes,
the total increased communicatiortKg K |[+2K |p H X |p . Yet, in our scheme, increased a public key fahea
attribute authority anpLEB | EE_, the total increased communicatior(§+|LEB|)| p|. While decryption,

there still needs to computK €( g, g)yk'“sin [12], the amount of computation does not inceeasr decrease.
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However, it only needs to compufd.EB | &( g, g)***in our scheme, whele<|LEB K K, so the amount of

computation reduced at led§t-| LEB |. Thus, from the analysis of increased communioadiad computation, our
scheme is significantly better.

Table.2Additional Information

Item [12]scheme Our scheme
Each attribute authority. authority attribut a public keyl'y, | a public key
Central authority | K secret key Dy, 0
ciphertext X T |LEB|EE
decryption 0 computational cost —(K—-|LEB|) computational cos
CONCLUSION

We create a novel scheme of verifiable multi-autiicattributebased encryption. Our scheme allowersidiaving
differentattributes to obtain different access pgesimns.In the process, thenumber of authorityisfired. All these
are done by encryptoreasily. Our system allowsygdorto verify the integrity of dataand realnes®néryptor who
provided a signature on message.

Next, it would be interesting to consider much maceesspermission in attributes based encryptioanse. With the
rapiddevelopment of cloud compute,we will applinitioud storage.
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