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ABSTRACT

This paper analyzes the quality and safety of agricultural and sideline products, and agricultural and sideline
products contain the emergence. The application of RFID in safety traceability of agricultural and sideline products,
must insert RFID tags from its source. This paper presents using RFID technology to development of agricultural
products quality safety traceability system on Internet of things. The Internet of things platform includes three parts:
service access and deployment, business management, business support platform.
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INTRODUCTION

At present our country food security situation isrenserious, all kinds of food safety incidentsuoed frequently,
causing great harm to people's lives and healthsafety [1]. In view of this phenomenon, the gowveemt unified
arrangements, the implementation of strict markeeas on meat and meat products, soy producty, glaiducts,
vegetables, fruit and other 6 categories of foad. leecause of the backward management, effectpergision can
not be aspects of food production, circulation, amtket access system implementation is severstyiced and
influenced. The traditional food quality inspectionethod has the problem of backward management,
efficiency and high error rate.

The development of modern network technology, makesstablishment of technical means to alwaybagk to
ensure food safety, food source as possible. RRElip Frequency Identification, or radio frequeiagntification
technology), is a kind of automatic recognitiontimentieth Century 90 time began to rise (Auto |dferation,
Auto-1d) technology [2]. It is a through space clgp to achieve non-contact signal transmission ragtio
frequency signal, and achieve the target recogntgehnology through the signal transmission.

Agricultural products traceability system mainlytlwvithe 2D barcode as the carrier, the quality aafétg of
agricultural products are full traceability. Thrdugpplication in planting base of portable agriatdt information
acquisition system, realize the rapid acquisitionl aeal-time upload agricultural history informatjocan also
upload documents to manually scan acquisition.

The RFID radio frequency identification technolodie label card reading and writing data and infation
functions, RFID tag is different from the bar cddeel RFID Cary information can be updated in teaé function,

ow

real-time transmission of information through radi@ves, which can be a simple WEB service food tgafe

traceability information to find the correspondicgmponent, the food safety management in the faddtys
problems of rapid recall harmful food, to prevem trapid diffusion of products have problems, amdugh the
Internet of things technology to solve food safatyblems in life.
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1. Application of Internet of thingsin agricultural and sideline products quality safety traceability system

Food quality safety is not only related to the treaind safety of the broad masses of the peoptealba to the
healthy development of the economy and social létabin recent years. Strengthen the quality antktyaof
agricultural products and promoting the adjustrefnagricultural structure, accelerate the develapnod quality
and efficient production of safe agricultural proti) an important measure of building a moderncagtire, but
also improving the agricultural comprehensive puaiiun capacity to enhance the market competitivenafs
agricultural products, increase the objective rezraents of farmers' income.

This paper analyzes the quality and safety of afitical and sideline products, and agricultural amdeline
products contain the emergence, can be implemdntetle administrative department of industry anchewrce,
can also be through a more effective technical setinsolve the situation between producers angdwuoers of
agricultural and sideline products and informatemymmetry, so that consumers can rest assured roptisn of
agricultural and sideline products, ensure theityuahd safety of agricultural products:

Through the application in agricultural producti@afety management system of production enterprises,
implementation of prenatal organic production tip®ducing the warning and postpartum detectioa;pitoduction
enterprise data pool to the park administratiomstwict the back platform database, realize thek lwadine,
two-dimensional bar code scanning, SMS and touckesc mode, so as to ensure the quality of agrialltu
products. So that enterprises can timely, accyratasp the entire production and supply chainrotipct flow and
change, control the entire production circulatiafesand reliable.

Agricultural products traceability system traces flource using the product code information systeentealization
of a label corresponding to a product tracing tbarse, the main production and management to sutimait
application, through automatic tracing two-dimensiocode system, through a special label printm, realize the
production code at any time, at any time to actividite use [3]. No activation of the label is notvitew the
traceability report, this system to apply labelsl attivation tagging; users were recorded in detad entry
database, to prevent others from stealing infolonati

Establishment of traceability system of agricultyseoducts quality and safety in order to give agnsrs more
right to know, as well as the functions of manageimend control, so as to ensure the quality ofcadiral
products; at the same time provide the correspgndimtent producers and regulators, easy to firtdvbich part
of a problem, but also for consumers to superfise) each link intelligent terminal about agriculilproducts.

Many currently on the market of fake and shoddydpots high frequency appeared in public view. Sqomdity is
difficult to identification of the scene, the qugldf the products is very important, the servicaril effect products
has always been illegal enterprises take fake @i In recent years, with the Internet of thifiggernet of thing)
and RFID (Radio Frequency Identification) radiogfiency technology continues to mature, to estalgisiduct
traceability system, effective against fake comrtieslj attention.

When the issue of food safety, the food tracegisijtstem can check to the final consumers of fead, also find
links appear circulation or production processpifimig a unified management, government coordinagéftsient
operation of the structure. This is also the dgwalent trend of international food safety traceapithanagement
mode.

Traceability information system of agricultural asuleline products by the information managementereand
breeding management subsystem, slaughter and phogaaanagement subsystem, the transportation reareg
subsystem, sales management subsystem and consofbemation query subsystem is composed of five
subsystems, each subsystem, information manageceeieér is a data centric storage of animal prodfrois:
production to the whole process of consumption g information. On the one hand, information mgement
center, receiving and reporting stored breedingugtiter and processing, transportation and marketfnfour
subsystems of data; on the other hand, informatitanagement center provides information about variou
agricultural and sideline products for the consumfarmation query subsystem.

Agricultural products traceability system for pration of the main agricultural products of agricuétl production
process record for unified management, includirgglihsic operation, pyrethrum job, fertilizationrJesst date and
agricultural fertilizer, pesticides and other matkusage and dosage of collection and manageragnultural

production records for the quality and safety ofi@agdtural products traceability provides importatidence to
support.

The agricultural products traceability system isdatrol the effective means of the quality anagabf agricultural
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products. Although the food safety control and effe 1ISO9000, GMP, SSOP, HACCP and other domestit
foreign management approach is introduced intarthpagement of agricultural production in China, ietause of
these management approach is mainly aimed at miagenk control, lack of connecting the whole plypchain

means. Quality traceability system emphasizes thique identification of the product and the wholeqgess
tracking, on each link of the whole supply chaindarct information for tracking and tracing througdrious means,
once the occurrence of food safety problem, canrdeed to the source of food, the timely recall stabdard
products, the loss to the minimum.

Agricultural and sideline products traceability lofernet of things is based on the Internet, usfdD, wireless
data communications technology, to construct aajlebverage network [4]. In this network, RFID tagse stored
in the specification and interoperability of infamtion, through wireless data communications netwtk
automatically collect to Internet of things platfarrealize the goods (goods) recognition, and thesugh the open
computer network to realize information exchange stmaring, the article "transparent” management.

In the production process to create technical éertio the packaging of goods can not be for atbeurity. In this
kind of security technology after a period of timibe technical barriers to production process beramme or
divulge, causes most counterfeiters grasp of sechnblogy, goods will be very easy to take off, rethe
anti-counterfeiting technology will become the fadjeods legal "coat" to enter the market; in additio large
guantities of goods, by comparing the workloadrgdalow efficiency.

In the source of food production, both feed infotiora animal breeding process to eat, or plantinecess applied
fertilizer information in the plant, all can useetRFID tag storage to food safety production datapas a future
food safety traceability of original data [5]. Imet food processing process, manufacturers, opseratood
processing and time trace information will recartbithe corresponding fields in the database.

The RFID tag is agricultural and sideline produofsrmation accurate, complete, timely and effitidelivery of
security, V products suppliers through the RFID walljtransmit the information related to agricuttiand sideline
products distributor in real time, so that the agjtural products traceability is more rapid, réale and accurate.

The traceability system is of full back to eachduat life cycle, the electronic tag (ear) were iamtéd in each
animal's body (ear, fins, foot) animal, write orbdh in details, name, logistics code, batch, datd ather
information. Detailed information in animal feedipgint out can automatically scan animal, set firegortable
reader at all levels of distributors, to identiffetect the circulation link. This system can bedus® breeding,
selective wholesale, retail, transportation, slaeighg, government regulation to consumer inquineall business
processes and traceability. So that enterprisesticagly, accurately grasp the flow and change dfidtics,
information flow throughout the supply chain, camtf the whole circulation safe and reliable.

Agricultural products traceability system for trabdity of products provide network port query, samers through
the traceability label two-dimensional scanningpisted on the mobile phone product code into pramhuc
traceability of agricultural products traceabilitformation query platform can directly view thepoet, detailed

information about agricultural products into thealhprocess from breeding market has traceabilisinesses as
well as the base of the subject.

2. Internet of things based on RFID technology

The basic structure of RFID: the basic RFID systamsists of a label (Tag), reader (Reader), midaitevand
backend information system etc.. The RFID tag, apling antenna and chip, each tag is ROM memoryahas
unique electronic product code (EPC), and attablellan the object or objects are identified on §Ras Tag,
passive tags) in the induction magnetic field, R§nal receiving read write device sends, obtainexgrgy
commodities messages stored in the tag out by timducurrent [6].

The RFID system work flow is as follows.

(1) The reader through the radio frequency sig@aigmitting antenna to transmit a certain frequendyen tag into
antenna work area induced current, electronic tdgained from reader automatically removing andvatibn
energy.

(2) Electronic label will be stored in its own meman the RFID coding information through labelsiltun
antenna send out.

(3) Receiving antenna for demodulation and decodinthe received signal and then sent to the béd¢heomain
system to process, as is shown by equation (1).
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% = =Apy(t) + upy(0),
M = _,Upl(t) +A po(t)'
dt Y

(4) The main system to judge the integrity, legétoy of the label encoded according to the logicratien, make
appropriate treatment and control according tadifferent application business logic.

The RFID tag has become the electronic tag, RFi&@a dnformation is stored in the RFID radio frequen
identification system equipment, composed of a ing@mntenna and a control module, a memory chip/R€ach

label is determined by the electronic identificatanly code, and attach the identification inforimatin the object
or objects are identified on the marked goods gera

In this paper, the RFID technology, Internet tedbgy, cloud computing technology integration, binfgl a
network of traceability system of a computing temlogy RFID and cloud based on high-end productensure the
safety of agricultural and sideline products tedbgp means, to increase the market share of théugts, and to
the optimization of the industrial structure inaliareas, increasing farmers and agricultural aaelise products
processing personnel's income.

RFID system in general by the electronic tag (Tagfenna (Antenna), reader (Reader) and the compuséem
(Computer) is composed of four parts, as shownguré 1. Label into the field, RF signal reademitdy sending
current obtained by the energy out of the produoftirmation stored in the chips (passive tags osipagags), or
take the initiative to send signals of a certaggfrency (active tags or active tags); the readmtsrenformation and
decoded, sent to the computer database systeral#ted data processing [7].

Antenn

\
L \ N

Reader

Fig. 1. The system ar chitecture of RFID

Reader at least control module and RF module twdutes. The RF module is composed of a radio tratemand
receiver, and its main functions include: to geteetdgh frequency power, providing energy for tleelabel; the
transmitted signal modulation and signal demodufatand tags for data communication. RF TranscdRfesignal

and generate energy, activate and provide energgagsive, no label. RF module can be integratelgogcin the
reader; can be both as independent equipment. sonme, CC1010, CC1100, NRF9E5 RF module has been
widely applied to a variety of RFID system.

The electrical part cards are consisting of onlg @mtenna and the ASIC. Antenna: card antennalysafew
winding coil, easy package to the 1SO card. The@8ard is composed of a baud rate for the high dsde
interfaces of 106KB, an 8K EEPROM and a controt.uRead write device of electromagnetic wave toRifféD
radio frequency card sends a group of fixed frequethe card has a LC series resonant circuit. fidguency and

the reader sends the same frequency, when therogtexgnetic wave, the LC resonance circuit resonance
phenomenon occurs, the charge capacitor, at ther ethd of the capacitor is, there is an electrgnimp, the
one-way conduction.

RFID technology has a large data storage capacéy, read and write, strong penetrating power, neadind
writing distance, reading speed, long service lif@pd environment adaptability, it can only realihe automatic
recognition technology of multi target recognition.

The Internet of things platform includes three gaservice access and deployment, business managersiness
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support platform. Among them, service access amulogiment consists of three layers: business entgiyer,
service adaptation layer, service deployment labesiness management support part comprises fivetifunal
modules: authentication charging, user managen®PtCP (service providers, content providers) mamage
operation, management and maintenance of statisticsiness platform portal the platform interfacel énterface
standard for maintenance and service provider.

RFID middleware is a bridge to link the applicatisystem and the data acquisition layer, is a mesesignted
middleware (MOM), information in the form of messadransmitted from one program to another or Ipiglti
programs. It is the underlying hardware informatamguisition and information processing system dathbase
system are connected by bridges, its main fundsao shield the underlying hardware complexity alikrsity,

provide a variety of reader interface, control thelerlying data collection, the collected originialta processing
(cleaning, compression, count), provides clear sgicgreport of the incident to the upper applimatsystem.

RFID reader in radio frequency identification i ttore of the work machine, is connected throughl4BB-TTL
module and the host [8]. RFID reader chip design) & is composed of a micro processor and cormedipg
peripheral circuit. The system uses AT89C2051 nsiontroller as the core circuit of RFID read writevite,
configuration chip RF card reader, antenna, anteongling circuit, USB-TTL module.

At present, in the process of formulating standanthainly associated with the RFID tag data actaisi including
reader and tag RFID air interface, reader and céenmontrol terminal interface protocol, data bedweeader and
tag RFID performance test and conformance testifspaion, and the RFID tag data coding standandisldleware
and hardware interface protocols, middleware fraorewBackground information processing network astion
system, an official international standard is stidt formed, only some part of the standard fortedaby the
industrial alliance, at present still evolving.

3. Using RFID technology to development of agricultural products quality safety traceability system on
Internet of things

Storage RFID tags within the ROM has a unique cal®& the production process from entry into, @adnot be
changed. Moreover, the RFID tag is an electroni@anthe stored information can be encrypted tdgqut and use
certain computing power of the reader to realiziréctional authentication, and the high data dgcis not easy to
be forged or tampered with it [9].

Construction based on the core product traceatslistem of RFID is the network platform, the apilio network
business platform must be able to extract and adt&in layer network. Encapsulating the informatietated to
standard business engine, providing business daewelot environment and convenient to the upper layer
application providers, simplify business developtrdifficulty, shorten the business development eycéduce the
risk of business development, and user managemhtaathentication charging uniform for the end pger
enhance the intelligent application of user expexe at the same time provides the unified manageuofeusers
and business platform operators, convenient arghfety maintenance.

Electronic code technology of EPC product is depetbby research on automatic recognition USA Mdsssetts

Institute of Technology center, through the Intéglatform, the use of radio frequency identifioati wireless data
communications technology, to construct a globadgoreal-time sharing of information of the Intdrpé things.

EPC code is a set of digital consists of data headanagement code, object classification codealseumber

field.

Agricultural and sideline products traceability tgyn for traceability of listed products provide geduct brand,
product details, size, scale of production, sakgion and form, packaging materials and stylesistmg and
transport and the honor and the upper and lower &nd other information collection and management.

Food safety supervision system is relatively matthie construction of information system is morefget, more
scientific, comprehensive and systematic studyhefagricultural products traceability system. Tedukty system
mainly includes the following several aspects: lagesystem, food quality and safety informatiorlection and
distribution, product whole process control, risss@ssment. However, research on agricultural ptediupply
chain traceability is still in the initial stagénetintegrity of the traceability system of agricwétl products is still to
be strengthened.

The system uses the RFID passive tag chip eaclonietenter of low cost products database recordtiiigation

code for each product (tag ID number), product napmeduct category, product price, product speaifms,
product sales, production, the origin of the envinental information, the use of chemical fertilizerd pesticide,
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the feed delivery conditions, production date, daftesale and processing, transit point informatito.. Product
search back, RFID card reader read the producta? the main modules of the system to identify the
corresponding ID code products from the networkteedatabase, which reads the products, are alinmtion
traceability, as is shown by equation(2).

av _aX+hy (ij
dX aX+hbyY X )

The application of RFID in safety traceability afrezultural and sideline products, must insert REéDs from its
source, the following specific application of RF(D): add RFID tags in the agricultural stage, basicrmation of

livestock, such as agricultural and sideline bighords, feed usage, immunization records, ingpecgcords and
veterinary records write tag, as the original datafuture agricultural and sideline products tramiity (2) through

the storage, transport links to the slaughter pladdl related information storage, transportatsayghtering link
tag. (3) Regulation will test, quarantine infornoatiinto the tag. (4) Transport operators will tgars links to

related information to label. (5) To the sales,site vendors will be selling links related infotioa into the tag,
the last link to achieve traceability.

Agricultural and sideline products traceability mgement system will use RFID advanced technologyraly on

network technology, and database technology, irdion fusion, query, monitoring, for each stagguiduction
and distribution process to final consumption ie field for each item to provide security, agrioutl and sideline
products composition and inventory control decismaking, to achieve early warning mechanism andtgaif

agricultural products.

The Internet of things system in general by thecgetion layer, network layer and application layee 3G and
other mobile communication cyber source limit, #ystem design of the sensing layer and applicdtigar two
parts. Through radio frequency RFID reader nonacmeading RFID tags in the data information & plerception
layer. Through a simple back-end WEB services corapts to complete the corresponding informatiorfaard
safety traceability function, as is shown by fiqure

hgricultural and sideline products quality safety traceability
systen
000
5000
£ 5000
=

I3

f $000 @ RFID

3 z000 B WEB

=

5 2000
1000

RFID nodes

Fig. 2. Comparison resultsof agricultural and sideline products quality safety traceability based on RFID with web

Economic benefit is one of the goals of tracegbiiystem. Economic indicators are elements of thadard
economic. Evaluation index system of economic ifficy refers to an organic whole formed by a pltyadf

reflecting economic efficiency indicators linked ttte. At present, the traceability system to ineldlde economic
benefits of enterprise evaluation index system: ghkes profit ratio, return on assets, return opitah capital
appreciation rate etc..

In transport, the door in the reader every few n@auto read the food container RFID tag informatidata
recording sensor information sent to the food gafedceability management system together, becasde
information are basically the same, so the reaatber than on the RFID tag can be integrated sagrsatly reduce
the cost of the system. In the transportation ofifto the warehouse, RFID reader will read the fioéarmation as
well as the storage time, and the system autonfigtiaasigned area inventory. This paper presensigdeof
agricultural and sideline products quality safeceability system based on Internet of things REEhnology.
Embedded sensor arrangement warehouse in the realder according to certain time reads the RFID tag
information has environmental information.

CONCLUSION

E-commerce usually refers to a wide range of bssireround the world trade activities, the Intersed open
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network environment, based on the browser / sanggte, both parties not met for various businedsities, a new
business model realizing consumer's on-line shagppimerchant of online transactions and online payraad a
variety of business activities, trading activitidmancial activities and related service actigtielraceability of
networking and e-commerce are automatic interadctioough the network, has great similarity, to agki seamless
traceability of networking and e-commerce tradidgtfprm, will greatly expand application value teability of
networking system.
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