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ABSTRACT

The history aging model, followed trust natural tityeof attenuation and dynamic, utilized time gtignto quantify
the important degree of historical reference val@ombined with trust assessment and its historyuroed

moments, it gave the objective description on histast evaluation by the methods of thresholdcepand induce
ordered weighted averaging (IOWA) operators. Higtaging model transparentized trust evaluation eanhtand
calculated the value of dynamic degree to netwdsjedis. It also improved the trust assessment aoguof
network security applications. Through historicglimg model’s design rules, method, and experimatalysis, it
pointed its limitation, flaws and future researdredtion.
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INTRODUCTION

With the increasing globalization of the world eoory and the continuous development of informateshnology,
network application is developing from the closedhe open. The network-based trust applicationslettronic
shopping, network transactions, business electsohas become increasingly diverse, but at the dame the
opening of the Internet network environment alsoréases the complexity of the interaction betweetwork
objects and the lost trust rate. Therefore, thabéishment of trust evaluation mechanism and nééwmde trust
acquisition is particularly important.

Since last century, scholars have done a large anoduesearches concerning credibility and trustle, in foreign
countries, T.Beth [1] and some other scholars effex trust evaluation model based on experienceanimhbilistic
interpretation aiming at the safety certificatiorolplem of open network. This model explains theatiehship
between credibility and probability number usingcwate math metrics method, but it hasn’t considiete
problem of initial trust acquisition. Josang[2,3shalso offered subjective logic model, and he fieelé opinion
space and evidence space, which can describe aadureesubjective credible in many different wayshew
acquiring credibility in this model, we emphasig ttandomness of credibility but didn’t involve thimeless of
credibility. Wong Shouxin [4]and other people useud model theory to model according to trust mamagnt
problems, they also offered the timeless of créitbguestion. But this model describes the timgles credibility
only by geometric decay sequence simply. Li Xiaaydbland other people offered multidimensional trus
evaluation model and timeless problems at the san®e but the timeless function they offered is mtmo simple.

In the open networking interactive applicationg tnedibility will change according to the chanddime. So the
credibility evaluation data must have the charésties of timeless. To evaluate the object’s curreredibility
accurately, this paper offered a history aging rhade its function is: obtain the current trustusal The model in
this paper gained the accuracy of network objest forediction.

This paper presents a credit history aging modelrdle is to get the trust value of the currerdleation moment

based on the validity and importance of the histdrevaluation data. To some extent, it improvesabcuracy of
the forecast of network object trust.
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THE DEFINITION OF HISTORY AGING MODEL
Credibility itself has the characteristics of dynarattenuation; therefore, time to build trust e thistory of the
model should consider the following points:

History aging model object must be unrelated witlaleation (such as subjective evaluation and object
evaluation), it only reflects the relationship beem trust evaluation values and time. In historgl@ation, due to
the long time, some evaluation will be inefficien8ecause of the time characteristics of the evianathe more
recent the evaluation time of the trust evaluafiom the current, the higher for the current refieeevalue. History
aging model can change the degree of importantbeohistory evaluation data based on objective irements.
History aging model needs to reflect the importaotcthe time in evaluating network and the relagioip between
them. According to the considerations above, combimwith the characteristics of trust evaluationtlod network

platform transaction, history aging model can béned as follows: Setk ={ X(l) . X( 2) oo X( k)} ,\Where K
is the set of history trust evaluationX(i) is the (i —th) historical evaluation of the set, where

x(()Ok,1<i<k. Another functionl ime( X), Time( X) represents the time of the i-th trust evaluatitwent
those evaluate data of the set K follow:

Dx,, x (I i< j<k); 0<Time(x)< Tim¢ x)< Time)

That means the time scale of the evaluation das&tirK follows the strict time order. Assuming therent time is

T, > then O<STime( x)< Timé X)< [ .The definitions of the history aging model ardaiows:

Definition 1: Here is the trust history aging model H
k

> x()OATimg Y] 1<i<k

i=1 .
i=0
0

whereF = A'Timé X)] represents history aging amplitude, afdc A[Timeg X)] <1.

THE BASIC RULE OF HISTORY AGING MODEL

The history aging model is closely related to tiree, it has strict constraint rules in selecting time scale.
According to the definition mentioned in the lastson, the history aging model can be describethbse basic
rules:

a)Set start time S as the time origin, markedime( § = 0, ,assuming Timg( nowy = T ,and T, as a judgment
of history aging model, then the three values htne following reIationship:OsTy < T, -According to the

characteristics of aging, the set K breaks into tsubsets K, andK . representing the history effective
evaluation set and history failure evaluation sepectively, then they follow that:

KUK, =K ,and K,,NK, =0O.
Ox ,0K,A<sms k) O<Time(x)-T< T - T
Ox 0K, dsnsK) Timg x)- T<0<s T - Ts

b)For the history effective evaluation sé€_ , the history evaluation data are in the time perfﬁg—Ty.If we
divided the time periodT =T, into m subintervals, then mark these subinteréaie window W, the time
windows can divide the history effective evaluatioet K_ into m history evaluation data subsets
Kwir Ky Kysand they follow:

W=W=.=W=(T- T/ n

Ko =K UKy, U UK e 0Ky Ky (i <m 1< j<m), K, N K, =0
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c)The functon F =ATimg X)] is not only for the weighted calculaton of time

window K, ={K,,;, Ko .., Ky .+ but it must calculate everyX(i) which is larger than the time
threshold .And it must meet the following conditon

Ox(0), X()) DKy, A< z< m) ATimd Y] = ATime X -
OX() 0 Ky X()) D Ky, (S 1 <2< m) ATime X] < ATinte ¥

(z ATim >.<)1j -1

THE DESIGN STEPS OF HISTORY AGING MODEL
Five establishing steps can be introduced by thityi aging model rules mentioned above:

a)SetTy, break the history evaluation data set iffa, which can meet the threshold requirements.

b)According to the design rules, discarding the dataK . which does not meet the conditions set and further

processing history evaluation data IR, .
c)Dividing the time window reasonably according te tlength of the time interval —Ty, then K, will be

divided into m time window interval&, ={K,,;, Ky ---» K\y4 , and they follow the strict time order.

d)We should calculate history aging amplitude to deigh different time window history data and use tsame
weight value on aging history evaluation data efsame time window.

e)Determine the rules demand fof= A/ Tim& X)] , calculatedF = A'Timé X)] according to the definition.

This paper use Induced Ordered Weighted Averagedipe IOWA and combined with the dynamic and aging
characteristics of the trust evaluation data to «omo the result that the history aging amplitude

F=ATim¢g X] .

In 1988, the famous American scholar Ronald R.Ydger put forward Ordered Weighted Averaging Operatal
Induced Ordered Weighted Averaging Operator, @risnformation integration method [6] between thaximum
and minimum operator. Induced Ordered Weighted dgieig Operator can be defined as follows:

Definition 2 .Set<V,, a, >,< V,, &, >,....< \ , g, > are m two-dimension array and

m
f(SV, 8>SV, 8, >,0€ 18,2 )5 D W e L

i=1
then we call function fW m-dimension induced ordered weighted averagingatpg|OWA operator) produced by
V;,V,,...,V,. V, is called the induced valu@, , in which v—indeX ) is the i-th number subscript arranged
in descending order ofV,V,,....\,, , W =(W, W,..., W, Y is the weighting vector of OWA, and

m

dw =Lw=0,i=12.m.
i=1

We can know from the history aging model definitiorle that H ZZk:X(i) OATimé X)] . History aging

amplitude F = A/ Timg X)] follows the strict time order within the l: time-tzavalues of the time interval

Ty —Ty , with the passage of time, the aging value in eedimg order, so we

orderzk: X()) DA Time X)] ZZm: %( YO w; where Y, (]) is the weighted averaging value of the history
— —

evaluation data of each time \:vindow WA, is the history aging amplitude for each time wiwd&imilarly, we

give a similar definition, set<T,,;, Vi, (1) >.< Tyn s Y (2)>,...< Ty Y (MP>as m two-dimension array, so
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that

(< w1 yw(1)>!< TW2! yW(2)>!7< TWm’yW(m)> ): Z \MNin indéey (2)
i=1

where T, is the time scale mark of sk, ={K,;, K\yor ... Ky » We called T, the induced value ofy,, (i) ,
which T —index )is the subscript of i-th number of,,, which in descending order of the window period. (i.e
the distance sequence that away from the curreme §, W = (W, Wy, ..., W,,,) IS the history aging

m
amplitude of each time window, ani Wy =1 w,, 20, i=12,..m.

i=1

According to the maximum entropy induced orderedghied averaging operator method mentioned by Fidle
the literature [7-10], using maximum entropy caltgkate the following formula:

ornes$V\):mi_1§( m )y=a 0<sas<l (3
Wyi[(m-1)a +1- mw,]" =[( mD)a]™ O m)a - i gy +1] 4
_((m-Da-mw,+1 (5)

" (m-1a+1- my,
WNj:m-\]/%l(m—J) U 1< jgm ®

By history aging amplitude rules, in the Ket ={K,;, K\ ..., Ky,4 . all the history evaluation data of time
window K, 1K has the same history aging amplitude. Assumindggtontains n history evaluation data, we

will have F = ATimé X)] —m .According toZX(I) OATimg Y] = z ¥( YO v , history aging

j=1
model can be introduced as follows[ll 13]:

m= (m=1j) (i-1)
ix’(i)D Vs ™ 1<i<k

n ' i=0 "D
0
Wy [(m-D)a +1- mwy, ]" =[( mD)a]™ O(( ml)a - i w+1] (8
_((m-Da-mw, +1 (9
" (m-1a+1- my,
1 L .
_m—Z:;‘ J)WNj (10

X'(i)is the (i —th) history evaluation data which meet the threshadddtions, m is the number of the time
window in set K, ={K,;, K\y» ..., K\y} . j represents the( j —th) time window of X'(i), n is the number of

the history evaluation data in thej —th) time window, @’ is a fuzzy integrated operator, represents "and"
operation Measure of lowa operation.

EXPERIMENTAL COMPARATIVE ANALYSIS
Simulation method based on history aging modes ifohows [14, 15]:

Determine the current evaluation time-scdlg and confidence decision threshol, .Design time window and

determine the time window number m. According te #mphasis degree of the actual history evaluaticst, we
can determine the size off operator in the history aging model. Calculatihg trust degree of the current trust
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evaluation time according to (7), (8), (9) and (10)

In this paper, we used the random survey methothake several trust evaluation about a certain ghaying
business at different times, and we collected eighdls object history credit evaluation data byvder class
service, and the total credit evaluation numbeeaxth object is no less than 100. In order to siynplie history
evaluation data obtained by the simulation metheg,can classify the obtained evaluation data terdehe the
degree of trust evaluation of different objectglie same time the same buy businesses by averags vange
from 0-10, such as shown in Table 1.

Table 1. A history of trust evaluation data table

x@) | x2) [ x@) [ x(4) | x(5) [ x(6) [ x(7) | x(8)
Trust Evaluation 8.7 7.2 9.0 80 85 78 1.7 7.9
Time of occurrenceg 1 7 12 16 18 21 24 30

Now we need to provide group-buying business whasedibility is no less than 8 to conduct onlinensactions,
confirming whether the business trust meets the .néeve use the traditional fixed weighted averagkulation to
calculate the evaluation on trust degree:

n

n 2 X()
H, =2, x() Dw = -=— (1D

Take history evaluation data into Equation 11, w&e obtain the value of the trddt, =81.00. In the traditional
way, the business can meet the requirements afdheaction.

According to the history aging model simulation huet, set the current tinle, =35, make trust assessment for a
service node in the network, we need to deterntieetime thresholdT, yto filter effective history evaluation data
firstly. AssumingT, =30, according to the history aging model calculatiores, we havex() O K., ,
X())OK,, in whichi =2,3,...,&

Set K, ={Kyp Kyr Kz Kuw Kywg e m=5 , at this time X(2)OK,,
X(B) O Ko, X(4), X(5)T K5, X(6), X(7)0 K, 4, X(B) U K5, if we don't value too much about the timeless

of the history trust evaluation, we can set= 0.6 take that into the model ,we can have the hisaging model
amplitude of { Ky, Ko Kz Kywa Ky :

W, ={w, w, W, w, W ={0.1278,0.1566,0.1920,0.2353,0.28¢

According to the principle of equal aging amplitudi¢hin the same time window, we can tak¥ into the model
equation and géet

X(2) 0w, + x(3) 0w, + X(4)J2’ XO) 4 X(G); XDy + 48)0 w=80.18

The result shows that the business can still nteetbasic credibility of the transaction. If thestrievaluation
requirements change, the distance of the curremiendin recent history evaluation data will be misn@ortant,

then you can change the value &f appropriately. Se¥ = 0.8, the number of the time window doesn’t change,
then take the data into the model, we can get

W, ={W W, W, w, W ={0.0002,0.0411,0.1808,0.3244, 0.46;
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X(2) 0wy + X(3) 0wy + X(4)J2r Oy + X(6)“; XDy + 48)0 w= 79.61

The result shows that the business cannot mediatie needs of the transaction, so we end thisdicion.

To analyze the three groups of calculating restdtsprehensively, the result of history aging mazigtulation is
less than the fixed weighted average algorithmli®sit is because the calculation of the weigimghe history
aging model rearrange by importance of the monmefiecting the aging characteristics of the histemaluation
data. Whereas the difference between the calcutamdts of @ = 0.6 and a = 0.8shows the different degree
of importance of history data evaluation requiretagraused by the different requirements. As wesegnfrom the
calculation above, the three calculation resultdendy two calculation methods are of little diffece. In
comparison, the history aging model for the impuoetaof history license premium data given by monuacurred

according to the evaluation, the operat@rdraw different computing history aging amplitud#/,_, . and\\/,_, .,

more accurate response history evaluation and diynamic relationship, which is better than the itradal trust
calculation method.

At the same time, the history aging model has twablems: On one hand, although the history agingehoan
describe the relationship between time and hisergluation data dynamically, but it has high comafiohal
complexity, and the computing expenses grow expiaignwith the growth of time window m. How to rede the
computing expenses is the focus of future rese@echthe other hand, the size of the time windowhef history
aging model lacks theoretical derivation, but tize ®f the time window determines the number ofuhlkd history
evaluation data contained within the time windoffea the classify of effective historical evaluatidata, but also
indirectly affect the computational complexity diethistory aging model and the final results. We caly define
the size of time window according to evaluationchee experience, so what we need to consider vaaitéding the
size of time window in the model is also one prablge need to study in the area of aging model.

CONCLUSION

In recent years, due to the needs of Internet gg@pplications, the trust model, the trust mamaget system from
a centralized trust relationship to distributedstreelationship, trust model from static to dynan@cedibility for

trust model is often based on weighted averagegtwbannot reflect the relationship between trusteation and
time accurately. The inaccuracy of credibility czasily threat the application of open network siguit can be
said that among the trust model and trust managertten aging of credibility requires more reseascHe this

paper, the history aging model can also be appdi¢de related fields, and the model has a goasteate value.
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