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ABSTRACT

At present, it is lack effective mechanism to improve the security of the system in the P2P network. Thereis a lot of
malicious behaviors. Network security model has become an important subject of P2P application research. This
paper will study P2P network based on group trust relationship. Set up different groups according to the node
interests. The overall trust is compounded by direct trust between nodes, trust between groups and nodes, trust
between groups and multiple parameters. Through the simulation experiment, this model is verified to have high
ratio of successful download, and the peer load can be controlled in a admissible range. The performance of this
model is studied through simulation experiment. The results show that the model can identify malicious nodes
effectively. According to the trust value of the responder select the download source. In the P2P network,
cooperative nodes have the high request rate of success and node degree of satisfaction in different malicious nodes
attack mode.
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INTRODUCTION

P2P network obtain a rapid development becaus¢saksource sharing, node peer-to-peer communitsatod
network flexible self-organizing characteristicaitRlue to the essential characteristics of P2P ar&t@nonymity,
there are a large number of fraud and other maigcimehavior in the system. Therefore, establishimgffective,
safe trust mechanism is particularly importantcdh be the next definition. Trust model is est&ilig a set of
guantitative evaluation system through some kinsti@ftegy. It can give the trust evaluation oftifaeling node and
inform the evaluation to the other nodes in a netwAt present, there are a lot of related rese=g @t home and
abroad [1-5]. More famous algorithm is P2P netwaders Eigen Trust put forward by Kamvar at Stanford
university.

It is published services and e-commerce commumiggr Trust trust model based on reputation as aglthe
literature [6,7] trust model in 2003. The severasminfluential organizations and companies in @iabmputer
field, such as ACM, IEEE, Microsoft, IBM, HP aregaged in the research of this area. Domestic, Ghehai of
nanjing university professor, Dou Wen of nationaiversity of defense technology also done a lateskarch work
in this field. Refer to human social management,wagn is not a single individual, they are socldley always
form a group according to certain strategy. Theséhgroups constitute the human society again. facon has a
trust in his own group. They will evaluate eacheoth trust between groups and groups. Based orkitinis of
management mode of human society, we propose taniagel GBTM based on group in this paper [8]. Than
establish different groups according to interedithyoof the node. The overall trust is compoundediiogct trust
between nodes, trust between groups and nodesbé&tgeen groups and multiple parameters.

P2PNETWORK SECURITY MODEL BASED ON GROUP

In Trust Frame, all the nodes divided into groupsoading to certain rules in the network. Node infation
collection is limited to within the group. Assunteat the communication between the nodes and grisupafe,
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reliable. The whole of the model should include fodlowing several parts: group divisions, nodessted
computing within the same group, nodes trusted etimg between different groups. Finally, the impéntation
strategy is given and the model is used to suppiéared analyze.

The Group Divisions. In Trust Frame, the nodes form a group accordlingertain rules. Groups constitute the
whole P2P network. The group mark with GID. Thee®dre marked with the PID identification. {GID [RImark
the only node in a group.

Trusted Computing of the Same Group Node.
a. The node trust value. After a transaction, niotg@kes satisfaction evaluation to node j servivés.use r”.” to

show. Where n is the nth trade. The method of ritibapossibility is used to distinguish nodespimvide different
quality of service. rij“ €][0,1], 0 means node i to node j is entirely unsati®ry. The critical value of 0.5 is satisfied

and unsatisfied. 1 shows node i to node j is fsidliisfied. The larger the value is, the higherstsfaction is. Node
i to node j is expressed as an evaluation infoionatit is<rij“,t“,m>. The t" as ageing time that seems to node i

for the nth transactions. The initial value isttdécreases with time. When the duty is qj”st“,m> is deleted. N

nodes said i and j are the maximum effective tretima serial number. If the evaluation informatibe deleted
because of the aging time expires. Then the retsteo$erial number of evaluations information awtioally adjust.

m shows trading relevant other informatiot' can be shown by the following.

n_ [t
t _{t”—l @)

Direct trust value of node i to node j can be $sid Ri .

S| o
k1] er]:lt|

R, = )

Riitial n=0

In the type, R, s initial trust value for the new node.

b. The similarity degree of node. The node i artdugt evaluation similarity is expressed lﬁ{j . The higher

similarity degree of i and j, it shows the viewiadnd j to other nodes is consistent in the netw@#&lculate the
similarity of the i and j using the modified cosisienilarity.

§ =20, Re=RIR-RIL[Y., (R-R) X, (Re=RY)] ©)

In the formula, |, shows node set with i direct trust relationshiq.shows node set with j direct trust relationship.

l;; shows node set with i and j direct trust relatigpshR shows direct trust for node i to node B and R,
respectively mean direct trust arithmetic meanealoout node i and j to other nodes.

c. The reputation values of the node. In groGp, from the node i, the reputation values of nodegresses inTij .

Tii = ka@ink¢ink¢j Sk F‘)kj /(|Gi| ~2) (4)

d. The reliability of the node. In groufs,, the reliability evaluation of node i to node Rgij . Its calculation is as
follows.
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ﬂ(aiOor,@i 0)
Ry =17
Alj (5)
0(a=0and5=0)

a andB respectively mean the weight of direct trust amdirgct trust in the nodes. The value of and B are
changing. They are affected by the factors suclrassaction number, transaction amount. We defia the
transaction efficiency is the ratio of transactanount and transaction number in order to quantifyandB . The
higher the transaction efficiency, the greaterthéerstanding between the nodes.

(ﬁ) (Have atransaction record)
a = Thij
(6)
0 (No transaction record)
_4 ZKgT(i)nk:jSQik/ZKDT(i)ﬂk=iTNik (Have atransaction recorc
B (7)

0 (No transaction record)

"

Ty; means “effective” transaction number between nauelij. SQ”. means "effective” transaction amount between

node i and j. Each transaction amount is storegtiéerm field of satisfaction evaluation. T(i) medefficient" node
set deal with node i. The meaning of "effectivefers toSbij. T(i) and other relevant information, they are not

deleted because of the aging time expires.

Nodestrusted computing between different groups.
a. Direct trust between the groups. The direct ttrugroup G to group GJ. shows  with

%iGj %Gj ZZi,j Rj /[|GI|X‘GI‘] ’
Res, =2 Ri/IGIX|Gl  i€G.icG, (8)

1]

b. The reputation of nodes in the groups. Reputatadue of node j in their group expressesﬁi‘l\e" .

RP =2 o ey Re /1G] 1] ©

c. Reliability of nodes in the group. Reliabilityauation is shown byRAij .
_ . G.
Ryj = mln{ Rse, 'R ‘} (10)

A supplement of the model robustness.

a. The management of the group. The trusted congurivolves in nodes trust within the same groug Hre
different groups of nodes. In order to facilitale thode reputation maintenance in the group ars imformation
interaction between the groups, we set up threé hégutation nodes as a group manager. Group margge
responsible for maintaining the node reputation vl trust information between groups. Their contxactly
consistent, so as to prevent the happening ofdinglé point of failure”.

b. The process of the new nodes. The anonymity28f fetwork makes it hard to distinguish the norngal/ nodes
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and Whitewashing nodes. In this paper, we dynaigi@ljust the initial trust evaluation of a new Bo®Eet the
silent time t, encourage the good behavior of thenal new node, and restrict malicious behavioMbiitewashing
node. At the same time, the node Whitewashing heh&limited within the group, so it reduces theerall cost.
In the t time of new node just joined, the node oaty provide services, do not request service.nTime group
manager respectively collect the satisfaction eat#dn of a new node. Calculate the reputation & tlodes
according to the type (3) and (4). We can obtaénrtéw node reputation from the three managersnitoe denoted

by Tnla,v,an‘;W , TnZN.At the same time, according to the type (10) ticudate the average value of group nodes

reputation. It can be denoted bR, . In the silent time, the new node reputation velaee all greater than th, ,

a new node initial trust valug, = max(0.5R,,) .Otherwise, R, =min(0.5, T, T, , T.,) after the

silence time, group managers will put initial tre$tthe new node broadcasted to the members ofringp. Each
node updates the related trust information to te& node. c. The service control strategy. The higakability

evaluation a node obtains, the better corresponsiingce quality they obtain. WheRAij respectively belong to
[0,0.2), [0.2, 0.4), [0.4, 0.6) ,[0.6, 0.8), [0.8,0), the service quality obtained by nodes is laleaf service",

"low-level service", "general service", "good see/i, "best service". At the same time, group marsagdl take a
different strategy to punishment according to namrig nodes' behavior and reputation in the gréMpen Rq

respectively belong to [0R,,./31[R,./3.2R,. /3[2R,. /3,1, for node punishment strategy, they are
respectively "clear the node out of the group"t "skent time t, node can only provide services,nib request

service", "no punitive actions".

Theanalysis of model versatility and expansibility.
a. A satisfaction evaluation’ijn and transaction amounSQij are associated with specific application. Evahga

file download service in the file sharing, selegtithe file quality, downloading bandwidth and papity are
evaluation standard. In e-commerce systems, we lynagionsider the transaction duration, transactiosts
transaction important degree. We extract the diffesatisfaction evaluation factors in differenPRépplication and

calculate I."

ij o S?ij is defined as the size of the transaction.

n

b. In the <t’ij ,
unceasing change of P2P application requiremestsyd the related factors of new trust evaluatiothe m field.
Finally, the model has certain extensibility.

t", m> evaluation information, the content of the mdigé the extended trust data. With the

THE RESULTSOF SIMULATION AND ANALYSIS

The simulation environment. In this paper, the application of scenarios les $haring. Based on the P2P research
group in Stanford, Query Cycle Simulator has acd@hed some classical trust model. Such as: Eigers;T
Cup-pens; Trust Frame. In the network nodes ariglelivinto three categories: good nodes, evil ardirhaaning
node. Goodwill node refers to the services or theduation of other nodes is reliable. Malicious esdehavior
mainly include: provide low level service; offerreal evaluation; vilified goodwill node and exagaterthe same
node. Whitewashing and Freeriding node is divided bad behavior.

The results of simulation and analysis. a. Request success rate. Request success théenamber of successful
download goodwill node ratio of all downloads.dflects the trust models application effect inugty. Trust Frame,
Cuppens model Eigen Trust Random successful request rate comparison is shofigure 1.

Curve of 4 Random refers to the model does notangetrust mechanism. Each node selected down|camlirees
randomly. Figure 4 illustrates when the malicioosles up to 50%, TrustFrame still has high succdssofaequests.
This is due to Trust Frame's aging timthe degree of similarity node enhanced the accuddcthe trusted
computing. At the same time the implementationesfiiee control strategy for penalizing and motigatnode.

b. The inhibition of bad nodes. The dynamic adj@sihof new node initial trust must be a cost foriMtiashing
nodes in the replacement of identity to join thémoek. At the same time, we limit the impact in theup. The
node is punished by service control strategy feeFiding. They have been reduced for the qualitthefservice or
removed groups. The cooperation level of bad nedée ratio between the successful upload file sfzall bad
nodes and the successful download file size. Thpgtion of bad nodes is 40%. The simulation resate shown
in figure 2.
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Figure 1: The successful request rate of the different size malicious nodes
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Figure 2: Theinhibition of bad nodes

The inhibitory effect is more obvious for bad nodesTrust Frame, the cooperation degree tend tanbee
reasonable.

c. The system overhead. The system overhead isuneebby network traffic in the process of trust imegism
running. It includes all the query request, respam&ssage, connection information and so on. Ttveonle traffic
is shown in figure 3 when well-meaning node sudtdéigsdownloaded more than 90% in the differentwatk
scales.

Trust Frame, Cuppens and Eigen Trust network trafifiference is not big when network size is smalit as the
network scale increase, Eigen Trust network traffazease rapidly based on the global trust infdionacollection.
Compared with Cuppens model, Trust Frame nodeilalisér in the group according to the interest ofpenty.
Considered the relationship between individuals gralips, groups and group, communication load am@lyn
distributed in smaller groups. Based on the aging tremove invalid information, it can effectivelgduce the

1107



XueMing J. Chem. Pharm. Res., 2014, 6(7):1103-1108

system overhead.
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Figure 3: The network traffic contrast
CONCLUSION

This paper proposes a trust management model lo&sgrbup. The calculation results of general trushe model
consider the node trust directly; trust in the grotrust between groups. And introduces the feeklizaedibility
factor and multiple weighting factor to adjust truSo the model can adapt to a variety of networkrenment. The
simulation shows that this model can effectivelyiloit a variety of malicious behavior, improve theaccess rate of
interaction.
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