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ABSTRACT

Image measure technology and automatic control theory are combined to design and realize an encryption control
system based on image processing. The equipment of video capture and image processing technology are used to
replace traditional image encryption methods. The image processing result is used as SDES image encryption
algorithm to control experimental systemin real time. The simulated results show that the proposed algorithmis a
good spatial design algorithm for chaotic keys, and possesses a large space of keys, fairly well encryption effect and
excellent security to statistic analyses and different attacks.
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INTRODUCTION

Image processing has been applied in many fiefdsohtrol system, image encryption is one of apilins. With
the rapid development of the internet and the mgitlia technology, digital image is becoming impatrtzarrier of
information communion for people. With the advant@nformation security requirement, the encryptienhnology
of digital image is applied widely to multimediaromunications. Conventional encryption arithmetig(®ES) has
many disadvantages, such as the structure complthét secret key singleness and the encryptioedsplewly, and
it is difficult to satisfy the encryption requiremteof the image that has lots of data. So usingctireventional
encryption solely is not enough. Chaotic mapping loa applied to image encryption, because it hasémsitivity
of initial value and the randomness [1-4]. The radtivhich adopting combined conventional encrypteshnology
with the chaotic mapping can overcome the singleventional encryption’s disadvantage effectiveliieTpixels’
values in original image can be changed ultimat&yencrypting, in order to realize the aim of gmption.

For advancing the quality of encryption effectivehe method of position scrambling can be usedreefncrypting.
The classical algorithms are Arnold cat map[5]inafftransformation, magic square transformation, lamght-tour
transformation. etc. Through these transformatitnsan realize the change of the image pixelsitpog and by
keeping secret the parameters and the iteratioestitn reach the aim of encryption. A method whielsdal on
Arnold cat map and S-DES is proposed in this papeysing the particular character of Logistic dimmap, the
key numbers of S-DES are increased and the kepeaianged in real-time. The experiment result shivat the
method realizes the image encryption and decrygffactively, it has well security and fast opevatspeed.
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S-DESENCRYPTION ALGORITHM
Cat mapping is from Arnold, and it is named becafsgemonstrating it with a cat’s face usually, thepression of
Arnold cat map is shown as Eq.1.

Forr | _ 1 a Y mod (V) (1)
»V11+1 b ﬁb + ]‘ -yn

Where (X, Y, is pixels position in an M N image; (Xn.1, Yn+1) IS the transformed position after cat map; a and b
are the system parameters and must be the plugeisteThe determinant value is 1, so cat map isp which
keeping area (no attractor). At the same time,dliemap is one-to-one mapping, each point in matain be
transformed to another point uniquely. Cat map twas typical factors, which bring chaotic movemetgnsion
(multiply matrix in order to enlarge x, y) and fofthking mod in order to bring x, y in unit matrixh fact, cat map

is a chaotic map.

Image position can be scrambled via the iteratioced map, consequently realizing the image en@gpWith the
difference of the iteration times, the relevanutesf scrambling is also different. For a 256x2%i@y image, it is
hard to find out the trace of original image afterating 30 times, reaching the effect of scranglithe image after
iterating 64 times is the same as the original enap cat map has the periodicity [6]. With thdedénces of the
parameter and the image’s size, the periodicitgifferent. Image can be scrambled via keeping @ileesof a, b
secret, but the periodicity will bring some insexfactors, so applying cat map solely can not rileetlemands of
encryption; and cat map only transforms the origimage’s position, however the pixels’ values haat been
changed. The original image can be recovered \@anththod of exhaustion, so on the base of scragbiiris
necessary to modify the pixels’ values to realiaalile encryption.

The data encryption standard DES which is desidnetd.S. National Bureau of Standard is a well-kndvock
cipher, and it adopts Feistel structure to itefateBut the complex structure and slow speed arsatisfied with the
encryption requirement of images, which have latg&. Although the key quantities achieve 56 bis&ng the only
key in an encryption is not safe obviously. Prafedsdward Schaefer in university of Santa Clargppsed S-DES,
namely the simplified DES algorithm, also adoptssted structure. The plaintext and cryptograph klace both 8
bits, and it is consistent with the bits, which tlaue of pixel has, its structure is shown asIFigomparing with
DES, the structure of S-DES is simple and the ei@tispeed is fast. But the security will be redlicéherefore
depending on S-DES merely cannot meet the encrypgguirement. Combining the chaotic map with S-DES
system can enhance the security of system by tisengharacteristic of sensibility of original valaed randomness
in chaotic map.

plaintext

v
position scrambling main ke
twice iteration - two key:

v

position scrambling
¥
cryptograph

Fig.1 S-DESstructure

The chaos is a process of definite pseudo-randajuesee produced by nonlinear dynamics system.ntiis-
periodic, non-astringe and sensitive to the origi@due. Logistic map is a typical chaotic map d@sdexpression is
showed as Eq.2.
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X a1 =bX, (L= X,,) @

Where X, [0, 1], when the value of parameter b is betweeb6@, 4), the system has the chaotic charactesjstic

and then the sequence produced by Logistic magndom and sensitive to original value. It is pdssib realize the
position scrambling of S-DES structure by collatthg sequence of the chaotic map. Operating theeseg can
produce the enough long keys, and it achieves tinpoge that the information can be encrypted eimoé. tit is
obvious that combing the chaotic map with the S-[BE&yption system can enhance the random, andrelsease
the key quantity of system further.

THE S-DES STRUCTURE BASED ON LOGISTIC MAP
The encryption structure which combined the Logistap with S-DES system is showed as Fig.2.

Where the value of pixel is the value of gray imaitge range is between (0~255); it still needs fteoation; the
sequence produced by Logistic map is used for tBS key to ensure the different key in every eption. The
concrete encryption steps are as follows:

Presents the parameter value b of Logistic mapirtidl value x0. Under the double precision vatikeumstance,
it makes the map iterate several times to produsegaence( X1, X2, X3,...... ) . The specific times is decided by
the image size.

Inputting an image, and changing the pixel valueath point to 8 bit binary; Taking the first 8 rwems of the
sequence, and collating the 8 numbers accordinghéo size, then replacing 8 numbers according to the
corresponding positions. Namely completing the afi@n of positions replacement one.

| Loaistic mau |
| | onekev in a encrvotio |

v
| position |4—‘ collatior "—‘
v

| twice iteratiot |

v

o] |

| crvptoaranl |

| pixel value

Fig.2 The encryption structure of Logistic map and S-DES

Taking subsequent 16 values in the sequence résggcPutting the last bit of each value togettzr then it will
become two keys which both have 8 bits. Using itdmate twice in S-DES.

Taking eight bits of the sequence to use in thétipageplacement two, and the method is consiskétht the step 2.
Then it completes image encryption of one point.

Applying the sequence produced by step 1, and tieethe step 2~4 until all points of image werergpted.
Making the sequence produced by chaotic map asdimee of collating and the iterative keys aredharacteristic
using sensitivity of initial value and randomnes<haotic map. The method overcomes the disadvarted key is

difficult to manage in the traditional method, amdkes the key change in real-time. Therefore mdwigreat
challenge to the attacker.
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EXPERIMENTAL SECTION

The original gray image of 256x256 is shown as3ig.

Fig.3 Theoriginal image

The initial values are a=1, b=1, x0=0.142, y0=0.288en the iterative times are n1=n2=1, n1=n2=43;n2=50,
n1=n2=192, the corresponding results of encrypti@nshown as Fig.4(a)-(d). Results of the sameeénsagambled
by using the traditional Arnold transformation atewed as Fig.4(e)-(h).

(© (d) () (h)
Fig.4 Compar ative analysis of scrambling effect

The results of Fig.4 show that the encryption atbor is better than the original Cat map. The dffe@lways better
no matter iteration times.

The design of the algorithm is simple and effegtiprogramming is also very easy to implement, thedspeed of
its implementation is quick too. In order to detdwt time expense of algorithm, we carried manyygion and
decryption experiments on different sizes of 8-itd 24-bit BMP image. The hardware system usedchén t
experiments is Pentium4 2.8G CPU, 2G DDR memowystiftware system is the windows XP operation systiee
MATLAB platform. In the experiment, for 256 x 256MP image which data size is192k, encryption cost
approximately 0.026s and decryption cost approxaigdt.037s. So the efficiency of the algorithm uste high.

Set the parameter value of Logistic b=4, the ihitedue X0=0.8. Under double precision circumstaricierates 32
x120 x 120= 460800 times. According to the stepbigf4, encrypting Fig.4(c) two times and its réslihen the
pixel value and the position of the pixel both elnanged, and realized the dual encryption The tiogisap and the
S-DES are combined, which its safety is based erns#nsitivity of the initial value. A small changéthe initial

value will cause the huge variety in the resulte Timage of Fig.5(a) is the image of the exact datawy, and
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Fig.5(b) is the decrypted image which its inittalue of Logistic map X0=0.80000001. From thesegesa we can
see puny change cannot recovery the original imagethe safety of encryption system gains the éurth
enhancement.

Fig.5 The decrypted image

Analyzing from the quantities of the key, the paetens of the Arnold cat and the number of iteratioay be
regarded as the key, and the parameter and thed irdtue of the Logistic map also can be regaraethe key, then
the total quantities of the key can reach at 18847 so that the exhaustion method is very difficul

Analyzing from the relativity, the relativity of ¢hadjacent pixel in original image is bigger. Bha telativity through
position scrambling and pixel changing hardly eisb it is very difficult to attack by using stitts method.

CONCLUSION

An encryption method based on S-DES and chaotic isiggoposed. Through applying the sensitivity mifial
value and randomness in chaotic map, the systenfalger key quantities and the key is real-timeroligh the
simulation analysis in MATLAB, the method has théalf computing speed because of its simplified BEScture,
and has the ability of anti-statistics attack axidagistion attack.
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