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ABSTRACT

Network security problem has been concerned in recent years, the prediction of network security situation can
ensure the safety of network, and therefore the application of fuzzy neutral network on it is studied in depth. First,
the frame of predicting system of network security situation is designed; Second, the basic theory of fuzzy neutral
network is analyzed; then prediction model of network security situation are established. Finally, the simulation is
carried out, and results show that the fuzzy neutral can predict the network security situation correctly.
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Openness, sharing and interconnection degree wbnlefs widening, and all kinds of Network securéyents are
piling up, and network security has become increggiimportant, which focuses more and more attentiThe

traditional, single defense equipment or detectiqnipment has been not suitable for the demanchairang the
safe operation of network system. It is necessanrgvaluate and predict the network security siturticcurately
and objectively, the prediction of network secutitgs become the research focus in network sedieity The

prediction of network security situation can malketwork security management transform from passivitp

initiative. The network manager can judge the trehdtate of network safety, then the state of netvand attack
for network can be understand. The network manegerake effective defensive measures to ensursafiety of
network before the network is attacked and sufféoddss [1]. The safety situation of network ifeafed by several
factors, such as attacks, viruses, vulnerabildias trojan horse, the traditional predicting metbaty reflect partial
information and can not obtain the correct predgctiesults, the changes of network security sibnatias time
variation, probability and nonlinearity, therefdhe effective predicting method should be put farva

In recent years, the artificial intelligence haseleped widely, and there are many ways for préedicthe network
safety situation such as support vector machinekdachain, and the good predicting effect is aledi. However,
the current predicting methods have limits, formup vector machine, the parametric selection laaigsropriate
theoretical guidance, the parameters obtainedaaseilsiective and blind, when the sample is too mtiehtraining

speed will decrease. Markov chain has difficultycomstructing precise predicting model, which nesdraw up

the mathematical formulae largely, it is very coexplIn order to overcome the disadvantages of timveent

predicting methods, the fuzzy neutral network iplegal in the prediction of network security sitwati The fuzzy
neutral network has the advantage of quick trackipeed, which can obtain higher predicting prenisand it can
be used to deal with the nonlinear problems. Thenptrediction algorithm of network security sitoatibased on
fuzzy neutral network is established [2,3].

1 Frame of predicting system of network security situation
The prediction of network security situation isuse the relationship among time series to predietvialue of
network security situation. The calculation of v@knd the evaluation of network security situatitakes up of the
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whole network security situation technique. Theuealf network security situation can produce theeah
information for the network manager, and the managa refer the evaluation results of network siégsituation,
and confirm the possible threat, finally the mamagan find a proper method to deal with the thféht

The evaluation of network security situation is thalitative analysis based on evaluating the waylgtate of
network. The aim of the evaluation is to help teeider to percept the security situation quicklg aorrectly. The
evaluation of security situation concludes thresges: situation perception, situation understanding situation

prediction. The frame of prediction of network sefyusituation based on fuzzy neutral network iswh in figure
1.

Underlying data fusion results

|

Situation perception and understanding

Calculation of situation value

|

Situation prediction

Fuzzy neutral network

Figure 1 prediction frame of network security situation based on fuzzy neutral network

The value of network security situation is a setoofseveral sets of values merged by huge netweckriy
information based on a series of mathematical nustff®,6]. The value can reflect the running chamaof network.
The value can change with the changes of frequgnoigmber of network security events. The valuaaifvork
security situation can be calculated based ondi@ur

Defining and Counting the frequencies

calculating weight value of events

Weighted average

Value of network security situation

Figure 2 Calculation method of network security situation value

2 Basic theory of fuzzy neutral network
There are five layers for fuzzy neutral network,ichhare inputting layer, fuzzy layer, fuzzy asstioia layer,
association layer after fuzzy, and outputting laylee corresponding diagram is shown in figure]3 [7
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Figure 3 Diagram of fuzzy neutral network

Inputting layer: the function of inputting layer te introduce the inputting variable into fuzzy éay and the
corresponding inputting variable vector is exprdsse follows:

X =X, Xy, X )T )
The membership model of inputting vector can baesged as follows [8]:
ool n
- il | = ;i -
K (X) =g o |=e b, 1—12,-~-,21:Ni (2
1] =.

where, G;

inputting vector.

is the center of membership mode¥;; is the width of membershipN; is the dimension ofi th

Fuzzy layer: different joint of fuzzy layer can lienoted by a language variable, which can calcullage
membership degree of inputting vector, and theutaling formula of membership degree is expresseaolbows:

m=e” ., j=12-,> N (3)

i=1

Fuzzy association layer: the fuzzy sum is carrietl for the inputting variable in fuzzy layer, andetfuzzy
association vector can be obtained, the correspgndathematical model is expressed as follows:

/]j:min{ml’mz’...’mk}, j:lZ,...’NA, k:]_'z’...’Nn (4)

where, N, = I_l N; .
=1
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Association layer after fuzzythe association layer after fuzzy is to calcul&ie normalized results of association
vector, and the calculating formula can be expikssefollows [9]:

1=
YA

. j=12-N, (5)

YA =1 (6)

Outputting layer: the outputting layer is to caout linear weighted sum of association strengtimadized, and the
corresponding mathematical model is listed as fedto

=z

A

Y=)u

=D 7

I
K

where &) denotes the association weight between two eleneint denotes association vector between two

elements, W= [C«{,C«&,“',a’,\,A]T , = [51,?2,-~-,U_M]T .

3 Theory model of network security situation
Define the time series of network security situatis X ={X(t)|t =12,---, N}, and the sample spac® can
be expressed as follows:

{X(@®),Y()} ={[ x(t = 7), x(t = 27),--- x(t —d7], [ X D)]} ®)

where t=n,n—-7,n=2r,---,(d+1)7, 7 is time lag, d is embedding dimensionX(t) is inputting
sample of predicting modelY (t) is the object value of predicting model, and thenber of sample in sample
space isn—(d -1)7 .

The prediction value is affected by the adjacemetiseries point during the procession of predictiveynetwork
security situation. Then the proper training sampleat is close to predicting points chosen canrovp the

predicting precision. Assume that there dresamples in the spac&, the length of sample window is defined by
W, then whenY(t) is predicted, thew samples beforel are chosen to construct the predicting model

f:RY S R, then the predicting model is used to preditft) , the mapping relationship between the predicting

value YA(t) and predicting model is expressed as follows:

Y(t) = f (x(t=7),X(t = 27),- X(t = d7)) )

4 Prediction algorithm of network security situation
Predicting the network security situation baseduzmzy neutral network should solve the followingblems: if the

fuzzy segmentation of imputing vector is given @tvance, the linking weight valugy between two elements, the

membership degree model parameGr and g; should be trained. In order to reduce the training of fuzzy

neutral network, and improve the calculating efficdy, the intelligent algorithm is applied to tiamp the
parameters mentioned above, the genetic algorithimséd in this research, the main reason is tlagé#metic
algorithm is an advanced optimum algorithm, whigltpit forward based on evolution rules of livinghgs, it can
reflect the optimum idea of “natural selection” disdrvival of the fittest”, which can calculate thieking weight
between two elements and relevant parameters ofbeesimp model, then the best prediction resultaativork
security situation can be obtained, the analyzimecgdure of prediction of network security situatibased on
fuzzy neutral network is listed as follows:
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Step 2 construct the structure of fuzzy neutral networld aonfirm the number of neutral elements for evayer
according to the remand of prediction of networkusiy situation.

Step 2 the value scope of parameter in fuzzy neutral nkwhanges from O to 1, then the normalization
calculation is carried out for the training datdumzy neutral network, and the corresponding ndimation formula
is expressed as follows:

X=X .
f(x) =2 Zmn_ (10
X —

max min
where, X is the original data, f (X) is the normalization function.

Step 3 the calculation procession can be simplified thtodgect real number encoding/Vhen coding, the center
and width of every membership model can be soresize. During the intersection, the probabilitattthe center

and width of membership for different individualecige at the same time will improve, and the efficieof genetic

operation ban be improved.

Step 4: Calculate the fitness of individual, anel ¢hlculation formula of fitnesd ;,, is expressed as follows:

n
dyy =——— (1D

n

Z(di _Yi)2

where, di is the rational output, andy; is the output of fuzzy neutral network.

Step 5 the optimum individual obtained in this calculatioefore interacting operation can be transmittéal fmext
generation, the algorithm can be avoid to Fall i local optimal solution, the interacting op&natand mutation
operation can be carried out for other individuatsording to the interacting probability and mwatprobability,
then the new individual can be formed.

Step 6 the fuzzy neutral network trained can be appliethnpredicting the network security situation

5 Simulation on prediction of network security situation

In order to verify the effectiveness and rationalitf fuzzy neutral network based on genetic algonit the
simulation on the prediction of network securitjuation is carried out, the data comes from dataobéacker
attack collected by Honeynet group. And the sinioiteprogram is compiled by MATLAB software.

The parameters of predicting model are listed devis: the dimension of inputting vector is 4, thoair days are
used as a cycle; the dimension of output vectdr, the situation value of one day can be predidteginumber of
training samples are chosen as 84, which are datfourteen weeks. In order to avoid the big eritbe
normalization processing is carried out for theaibn value, the corresponding formula is expréssefollows:

X= Xmin

X = (12)

Xmax - Xmin

where X, is the maximum value of situation value,,, is the minimum value of situation valueX is the

normalization value,X is the current situation value. The final resufssituation value in the simulation are
shown in figure 4.
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Figure4final results of situation value in the smulation
The maximum iteration times are taken as 250, thber of individuals in group is taken as 150, dne

interacting probability is 0.75, and the mutatiookmbility is 0.35. The trained fuzzy neutral i®dgo predict the
situation value from Jan. 6 to Jan. 12, 2014, aedtedicting results are shown in figure 5.
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Figure5 Predicting results of network security situation value based on fuzzy neutral network
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As seen from figure 5, the fuzzy neutral network batter predicting precision in predicting thewwk security
situation value, the changing rules of situatiolugaare shown in figure 5, and the measured vaumsically in
agreement with prediction value.

According to the changing trends of situation valine network manager can judge the probabilitattdck, then
the manager can take measurement to avoid theé atacprotect the network security.

CONCLUSION

According to the disadvantages of current predictirethod of network security situation, the fuzewytnal network
with genetic algorithm is applied in the predictithg security situation of network. The fuzzy naltretwork has
ability in dealing with the nonlinear problems. Silation is carried out, and results show that thezy neutral
network can obtain better reliable predicting resulvhich can reflect the security state of network
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