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ABSTRACT

An improved transcendental equation and new image encryption algorithm is proposed. Compared with the logistic
mapping and the transcendental equation, the modified chactic equation has larger key space, and the generated
chaotic sequences has excellent performance such as cross correlation and sensitivity. The modified transcendental
equation was used in biological image encryption, and the encryped image was embedded in a carrier image using
the LSB(least significant bit) algorithm. Theoretical analyses and experimental results show that the equation and
the algorithm has more efficiency and security, it can resist violence attack, known-plaintext attack and statistical
analysis effectively.
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INTRODUCTION

Biology is a kind of science to study the structufenction, behavior, development and evolution of
biological and the relationship between organismd their environment of all levels in life systefhe
basic unit of life is cell, it is composed of protg, nucleic acids, lipids and other biological m@muoolecules,
the phenomenon of life is the movement and tranefematerial, energy and information in the complex
system. Life system has many characteristics tloat living things do not have. For example,the oigan
can produce a variety of organic compounds at @winemperatures and pressures, including complex
biological macromolecular; it can store and transfdormation with great efficiency; it has the fution of
self-adjustment and the ability of self replicatibrperforms ontogenesis and the evolution of spgdn
irreversible ways[1]. Biology has wide applicatiprospects and potential economic value.

With the rapid development in digital image prodegsand network communica- tions,biological imagdal
is transmitted over all kinds of wired and wirelessmnnels more and more frequently. For exampléné&de
government implements one-child policy, non-medigs¢s of identifying the sex of the fetus is pratsd,

it would result in sexism and worsening sex rati@w to protect the biological images become andssh
the universal concern.

EXPERIMENTAL SECTION

2.1.L ogistic Mapping
One-dimensional Logistic map is a simple chaotiqp[@} its mathematical expression is:

Xerp = UX =% ), k= 012,... 1)(
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hereX, [J (0),k = 012,...,. 0 (O/4] ,and parameter is a bifurcation parameter[9].Fig. 1 shows the
different characteristics with different valuesioThe horizontal axis is the values of the parametand the

vertical axis is the possible long-term values & .

u
Figure 1. Iterative results diagram for the logistic map (I nsect population model)

Whenpu=3,in figure 1 a single line begin to get into t\dcrect|ons,whenlu :1+\/6,the system begins to

appear four cycles.After this,a lot of period-dangl branch appear in the increasingly narrqw
interval,after n-th branch,the cycle length is 2msTperiodic doubling process is not limited, howgwthe
corresponding a parametgrhas a limit:p=3.56994567...,when 3.56994564, the system gets into a
chaotic state, whep=4, the mapping is a full map[9-10],the chaotic s®nce generated by the system has
ergodicity on the interval (0,1).

The Logistic map has some common problems suchadeswindows,blank windows, uneven distribution
of sequences and weak key[3-8].

We will use these two Logistic maps which have @ifnt chaotic region and range, in the following
encryption process, making the encryption effedtdre

2.2. Transcendental Equation
Function 2 is a transcendental equation, Feigendaasstudied its bifurcation and chaotic charastied, and made
its corresponding figure.

Xesy = ASIN(7%, ),k = 012... ®)

In function 1,parametey is a non-negative real number, from any initialueaXOD[OJ], after iterative

computation, we can obtain a certain sequengex ... X,. When the parameters in the range [0,6],s0 the x
coordinate is [0,6]; the value of y have negatiwesthe y coordinate is [-6,6],the bifurcation dota@nk window for
transcendental equation is shown in Figure 1(b).

For different values of parametgr the equation(1) will present different characes, with the increase of the
parametef, the system experiences period-doubling bifurcationtinuously, and reaches the chaos eventub#y, t
specific process is as follows:

When parametex is in the range of [0,0.3],the value of y keep§,ahen it begins to increase; when parameisr
in the vicinity of 0.75, the function curve getd¢artwo branches. With the increasing of paramg&tehe iterative
sequences is more complex, the iterative results falhin any sub-interval of the interval (-6,ndomly, and it
may be repeated. This is the ergodicity of chaoih \tthe increasing of parametgy the function curve shows a
periodicity.
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Figure2. Iterativeresultsdiagram for thetranscendental equation.

2.3Improved transcendental equation
In this study we proposed an improved transcentié&rtaula, its mathematical expression is:

Xsy = usin(nxk)(l—zﬁsin(nxk)), k= 012... @)
y

In fact, we have introduced a Logistic chaotic magpand had it as a parameter of the transcendequation. In
order to ensure that the parameter of the sinetiimis a chaotic sequence, we selected the fotigwange of
parameterg, [][0,6] and y =38, then we made the following function diagram, thiéurcation and blank

window for the improved transcendental equatioshiswn in Figure 3.

'120 2 4 6

Figure 3.Bifurcation and blank window for the improved transcendental equation

In order to analyze the modified transcendentalagqao further, we selected the following range afgmeters
y[1,6] and u=38, took an initial value x1=0.123456,then we made thllowing function diagram, the
bifurcation and blank window for the improved tre@sdental equation is shown in Figure 4.

Figure 4 shows that, the function has chaotic atiarstics only,there are some stable windows alahkb

windows in Figure 4.When parametelis greater than 5.3, the bifurcation and blankdsin for the improved
transcendental equation get into a single line.
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Figure 4.Bifurcation and blank window for the improved transcendental equation

RESULTSAND DISCUSSION

3.1. Position transformation and encryption

3.1.1 Encryption algorithm

(1)Grayscale encryption

Step 1) Read a size of 256*256 pixels colour imsigeonverted it to grayscale orginal image A, categ A to a
length of 256*256 one-dimensional sequence Al.

Step 2) Selected the paramagieb.6,the initial valuex1 = 0.654321 andy=3.81, we discarded the results before

200 times iterative operation, it generated a leraft256*256 one-dimensional sequence L1 usingntioglified
transcendental equation of formula (3). In ordentwease the difficulty of the ciphertext, toolethecond, the sixth
and the fifth digit of the elements in sequenceafter the decimal point to form a three-digit numbead it on 256
remainder operation, and we got sequence L2.

Step 3) XORed each binary bit of the elements ie-dimensional matrix A1 and matrix L2, then we gutrix
A2,and it was the grayscale encrypted ciphertext.

(2)Position encryption
Step 2 Selected the initial valuex, = 0618, x = 5.3,y=3.8, we discarded the results before 300 timeatite

operation,and it generated chaotic sequence k1 fltmnmodified transcendental equation, this is regtle of
256*256 one-dimensional sequence too. We chandeduaibers in matrix k1 into absolute values, fouhd

maximum value,,,,) and the minimum valugy,,;,) of the array matrix k1,and then divided sequeitey the

value of (Yax — Ymin)» @nd sequence k1 has been converted into a crsmafiience in range of [0,1].

Step 2) Corresponded the various elements in sequd® and sequence k1, built a two- dimensionatimat its
column length is 2, and its line length is 6553&%2356). We put the elements of sequence k1 orfitsierow of
the matrix P, elements of A2 on the second row, é¢hements of third row of A2 is 1,2,3,...,65536,the
two-dimensional matrix p is also the decryption nixat

Step 3) Sorted the first row of matrix P, we gdinm@-dimensional matrix P1, took the second linehaf sorted
matrix P1, we got a one-dimensional sequence A8 .ntieans the position of elements in sequence AZhanged
following the elements in chaotic sequence k1,a$ lyenerated the ciphertext sequence A3. MatrixisABe
grayscale encrypted ciphertext.

(3) Information hiding

Information hiding is to hide a kind of informatiam another kind of information,it is to hide infoation using the
insensitivity of sense organ of human beings. Tigeldn information is not easy to be detected,ardbésn't it
affect the feeling effect and the use value of tlearrier information.Information hiding has
robustness,imperceptibility, transparency,secgetfrecovery and other characteristics.
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In this paper, we used the LSB(least significart} klgorithm to hide the encryped image. An image be
represented by a two-dimensional matrix, each nizadeof the matrix represents the color informatioh a
pixel.We treated the image as a surface,and weett¢he 8 bit binary number corresponds to thelpigkan image
as the height, it formed a stereoscopic histogtearsame pixels formed a plane,it is called “bihpla

The zeroth bit plane to the seventh bit plane oimaage are regarded as the unimportant bit planddomost
important bit plane, the zeroth bit plane is calleel least significant bit,and the seventh bit plemcalled the most
significant bit(MSB).In a byte, the importance afcé bit is different.In information hiding, there different effect
on image by modifying different binary bits. We ceonclude from the results that, the MSB(most Sigait bit)
have the greatest influence on the effect of argenafter modified the MSB, the color data of inm@as been
destroyed completely,but the LSB(least significhity have the lowest influence on the effect ofiarage. For
example: 11110110 and 11110111 represent two €iffdevels of red,but we couldn't tell the differerof them by
eyes, so after modified the LSB,the change of aaginalmost cannot be identified with the nakedseyge can
hide the information of images through modifying tralues on low bit plane.

Step 1) Performed an and operation between eaamytiiit of each pixel value from the carrier imagel the
number 252,the zeroth binary bit and the first birzEt have been 0.

Step 2 Performed an and operation between each binanyflgiach pixel value from the encryped image amd th
number 3, converted it into a one-dimensional aweayot a matrix M1,the zeroth binary bit and thsttbinary bit
were retained in the array M1; Performed an andaijmm between each binary bit of each pixel vdhoen the
encryped image and the number 12, converted itantme-dimensional array, moved each value of thgixn2
binary bits to the right, we got a matrix M2,thérdhbinary bit and the fourth binary bit were reidl in the array
M2;by the same way, Performed an and operationdmithe encryped image and the number 48(192), areaeh
value of the matrix 4(6) binary bits to the righte got a matrix M3(M4).The four arrays saved afiany bits of
pixel values of the encryped image.

Step 3) Connect the 4 arrays into a long array MSg¢ngth of array M5 is 4*256*256, converted Miia
two-dimensional matrix M6,added the values in maifb and the values in the carrier image,wo carntlyetarrier
image embedded an encrypted image.

3.1.2. Decryption Scheme

(1) Extraction of hidden information

Extraction of hidden information is the inverse ggss of information hiding.The extraction of hiddeformation
is shown as follow:

Step 1) Extracted the lower 2 binary bits of eatelpvalue from the carrier image embedded an guied/image,
performed an and operation between each binargflaach pixel value from the carrier image andrbenber 3,
built 4 one-dimesional matrix k1,k2,k3,and k4, teegth of each matrix is 65536. Took out the eletmémom first
row to the 256th row of the matrix, put them intatnix K1,and the other values were put into 3 oimeegional
matrix K2,k3 and k4.

Step 2) Moved each value of matrix k2 2 binary bitshe left, moved each value of matrix k3 4 bynbits to the
left, and matrix k3 for 6 binary bits, added k1k&and k4 all together,we got a one-dimesional im#t5.

Step 3) Converted matrix K5 to a two-dimensionatrim&6,this is the extracted hidden image.

(2)Position decryption
The decryption method is very easy, we sort thersgaow of ciphertext matrix P1 respectively (shownthe
3.1.1(2)), the first row of matrix P2 is the dedigp.

(3)Grayscale encryption

Established a one-dimensional matrix L2 using thethod described in 3.1.1(1).XORed each binary bithe
elements in one-dimensional matrix A1 and matrix th#&n we got matrix A2,and it was the grayscaleryfged
ciphertext. Converted matrix A2 to a two-dimensiamatrix Y, matrix Y is the last decrypted image.

3.2. Experimental results

Figure 4 (a) is an colour orginal image, it is tu$gbut the encryption algorithm is carried outaogray image,so
figure 4 (a) must be converted into a gray imaggiré 4 (b) is the gray image converted from thiwooriginal
image. Figure 4 (c) is the image after gray valuergption,and figure 4 (d) is the image after posit
transformation.
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(b) (c) (d)

Figure 4. Original colour image (a), original gray image (b), image after gray value encryption (c), image after position transformation
(d)

Figure 5(e) is a carrier image,its size is 512*pbls. There is any logical connection betweendheier image
and the encrypted image.Figure 5(f) is the cairnege embedded an encrypted image. In fact, we saa'the
difference between figure 5(e) and figure 5(f).

Figureb5. Carrier image(e), Carrier image embedded an encrypted image(f)

Figure 6 is the decrypted image. Figure 6(g) isith@ge extracted from the carrier image, figure) @gtthe image
after position transformation , figure 6(i) is tineage after gray value decryption.

3.3. Security analysis

3.3.1. Histogram analysis:

An image-histogram illustrates how pixels in an gmaare distributed by graphing the number of pixleach
color intensity level[9-11]. We have calculated arhlyzed the histograms of the several encrypgedea as its
original colored images that have widely differeontent. Figure 7 (a) shows the histogram of thgiral gray
image,and Fig.7 (b) is the histogram of the imdtgr gray value encryption, Fig.7 (c) is the higtg of the image
after position transformation.
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(2) | (h) i)

Figure 6. Image extracted from the carrier image(g), image after position transformation (h),image after gray value decryption(i)

LIJ'J| (]
m-_:| =0
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o T7] 150
(a) (b)
Figure 7. Histogram of the original gray image(a), histogram of the image after gray value encryption (b)histogram of the image after
position transformation (c)

It is clear from Fig. 7 that the histograms of #rerypted image are fairly uniform and significgrdifferent from
the respective histograms of the original image lzence does not provide any clue to employ anysttatl attack
on the proposed image encryption procedure.

4 & B 7 8 g 0

(b.  p=5.3,x1=0.618+0.00000001)

1 2 3 4 5 B 8

3 4 5 13 ¥ g 8 2
(c.  p=5.3+0.00000001,x1=0.618) (d. p=5.3-+0.00000001
x1=0.618+0.00000001)

7 9 0

Figure 8. Diagrams of key sensitivity of the improved transcendental equation
3.3.2.Information entropy analysis:

3.3.4.Sensitivity analysis
The key sensitivity is the degree of changing ie tiphertext when a little changing in the initi@y. An ideal
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image encryption procedure should be sensitive risipect to the secret key.Key sensitivity is aepsal property
for any good cryptosystem,which ensures the sgrofithe cryptosystem against brute-force attacks[1

In this paper we detected the sensitivity of thg keing renderings of matrix transformations.Welyzed the
sensitivity of the modified transcendental equatibican be seen from figure 8 that, the parametend the initial
value of x1 have greatly impact on the encryptiogthnd,when slightly transformed values of x1 andapeeter
u,we got 4 quite different encrypted images.

3.3.4.Correlation of adjacent pixels

In a natural image, the correlation among adjagéxels is strong,this makes the content of the inatp be
identified easily[13].A good encryption algorithmust disrupt this correlation effectively,and make torrelation
coefficient close to 0.

If p and c; denote the pair of horizontally/vertically adjateixels in an image[14],then the correlation betwe
them is calculated using the following formula 3:

L P O
1 2.1 _
\/(Nzll(pi LB COMACECR

Here p, and ¢, are the averages of pi and ci respectively.

c=

5)(

We selected 3000 adjacent pixels in the originagenand the encrypted image,the distribution isveha Figure 9
and figure 10.The correlation among the originahgm pixels shows a linear distribution,the corretamong the
encrypted image pixels is a random distribution.

| m n
Figure9. Correlation of level adjacent pixels (I),correlation of Horizontal adjacent pixels(m),correlation of diagonal adjacent pixels (n)
for original image

X ¥ z
Figure10. Correlation of level adjacent pixels(x),correlation of horizontal adjacent pixels(y), correlation of diagonal adjacent pixels(z)
for encrypted image after the position transforming and the gray value changing

It can be seen from figure 9 and figure 10,the de@f image scrambling is very significant.

3.3.5. Robustness test

The robustness of the proposed method against amideocclusion attacks are considered. MSE(Mearargqu
Error) is used to measure the performance of etionfi5,16]. the larger the value of mean squarereis, the
better the effect of encryption is.The formula o8Klis shown in formula (6):
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Framesize

D.(1,-R)?
ME=—"1L (6)
Framesize

where parameter , is the gray value of the n-th pixel in the orgiimahge, parameterP, is the the gray value of
the n-th pixel in the encrypted image ,and paranfedenesize is the number of the pixels.

Table 1. Mean squareerror

I, P, MSE
Orginal image Encrypted image 12113.53
Orginal image Decrypted image using the right key 0
L Decrypted image using the key of

Orginal image 1=5.3+0.000001,x1=0.618:3.8 14423.42
L Decrypted image using the key of

Orginal image 1=5.3,x1=0.618+0.00000=3.8 12167.63
L Decrypted image using the key of

Orginal image 1=5.3.x1=0.618,=3.8+0.000001 17068.53
N Decrypted image using the key of

Orginalimage| | _g 3,4 000001,x1=0.618+0.0000043.8 | 1653687
L Decrypted image using the key of

Orginalimage| | _g 5,120 618+0.00000=3.8+0.000001| 1223193

PSNR (Peak Signal to Noise Ratio) is a kind of otiye standard of image, in order to measure anypad image,
PSNR is used to identify the satisfaction of a paog It is shown in formula (7):

255
MSE

PSNR =10x Iog( (7

Where MSE is the Mean Square Error, PSNR is medduordB, the larger the the value of PSNR is, #&slthe
image distortion is.

In this paper, we compared the original image Km.4and the encrypted image Fig. 4(d),and we can ge
MSE =12113.53 PS\R = 16805 using formula (6) and formula (7).So the encryptdfect is very good.

3.3.6. Key Space Analysis
For a secure image encryption scheme, the key splameld be large enough to make the brute-forcaclatt
infeasible. Key space is the total number of défe keys that can be used in the encryption[13his study the

key of the improved transcendental equationKis= (A,Xl,,u ), parameterX can be taken any value in the

range of (0,1), paramet@rcan be taken any value in the range of (3.5698256),and the value scope of the
parametei. can reach the range of 3, so the key space of the improved transcendewfztion is infinite, the

uncertainty of parametet., X,, i increases the key space greatly.So exhaustivekattpon key K is not feasible.

In this encryption algorithm the size of the imagenxn. The main operations of this encryption &tpm is to sort
the sequence and to replace the pixel positiorttangixel value.The time complexity of sequencdisgralgorithm

is O(nz) ,these operation of replacement is to take thealighage array according to the correspondingiceia
of a sorted sequence, so its time complexity ofusage sorting algorithm i;O(nz) too,and the total time

complexity of the encryption algorithm i©(n?) .

CONCLUSION

(1) In this work a kind of modified transcenderggluation is proposed, the control parameters iseré@m 1 to
3,s0 the key space increases 3 times, the biforcatid the chaotic interval of the modified tramstental equation
are controlled by the control parameters,the kescsps large enough,it can resist differential cittaand it is
enough to prevent all kinds of exhaustive analyttis,algorithm is more secure and hence more deifabimage
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encryption for applications. As future work, théfasion efficiency of this algorithm needs to bepiroved.

(2) The results show that the encryption algoritiBneasy to realize, the pixels of encrypted images h
characteristics of statistical distribution,and #hgorithm is sensitive enough to the keys.

(3) The encryption algorithm proposed in this papgoduced the information hiding mechanism, éatfires are as
follow:the correlation of adjacent pixels of encisg images is close to 0, the encrypted image ety the
cryptosystem is sensitive to the initial valuepafameter x1, parameterand parametar.

(4) This encryption algorithm can be extended, @ramhn be used to encrypt color images (RGB forrmathis
study,two lowest binary bits of an encryped image de given up,this reduces the accuracy of anyptedt
image,but it improves the encryption efficiencydaaduces the complexity of the algorithm.
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