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ABSTRACT

This article is illustrated in e-business SET, including the payment of the security agreement, few common safety
technology, SET security, etc.
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INTRODUCTION

Online payment security in electronic commerce his tore and complex Visa and MasterEardrhe joint
development of the agreement, is SET for B2C mdde-eommerce, based on credit card payment agrdeihen
can achieve both parties to the identification emdfidentiality of information, integrity and undeblé?.

EXPERIMENTAL SECTION

Symmetric key for encryption

Symmetric key encryption algorithm is for a messageryption and the sender and receiver are irsdéimee key
encryption and decryption process. Its greateshmtages is encrypted and decrypted faster pacabfmut a lot of
data encrypted, but the key management difficulties

Asymmetric keysfor encryption

Asymmetric encryption algorithm is an encryptiomatecryption using different keys, usually has kegs, called
"public key and private key". If the public key éocrypt only by the corresponding private key torgpt ; and
vice versa. The greatest advantage is a symmetcig/gtion technology in key transport of the setyuproblem,
but they are very slow, only applicable to smalbaimts.

The hash algorithm

The hash algorithms produce information "fingen®inthat figures is one of the data is changed, liheh
algorithms have three characteristio®ne is able to deal with any size of informationl @nfixed length (160bit)
summary of information. Second, has to be proaciiteee is a not reversal .

A digital signature

Digital signatures to be transmitted through thehhalgorithm of a summary of information, then tise sender's
private key encrypted and the results to the oaigimessage, that the information. In digital signatset in a special
service, when sending order to cardholders businémsnation Ol and payment instruction PIl, musséne that the
Pl, and Ol.
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Figures envelope

Figures in order to solve the envelope is to replde key issues of technology, combined symmetnizryption
and asymmetric encryption. Use the sender randensymmetric key encrypted data, and will generagecipher
text and the key itself with a recipient's publ&ykencryption (called an envelope and send; Receivers first
with his own private encryption key to decrypt awvelope, and then get a symmetric key using a synurey to
decrypt data. This will ensure that every time titamsmission of data can be selected by the seridesymmetric
key.

Digital certificate:

In exchange for the parties to prove their identihe third party is the center for authenticatemd digital
certificate. It is the center of the parties to ithentity of the documents, it is a digital sigratof the CA certificate
(the public key holders) personal information #imel public key file.

RESULTSAND DISCUSSION

Confidentiality

SET in the transmission of data encrypted datagssing, to protect confidentiality of sensitiveorrhation and
personal information to prevent intentionally orintantionally attack or leakage. In a network oé tbecurity
environment, to ensure data security, the neethtoencryption technology and key management.nsatriumber
of the use of symmetrical and asymmetric encryptowl the two types of algorithms to provide datathe
confidential nature.

Authentication sexual
To ensure the data is really from that of the sen@eeiver can use of digital signatures and digiertificate to
authenticate, such as follows.

Entity authentication

Digital signature requirements for a trusted ttpatties participant (CA) provide digital certifiestto ensure that
public key of an entity of the electronic (CA cédate by the digital signature) kept in the entitythe computer.

Receivers use of books to verify that the sendeuislic key, it is true that original information not (data

integrity) ; information is only by the private key of the owne prove the signature (entity) a third party for

the signing of the information is key to the legitite owners. Therefore, a digital signature ofuthigueness, the
hash value with the public key to the sender ardstinder is a sign of the sender.

Cardholder sauthentication

Cardholders certification issued by the ca carddraigpublic key and the corresponding order. mail tephone,
and the specific to verify the identities of thedfalders and account the effectiveness of the.t&éhilarly, the
effective card account number and expiration oftthauthorized individuals may try to make electcacommerce
transactions, the user and the mechanism will redhe accounts with the possibility of fraud and/mant
processing costs.

M erchant authentication

In special need to verify the businessmen's ceatii request and if, through the merchant CA (MCA)certificate

to provide business, the certificate with the sfieeifffective agreement for cardholders and thenpayt gateway by
verifying the signature of the business certifisadd certificates to prove the effectiveness efdhain business.
By the certificate, can confirm a merchant. bussrgsonsorship.

Payment gateway authentication

Payment gateway of the certificate is from the pagtrgateway CA (PCA) issue, cardholders use thenpay
gateway of the public key to encrypt a symmetrig, laardholders system need to be able to verifypdngment
gateway. try to cardholders provide the paymeneway encryption system, cardholders need to vehy
certificate and make sure that the payment gatesvdlggal, so as to guarantee the payment of #rdtwlders that
the confidentiality.

Dataintegrity

Data integrity guarantees from the data is actuaiking use of all the data from the transmissiérdata

integrity( is the hash value ) to materialize. Tihtegrity of the data values from the sender arcdiver to the
recipient to verify the completeness by comparheg\talue data are manipulated. A digital signaisidefined as an
additional data element and allows the recipienteiofy the data source and integrity and tampehwb prevent
counterfeiting. On SET, a digital signature is gpted with sender make of the hash value for tigh halue in the
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source data integrity.
CONCLUSION

In short, set agreement with encryption and digitatificate, a digital signature for, can verifyetauthenticity of
the cardholders and to provide information of afictemtial nature and guarantee its payment of iitieg
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