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ABSTRACT

Information hiding technology is very importantigeless sensor network security, copyright pratecand so on.
This paper uses RSSI (Received Signal Strengtbaltinoti) as hidden information carrier and designR&SI-based
Information Hiding Algorithm (RIHA). It does notfeft original data or bring additional communicaticcost.
RIHA is a novel information hiding method, whichviery suitable for resource constrained wirelesasse
networks. The simulation results show that RIHA hagh hidden information transmission accuracy with
bringing additional communication energy consummptidRrlHA provides a new way for information hiding
technology in wireless sensor networks.
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INTRODUCTION

Wireless sensor networks (WSN) are self-organizistribluted multi-hop wireless networks consisted dgnsor
nodes with limited communication and computatiopatalities deployed in the monitoring region [1]hély are
widely used in many fields, such as national miitdefense, environment monitoring and protectigeglogical
disasters forecast, mineral resources exploratiaffic monitoring and management etc.

In the battlefield, sensor networks are often usegerceive equipment deployment, spy enemy’s ¢immdand

terrain information, locate targets, evaluate bé#ld losses, scout dangerous attack, and so loa.iffformation

WSN sampled could be used to analysis battlefiéltion. These important data be obtained orffatsby enemy
will cause serious consequences. However, sensaore did not consider security issues in the guok design

stage, did not establish a perfect security systeich is a huge security risk [2]. Therefore, msb on sensor
network security has important theoretical sigaifice and application value.

At present, research on sensor network securityrtzai®e great progress, many techniques in sensgorkesecurity
are proposed [3][4], These schemes are mainly edrated in the field of encryption technology [Slich as data
encryption, message authentication, integrity anttbation and radio identification. As sensor nodmsnputation,
storage and communication capabilities are limitaimplex encryption and decryption mechanisms aable to
realize in sensor nodes. It's difficult to addressurity issues in sensor networks.

The birth of information hiding technology broughéw opportunities for the study of sensor netwaekusity.
Information hiding is a new field of informationaeity in recent ten years. Its basic idea is hlydinformation in
public media, the information is hard to found. &thcannot get embedded information without keyneveen the
information is found [6]. The information hidingctenology has unique advantages compared with ayygto
technology. Researches on sensor network informaiiting technology are numbered, and most of thdchhidden
information in the transmission data, which incesathe computation and communication consumption.

This paper does not use conventional carrier sa¢mage information, video information, text infation, database
information [7][8], it takes the received signalestgth indication (RSSI) as carrier according ® ¢haracteristics of
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sensor networks. The information hidden in RSSisdu& change original data, dose not increasetdatamission
amount, does not bring extra communication overhefdth is a new exploration of information hiditechnology
in sensor networks.

The main contents of this paper are as follows:

(1) Taking RSSI as hidden information carrier imel#ss sensor networks, which is a new way forasenstwork
information hiding.

(2) Designing a RSSI based information hiding athar (RIHA), and using redundancy to improve thewaacy of
hidden information transmission.

(3) Theoretical analysis and simulation experimamtve the reliability and validity of RIHA. It tramits hidden
information accurately without extra communicatammsumption, which is suitable for wireless semsiworks.
The structure of the paper is as follows: The seéqmart introduces the research status on senssoreinformation
hiding technology. The third part analyses theifglty of using RSSI in sensor network informatibiding, and
designs RSSI based information hiding algorithme Tthurth part proves the performance of RIHA thioug
simulations. The fifth part summarizes the workhi$ paper.

|. RESEARCHSTATUS

Information hiding technology is widely used in aasecurity, intellectual property right protectioogvert
communication and other fields, which is an importaethod to guarantee network data security. Téuditional
information hiding algorithms in network securitgrdain have high computational complexity and laegeunt of
transmission, which can not be applied in sensdwarks directly. The research result for sensorwoet
information hiding is very limited [9].

Due to sensor nodes allow micro-error between hetalae and measured value, RWT (Real-time Watdtimgr
Techniques) embeds hidden information in the measualue [10]. It doesn't affect the use of senslaitga when the
error caused by embedded hidden information doéserceed the limitation. The hidden information dam
extracted from the error. ID Modulation embeds egnsdata into time series of RFID (Radio Frequency
Identification) as node’s authentication [11]. Tinede sends the synchronization code, calculatesrahemission
delay according to the embedded information, areh thross transmits information using two differeatio
frequency chips. The receiver extracts embeddedehidnformation according to the information delafger
synchronization.

RFW (Radio Frequency Watermarking) is a radio fesmy watermarking technique for OFDM (Orthogonal
Frequency Division Multiplexing) sensor network2]1lt makes use of spread spectrum technologyducts base
band signal waveform modulation on the physicattagnd extends a watermark energy spectrum tayawide
frequency band. The energy assigned to each fregusnd is very small, embedded hidden informatiifircult to

be found. Sion et al. propose hidden informatioddta stream realize copyright protection [13]. @t is regarded
as discrete data flow, and transformed to eligiala to hide information based on information asitjon time.

Honggang Wang et al. use a wavelet based adaptitermwarking algorithm for wireless image sensowneéts. The
image watermarking information can be identified easbedded in the transmission data [14]. CW (Chgini
Watermarks) aims at characteristic of streaming tE5]. It first determines the synchronizationmcccording to
the collected data, and then groups the data, gterseaind embeds watermark information with two cetsta.

Sum up, existing information hiding techniques @b consider the constraint of data processingtghdomputation
ability, and power supply of sensor networks [18¢me of them require complicated calculation ordéase the
energy consumption of data communication; soméheintcause a long time delay, which are difficulptactical

application. RIHA is different from existing teclgpies, which adopts RSSI as hidden information exaini guarantee
accurate hidden information transmission. It doesamange the original data, does not need comgaépulation,

and does not increase communication overheadsliitable for wireless sensor networks.

[I. RSSIBASED INFORMATION HIDING

In this section, we introduce the characteristitR8SI first, and analyze the feasibility of takiitgas hidden
information carrier. Then we design the RSSI bastaimation hiding algorithm which is called RIHAnd analyze
its performance in theory.

A. Feasibility analysis

In resource constrained sensor networks, gath&®fgl value is “free lunch”, because it neither aclt@munication
overhead nor increases network burden. It is widesd in node location, target tracking, proto@sign and so on.
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Although RSSI changes with environment, a large memof studies show that the variation has cenagularity.
Generally log distance path loss model is usedesziibe wireless signal propagation energy vanaiiowireless
sensor networks [17]:

RSS(9= P- R 9)_107|0910di+ X 1
0 1

In which, p, is the emission energy, (d,) is the path loss of propagation unit distajceThe unit of energy is
dBm the unit of distance is. ,, is the path attenuation index, its value betweem@ 5. Random Gauss function
X, = N (0,02) represent the uncertainty of RS3l, between 4 and 10, its value depends on the astwvabnment.

RSSI relates to initial transmit power and patts |@ath loss can be computed out when the envinohame distance
is known. Thus the initial transmit power is theimtactor of RSSI. Existing sensor nodes can d&trént transmit
power to meet different application requirementdjusting node’s transmit power could obtain coroggfing RSSI
that provides the feasibility of information hidinghe sending node uses different transmit poweletiver hidden
information, and the receiving node restores tddm information from received RSSI value.

As RSSI varies with spatial and temporal, takingsthidden information carrier is undetectable sThethod does
not require complex computation, does not changgnat data, does not affect communication procasd,does not
bring additional energy consumption. It is verytabie for source limited wireless sensor netwoitksot only can be
used in hidden information transfer and extract, dso can be used in network data integrity ptaiac security

transmission check and etc.

B. Algorithm design

In order to improve the discrimination and reduee fluctuation impact of RSSI, RIHA uses the maximinansmit
power behalf of 1, and the minimum transmit powehddf of 0. RIHA sets the upper and lower limitued of RSSI,
if sampled RSSI value greater than the upper limitie represents the hidden information is 1, leds than the
lower limit value represents the hidden informaii®@.

Before hidden information transmission, coding sukhould be determined. Coding rules are set befode
deployment, and be used after deployment. In dalenprove network security, the base station cbartge coding
rules by broadcasting periodically. Thus, hiddeforimation cannot be obtained without coding rulesich

improves network security greatly.

RIHA can be divided into three steps: establisidéidinformation transmission link; transmit hiddaformation;
release hidden information transmission link.

Thefirg step: establish hidden information transmission link.

Sensor nodes select transmit power randomly to sartthe data when there is no hidden informatmbe sent. A
node with hidden information to be transmittedasierd source node. The source node sends a linkles$t request
information according to the decided rule, for epanthe sequence of "maximum power - minimum p&wepeats
n times. Then it sends the hidden information réngimode’s 1D according to the encoding rule.

The node receives the link establish request irdition, for example, received information’s RSSIhntite sequence
of “larger than the upper limit - less than the éoviimit" repeatech times. Then it judges whether to receive the
hidden information according to the node ID recéiwibsequently. The receiver will work normally whihe
received node ID neither matches its ID nor irrdtsting table. The receiver will become destinatimae when the
received node ID matches its ID or in its routiaple. The destination node sends a confirmatiorsagesto the
source node in accordance with the decided rule. Aidlden information transmission link is estaldihif the
hidden information transmits through multi hop ingt repeat above steps until the integral inforamatransmission
path is established.

target . node4
6, 8 1D 0100

node3

ID 0011 de6
nodel hode
ID 0001 ® nodes ID o110

node2 D 0101
ID 0010

Figure 1. RSSI based information hiding
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In order to explain RIHA better, take figurel forample. The decided rule is 8421 code, nodes aeé tascollect
temperature, humidity information, and transmitpicisus target position with covert. Node 1 (ID ec@D01) finds
the suspicious target, it has to send the targetgion (6, 8) (coordinate code 01101000) to n®@¥® code 0110).
Node 1 sends times of temperature and humidity information witle sequence of "maximum power - minimum
power”. Then it sends temperature and humidity rinfttion with the sequence of “minimum power - maxim
power - maximum power - minimum power” in accordamith node 6’'s ID code “0110”. Node 2 receivessthi
information, “0110” does not match its ID and nofits routing table, it does not do any treatmdlutde 3 finds that
the ID in its routing table. It sends confirm infustion to node 1 and establishes transmission Tihken, node 3,
node 5 and node 6 establish the transmissioniitlikd same way.

The second step: transmit hidden information.

After the transmission link is established, thersewnode begins to send hidden information in atzmee with the
determinate coding rule. The destination node desditlden information according to the coding rifléhe hidden
information transmits through multi-hops routingtermediate forwarding nodes do not decode therirdtion. They
only determine the information transmit power, aadd message with the same transmit power untihfbemation
is transferred to the destination node or bas®astat

However, RSSI is fluctuating due to interferencal ather reasons, especially in the disrupting Sdnalike
battlefield. And packet loss also brings hiddemiinfation decode error. Redundant information isluseimprove
the reliability of hidden information transmissiolhe source node sends information with the trangoiver
correspond to the hidden information repeateditherathan each hidden information’s transmit powsed only
once. The number of repetition depends on the emvient and packet loss rate. The destination neds filtering
algorithm to dispose received RSSI, checks recaivieimation integrity and corrects error to getrmaccurate and
effective information.

Still using the example of figure 1, the transnatver of each hidden information is used 3 timesati$ito say node
1 sets different transmit power in accordance lith sequence of "000 111 111 000 111 000 000 G9H&end

temperature and humidity information. Node 3 doetsdecode the hidden information, it judges thadnait power

and sends message to Node 5 with the same traoswetr. In the same way, Node 5 forward informatmiode 6.

Node 6 uses filtering algorithm to handle receiR&ISI value, such as average filtering and so @m ihcould get
the position of target.

Thethird step: release hidden information transmission link.

The source node sends link release request infammatcording to the decided rule when the hidadarimation
transmission complete. For example, it semdgegular data with the sequence of "maximum poweririmum
power - minimum power”. The destination node reeeilink release request information, and sendséroation
according to the determined rule. The informatioansmission link is released, and the hidden indébion
transmission process complete.

As shown in figure 1, when the data transmissionoisiplete, node 1 sends temperature, humidity nmétion m
times with the sequence of "maximum power - minimpower - minimum power". Node 3 sends a confirnratio
message to node 1. It sends temperature, hunmditge with the sequence of "maximum power - minimponver -
minimum power", and gets the confirmation of nodénSthe same way, Node 5 obtains node 6’s confiomaThe
transmission process of hidden information is over.

In many applications, networks transmit hidden infation all the time which does not need to esthtdind release
the transmission link frequently. In this case, finst step runs only one time after network deptepnt. Nodes
transmit hidden information with routine data udigd without running the third step.

C. Performances analysis

Generally, sensor nodes’ transmit power can beldiinto more than 30 levels, RIHA only makes usta® highest
and lowest transmit power, and filters are usethatreceiving end, which is sufficient to distingiuiRSSI value.
Therefore, the rate of packet loss is the gre@tgsact factor for receive hidden information cothecAssume the

number of continuously received signal in the satnength section i§ .., , the repetition number of each hidden

information code isT, , the number of encoding message in the same selcias:
| = { NRSSI—I
R
Ty 2
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The number of continuously send hidden informatiothe same section s, network packet loss rate isss, to
ensure|_ = |, then
[¢* Ty * Loss<T,

|3<%oss (3)

Thus, to ensure receiving hidden information cdlyethe number of continuous hidden informatiorliog in the
same section should less than the reciprocal dfgbdmss rate.

The hidden information transmission delay relatethe hidden information code number and time exiion. The
hidden information transmission delay js T, . Visibly, increasing the repetitions of hiddenamhation coding

improves reliability, but also increases transmissilelay. We should regulate the repetition timeoeding to the
environment and data’s importance degree.

In addition, the amount of hidden information asstas with the coding rules, simple coding ruleiformation
hiding ability is limited, coding rules with largeformation hiding capacity often more complex omputation. It
should consider the requirement of informationnidand design rational encoding rules.

[Il. EXPERIMENTANALYSES
RIHA's reliability and validity is verified by simation experiments. This section mainly analyzes &spects of its
performance: hiding information acquisition ratimdanergy consumption.

We set the distance between the nodes 18, 8e maximum transmission power igBIn energy consumption is
17./MW, the minimum transmission power is eBm energy consumption in transmission process iaV@.3he
transmission frequency is 240@Biz, path attenuation index is 2.5, random Gauss rfoise environment is 5 in the
simulation. Assuming the hidden information is: 0@101 0110 0111 1110 1010 1011 1111.

RSSI without repeat hidden information code trassion is shown Figure 2. The horizontal axis isnbenber of

received packet, and the vertical axis is the R®8kespond with the packet. From the figure we seathe change
of RSSI clearly. The upper limit of RSSI is 170 dhd lower limit of RSSI is 160. Thus the RSSI ligthan 170 is
1, and less than 160 is 0, we can obtain the hidafermation for this group RSSI is: 0011 0101 011 1110

1010 1011 1111, which is the same as the hiddennation is sent.

200

120
0 5 10 15 20 25 30

Packet number
Figure 2. RSSI without repeat hidden information code transmission

In Figure 3, each hidden information code transmitsmes. The source node uses each hidden infarmabde
corresponded transmit power 3 times. The destinattale uses filtering algorithm to process theiabthRSSI, and
obtains the hidden information. The mean filteraitthm is used in the simulation that is averagergthree RSSI,
the value higher than 170 is 1, less than 160 W& obtain the hidden information 0011 0101 0110101110 1010
1011 1111, which is the same as without redundddeh information code.

In these experiments, the hidden information adiipuisrate is 100%. When the packet transmissiamectly, the
receiver can extract the hidden information congiyetThe simulation results prove the correctnd431BlA. Packet
loss did not occur in the simulation, in actualiation the data may lose due to conflict or oteasons. The efficient
filtering algorithm and reasonable data procesdeghnology are used. The receiver can recover ttideh
information through redundancy checking and corexcbrs in transmission to improve the accuracyhioden
information acquisition further.
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Figure 3. RSS! with 3 repeat hidden information code transmission

Next, we analyze the energy consumption of RIHAQJuF¢ 4 compares the energy consumption of nodds awit
without hidden information. The horizontal axiglie packet number, and the vertical axis is theggneonsumption.
The blue dashed line represents the energy consamypithout hidden information transmission, in elithe sender
selects transmission power randomly. The red dim&represents the energy consumption with hiddéarmation
transmission.
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Figure 4. Comparison of energy consumption

As can be seen from the figure, energy consumptidridden information transmission almost the sasi@o hidden
information transmission in the first half, andri@ases in the last half slightly. It related to émeoding rule and data
to be transmitted. In this simulation, the middétmnd the last part of hidden information haweess 1 multiply,
so that the node has to transmit information witikimum power continuously, which leads the increzfsenergy
consumption. Sending more 0 in hidden informatioii make its energy consumption lower than no hidde
information transmission. That is to say the nekwenergy consumption depends on the original dakether
transmission hidden information has little effentip

CONCLUSION

This paper researches on the RSSI based informiitiimy technology in wireless sensor networks. RS8sed as
hidden information carrier, a RSSI based informativding algorithm is designed. Its calculation qass is very
easy. The simulation results show that RIHA cafizedidden information transmission and extractdficiently. It
does not change original data, does not affecsinégssion process, and does not bring additionalnmamication
consumption, which is suitable for resource coirsh sensor networks. It is a new research apprdach
information hiding technology in wireless sensomaeks.
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