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ABSTRACT

Tag cost and privacy of RFID technology are twomfactors that determine whether it will be appltednternet of
Things on a large scale. Recently, RFID industrg aasearch community have focused on RFID authesidit

protocols with provable privacy and low tag costthis paper, we propose an RFID security protdbat achieves
all security requirements based on a hash funcéind XOR operations. In addition, BAN logic was usedo the
formal analysis and proved that the proposed prot@xzsafe and reachable. The RFID technology delyi used for
industrial and individual applications. In the latedesign of RFID system, the mobile handheld negdeerally is

adopted, so considering the RFID system's secamitiyefficiency, we should consider two aspectsisiyoof reader

and tags at the same time in the proposed protd¢w.ensuring strong privacy has been an enormbabenge due
to extremely inadequate computational power ofcgipRFID tags. In the proposed protocol, to achienetual

authentication between the server and the Tagieasame time we also achieve mutual authenticéétween the
server and the mobile reader.

Key words: RFID, Authentication, BAN Logic, Privacy, Security

INTRODUCTION

Radio frequency identification (RFID), based on MEl Auto-ID project [1], is a technology that usesreless
transmission to identify an object. RFID technoldws many advantages, such as without physicahchrguick
reading, long recognition distance, obstacle-fre@ $o on. It mainly consists of three componeraidia frequency
tags, readers, and a backend server/database mhiatains information on the tags and readers. R&{Phas the
ability to store data, which can be read rapidlyheiit line of sight. This is especially significaimt yielding
convenience, efficiency and productivity gains maustries, so it has been used by manufacturingagament,
intelligent school systems, logistics managemeatagement of humans and farm animals, arrangerhbobgs at
some libraries, etc. However, the RFID system htioins (such as low cost) bright a lot of secuisgues, such as
mutual authentication, traceability, DoS( Denial Sdrvice), forward security , tag impersonation &gl clone,
man-in-the-middle attack etc. Thus, research onDR&lthentication protocols in the constrained enmvinent
becomes an important direction in the field of RR#2hnology. The thesis focuses on study low-cesture and
efficient RFID authentication protocols.

Radio Frequency ldentification (RFID)’ applicationgeople's daily lives becomes more and more wigaskbut its
application may have challenges to the securitymivécy of individuals or organizations.Many resseers focused
on the application and security research of RFIEB[2]. In radio frequencies, information trandedtbetween the
reader and tag may be easily exposed to a thitgl, pjamwhich the information of the user's privaogy be included.
Although a lot of research has already focusedbrirgy the security problems of RFID systems, saxisting RFID
protocols still suffer from various security weakses, including authentication, location privacyd a
resynchronization between two entities. A securtDRIystem has to avoid eavesdropping, traffic asialyspoofing
and denial of service.
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This paper is constructed as follows: Section 2cidless the structure of RFID security systems a@cuisty

requirements. It also reviews the previous securigthods. Section 3 describes related word.Sedtidascribes
protocol and the running of the proposed prota8ettion 5 gets the overview of the BAN Logic.Seattfodescribes
the process of protocol analysis with BAN logic amminpares the security and efficiency of the pregdgsrotocol
with those of the previous security protocols. Bec? describes conclusion.

RFID SECURITY STRUCTURE AND SECURITY REQUIREMENTS

THE STRUCTURE OF RFID SYSTEM

Generally speaking, an RFID system typically cosgsithe following three components [5]: An RFIDide\(tag); a
tag reader with an antenna and transceiver; a agdtaystem or connection to an enterprise congstém (Backend
Server).The structure of the RFID system is shawRig. 1. In traditional RFID systems, the chanmetiween card
reader and the server is the cable transmissionumedn which Signal is generally recognized asesdhe
researchers focus on the security problem of thel@gs channel between the card readers and tagmBuany the
latest design of RFID system, card reader into mapte mobile reader, thus, the channel betweenghder and
server becomes wireless channel, such as GPRS, 8t6Fi

\
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Backend

Reader
Tag

Serve

Fig. 1: The structure of RFID system

Tag: Tags are the important part of an RFID systenause they store the information that desctiieesbject being
tracked. Specific object information is stored e tmemory of tags and is accessed via the radmalsif RFID
readers.

An RFID tag is often confused with an RFID labeta§ is a transponder mounted on a substraten be&mbedded
in packaging or stuck on with adhesive. An RFIDelab a transponder sandwiched between a layeradlitiesive and
paper that can be printed on.Due to cost conssraomtly by the thousands of logic gate circuit, aliyuwithout a
microprocessor, resulting in its computing powed atorage capacity is very limited. So it is almastealistic that
the cryptographic algorithms such as DES, AES, RS2C and others are integrated into such devices .

Reader: Transceiver — also known as the readeneointerrogator, transceivers send the electragicas to the
transponder and provide the power for the transpotwisend the signal back to the transceiver thighnformation
contained in the transponder's electronic cirdwainsceivers can be powered by batteries or plubgdea traditional
power supply.With respect to the RFID tag, its pssing power and storage space are relatively, l#igegeneral
calculation algorithm can be run in it.

The reader in the latest system consists of theets;pGPRS/WiFi Module, data conversion module RRdD tag
reader/writer module. The scanning antenna of msgulés out radio-frequency signals in a relatialgrt range. The
reader provides a means of communicating withrmesponder (the RFID tag) and it sends data tdatethase server
by the GPRS/WiFi module.

Backend Server: The backend server is considerdaetthe heart and soul of a comprehensive RFIDesyst
Generally assumed the backend's computation glilitglysis capability and storage capacity are yeryerful and

on which uses can run the database systems of aegghhatforms ,but also can run the system of see'siown design
or choose according to their actual needs, thedratk system contains information of all labels twedalgorithms of
computing needs, in general, the complex algoritbnmcomputing is deployed in  the backend servéraihsmits

data between transponder and transceiver, and detingnsceiver and Database system. It's the safttlvat allows

you to actually tie electronic identity to produetiand management information, massage the datateard the

information with others.

RFID SECURITY THREATS
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The advantage of RFID over barcode technologyasittdoes not require direct line-of-sight readiRgr1D readers
can interrogate tags at greater distances, fastiec@ncurrently. Furthermore, one of the most irtgodradvantages of
RFID technology is that tags have read/write cdjgballowing stored information to be altered dynically. RFID
reader and the tag transmit data in the radio &eqies. Therefore, RFID is vulnerable to variousn® of attack. For
solutions to counter security threats in RFID systemust carefully study the various forms of stichats. Previous
studies [2, 3, 4] addressed several threats to Rpjilications.

Eavesdropping: In the case of a third party do¢&mow, the illegal user can listen in secret comiwation between
reader and tag. In wireless communication, Eavexing is a common problem. An effective way to sothis
problem is that both sides of each pass commuaitatioduce changing values. Therefore, the attaxz@not access
to significant values even if he acquires data.

Traffic analysis: It is the process of interceptargl examining messages in order to deduce valirgbhenation from
patterns in communication between the reader andrtarder to prevent an attacker from using tiéghod to attack,
we need to add a random number in the reader gntbtamunications data.

Replay attack: A replay attack is a form of netwatkack in which a valid data transmission is maiisly or
fraudulently repeated or delayed. This is carrieteaither by the originator or by an adversary whercepts the data
and retransmits it. Therefore, the random valuetigiated in the communication process, is geeerdiy the
common reader and tag.

Tracking attack: Through repeated analysis and ewisgn of multiple outputs between reader and daggttacker
gets into a constant value (In some cases, thekattaan even get the tag's ID). In this way, ttec&er can track the
user's location information and even get more psgacy, which is one of the most serious privaogiglems of the
RFID systems. Application of the random numberimestamp is an effective way to solve the problem.

SECURITY REQUIREMENTS

The RFID system consists of the tag, reader, atabdae. The reader sends data information recéivedtag to the
database. The database compares the tag infornsatmfrom reader and stored information. Afterisacertified by
database, the database sends data (need to liectérfitag) to tag with help of reader. In the maltauthentication
process, the forged data must be prohibited. Homéve communication channel between the tag aaderes radio
frequency; we must find effective methods to previtie attacker to modify the authentication infotioa In
designing our RFID authentication protocol, wetsedchieve the following goals:

Confidentiality: During operation of RFID systerhetelectronic tag should not leak any valuable pebohformation

to the reader without permission, information corgd in RFID tag once is acquired by the attackég will reveal

the user's privacy. Thus, a perfect RFID secuntyt®on must be able to ensure that the informationtained in the
tag can only be authorized to read and write access

Indistinguishability: Tag output must be indistinghable from truly random values. Moreover, thepst be
unrelated to ID of the tag. If the adversary castidguish that a particular output is from a tatget he can trace the
tag. Naturally, this is included in the concept@fanonymity.

Forward security: Even if the adversary acquihesgecret tag data stored in the tag, he canrot thee data back
through past events in which the tag was invol\éekedless to say, the adversary who only eavesdnoke tag
output, cannot associate the current output with patput.

Authentication: All components of the system shaddhrough an authentication process. The RFHoisprised of
a tag, reader, and database. Each part shoulddgravithentication to each other. The tag should seoret values,
which have been previously agreed upon, to eactpooent to become authorized. The database can véily
identification values or secret values to beconthenticated by the tag.

Efficiency: Although efficiency is not included the security requirements, passive tags requirh fasulas or
XOR calculation. Passive tags require applicabdeisey measures, and therefore efficiency shoulgro®ided, too.

RELATED WORK

The user privacy in RFID systems is needed to btepted.Many approaches (how to protect user’ pyivare based
on re-encryption, where a cipher text is encry@gdin using asymmetric key cryptography [6] or syatrin key

cryptography [7]. These approaches are more saharethe presented approaches because of protectay ID

using asymmetric or symmetric key cryptography. éatryption-operation requires high computation cast is
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performed in a Tag, sothe solutions based on tHamceyption are difficult to implement. EPCGen2, veaproved in
2004, defines a platform for the interoperabilify RFID protocols, by supporting efficient tag reagli flexible
bandwidth use, multiple read/write capabilities dwasic reliability guarantees, provided by an oip-ch6-bit
Pseudo-random Number Generator (RNG) and a 16yliicCRedundancy Code (CRC16). EPCGen2 is desitmed
strike a balance between cost and functionalith Vilitle attention paid to security.

Recently many RFID authentication protocols speaify designed for compliance with EPCGen2 havenbee
proposed [10, 11, 12]. These combine the CRC-18eEPCGen2 standard with its 16-bit RNG to hashdomize
and link protocol flows, and to prevent cloning p@nsonation and denial of service attacks. In plaiger[13], the
researchers analyze these protocols and showhihatlb not achieve their security goals.

At the same time, many researchers have proposgdographic primitives to encrypt TID in sessiohfash
function-based protocols like [14, 15, 16, 17] tlang the advantage of one-way function to prewdimtct exposure
of TID. They suggested using a hashed value, usoalled metalD or secured SID for transmissioead of TID.
To verify a tag, a verifier needs to search theklm database and compute the same hashed valoe. the
authentication is successful, the database serndsnilessage included corresponding ID informatiocklta the
reader. For example Hash-chain-based solutionifdjlves synchronized key update so that both gigeaind the
back-end database can communicate with each dthisr.method also provides forward security but mfaffers
from resynchronization attack.

In order to reduce the occurrence of security walbitities, cryptographic protocols are safer, eeskers began to
use BAN Logic [19] to analyze cryptographic protisc@nd to standardize the behavior of the paiidéise protocol.

Through this way, we can find out some securitynewhbilities that exist in the protocol. Therefdrethis paper, a
Hash function based RFID authentication protocolise against security and privacy threats in rédDRsystems, is
proposed.

PROPOSED AUTHENTICATION PROTOCOL
THE NOTATIONS
The notations used for the entities and computatioperations to simplify the description are esvahin tablel.

Tablel Node Parameters

Notations Meaning

T Tag of RFID

R Reader of RFID

S backend Server ofRFID system
IDT identity of tag

PRNG random number generator

lr,l,l g | random number generated by reader R, T, S

KSR Ksris the shared secret between S and R
KST Ksris the shared secret between Sand T
Query Query request generated by R

H() one-way hash function, H: {0, 1}*{0, 1}I
) XOR operation

THE INITIALIZATION STAGE

We assume that during system initialization theisdgaded with an initial identifier ID (secul®; ), which is set to
a random value. In a similar way, the backend serwatains the same data stored in the tag. Irtiaddiwo tables
(Ker Kgg ID 51D ) and (K¢p, K o ID D ) are stored in the database of backend servem\tiieeserver has

authentication to card reader and tags, system tweqdery the relevant information in the databa¥e.have to
complete the following several jobs:

First, make uniquelD; (1D for reader) andKqr, K o (K is a Shared key between server and Kag; is a

shared key between server and card reader) to @agrand Reader, and store the corresponding iafiwmto the
Database. They can only be aware of the servateremd legal Tag.

Second, to install the random number generad®IRNG) which can generate pseudo random numbers inghdéR,
Tag and backend server.
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Third, to install the hash functiorH ) in the backend server, Reader and Tag.

The Detail of Proposed Protocol
In this section, we propose a new protocol to imprthe security while preserving the lightweighomperty. Our
proposed protocol is depicted in figure 2 and dbsdras follows:

Step 1R — T: The R generates a random numisgr using PRNGand sendr, to T , when the query began to
be broadcast.

Step 22S <« R« T: The T generates a random numbedi using PRNG and computesM =
H (KSTDrTlelD T) , then sendsM and I to ReadeR. R ComputesN =H (KSRDI’TRDID R) MR =
I, Ur; and sendd , N together with I;; to the backend Serv&.

Step 3S . R T: After receiving the message from Reader, In tloegss of authentication card reader and tag,
the server needs to retrieve the correspondingmpeteas in table 1. If the authentication processicessful, system

update the corresponding data (K'ST= K'@TTRS) in table-update, the same time compugs=

H (K;RD I s/ ID F) ,Z=H (K;TDrTRSDID"T) and sendsz’, Z ,Irs to Reader and Tag. If the above

authentication process is not successful, the sapeds to retrieve the corresponding parametdebla-update and
begin to verify Reader and Tag again. If the degtfon process is successful, the server complitgs=

re UreUrg, K;R:K'SR; K;T:K'ST' Z‘:H(K'SRDrTRsmlDIQ'Z:H(K‘STDrTRSDIDIT)' K'ST:

Kg; O e and sendsz’, Z ,Irxs to Reader and Tag.

Step 4: RverifiesS: To verify the correctness of Z' received from Hexkend serve$, the R We compares the

value of H (KSRD s !ID Q If their values are equalS successfully passed the certificationRof After the

end of the above calculatiorRR sends Z, I to the Tag.

Step 5: T verifies S: To verify the correctnes¥akceived from the backend ser&rthe T We compares the

value of H (KST e 1D T). If their values are equalS successfully passed the certificatioriTof After the

end of the above calculation, T updates the valu&g; .

In terms of current attack on RFID system, thechtta attacks mainly for Tags, its purpose is totgetuser's private
data. In order to prevent attacks using histonilzh to the reader, we can add two tables in ttebdae. After the
certification we may update the parameters ofglagler in the database and the reader. Of couis&jrild of attack to
card reader is not any benefit for an attacker.

BANLOGIC

When we look into published security protocols,fimd that many of these protocols do not succedHteir stated or
implied goals. Many existing protocols are susddgtio various kinds of attacks, which are indegendf the
veaknesses of the cryptosystem employed. In rgesnt there has been great interest in the desjamalysis of
secure protocols. Various new techniguws have Heealoped and used to find a great variety of dhffeattacks on
such protocols.

Burrows, Abadi and Needham [19] developed logic doalyzing authentication protocols. The logic @led
BAN-logic. It allows reasoning about beliefs helg the principals involved in the protocols. Withettogic all
publicand shared key primitives are formalized atsb the notion of a “fresh message”. This makemé#sible to
formalize a challenge response protocol.A proohwite BAN logic is a good proof of correctness,dabsn the
assumptions. The BAN logic has been used to find weaknesses in various cryptographic protocolsusber of
variations and enhancements of the basic BAN lbgiee been developed. Below we get the overvievh@BAN
Logic.
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BAN LOGICAL NOTATION
In this article, we only use the following a fewnsyols, more comprehensive term is described imitiele[19].

P|E X: P believes X . P believes as if X is true.
P <« X: Psees X . Aprincipal has senfP a message containing .

P|D X: Poncesaid X . P atsome time believedX and sent it as part of a message.
P|:> X : Pcontrols X . P has authority overX and is trusted on this matter.

#(X) . X isfresh. That is,X has not been sent in a message at any time béftrent run of the protocol. A
message that is created for the purpose of bedst) is called a nonce.

P9 Q : K isthe key shared byP andQ . The key is good and will always be known onlyf and Q and
to any other principal trusted by either of them.

{ X} K- Thecipher text of X encrypted by the keyK .

O0f1. P: P has public keyK . The corresponding private key is denoted jgy? and assumed to be known
onlyby P.

BAN LOGICAL POSTULATES
BAN logic consists of 19 logical rules. The onlyfaules used in the paper are as follows:

Message-meaning rule: The following rule formalineg of the main semantical principles of BANlogiemely, if
you believe that you and Joe know a public Keyand then you ought to believe that anything ymeive enciphered
with the key K comes originally from Joe. You may conclude thatas originally created by Joe who once said its
contents:

RLP|=P-[- QP<{ X, = A= Q1 X

Nonce-verification rule: The following rule expressthe check that a statement is recent, and hkeatéhe sender
still believes in it. If P believes thatX is fresh and tha@Q once said X, thenP believes thatQ has said X
during the current run of protocol, and hence tQibelieves X at present. In order to apply this rule, X shoud

contain any encrypted text. The nonce verificatiole is the only way of “promoting” once said asier to actual
belief:

R2:P|=#(X),P=qQ0 X= A= Q= X

Jurisdiction rule: The following rule states thiaPibelieves that Q has jurisdiction over X thetnudts Q on the truth
of X:

R3:P[=Q|= X, A= Q= X= RB= X

Freshness Rule: The following rule is importantréflecting the notion of timeliness exploited ag ttardinal
principle of authentication

R4:P|=#( X) = Pj=#( X,Y)
There are a few other inference rules. We shallistothem one by one.

SECURITY ANALYSIS

A protocol analysis with BAN logic consists of tf@lowing steps. First, a protocol is transformetbia so-called
idealized form; the transformation involves notyoplrotocol syntax changes, but also semantic inéésfions.
Secondly, logical formulas about the (idealizedjtpcol are generated and reasoned about by applyénigpference
rules. The reasoning manipulation starts from aoédébrmulas called initial assumptions; guidedthg idealized
protocol speciation, it aims at reaching anotheosérmulas called conclusions.

AUTHENTICATION FEATURESANALYSISWITH BAN LOGIC
In our proposed protocol, in order to reduce thematational burden of the Tags, we do not use yhareetric key
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encryption to encrypt the passed information, baghhfunctions instead of the encryption.For examiplethe
proposed protocol, we uskl (KST, M )to instead O{M}KST .To analysis protocol with BAN Logic, we need to

turnH (KST, M ) tof M}KST , which is more in line with the rules of the BAbrfprotocol analysis.

Establishment of idealized model
Original protocol :

Message R - T: Ng

Message T - R:N; { N;, Ng, IDT} -

Message R — S: {Ny, Ng, IDg}, {N; Ng D4,

Message & . R No,{N;, Ng, N, IDR}KSR{ N, Ng, Ng, ID;} ‘e
Message R - T: N.,{N;, Ng, Ng, ID;} ‘e

Idealized protocol:

Message 6:S<{ N, N, IDR}KSR { N, N;, ID}
Message 7:R<{ N;, N, N, ID'R}KSR

Message 8T <{ N;, Ny, N, ID";} -

Establishment of security goals
S|= ID;AndR|= 1D,

S|= ID, AndT|= 1D,

KST

To establish the initial assumption set of the geot

PLS|E S-90. R & S0,
P2R=S-50. R 1= SO0 -
PaRI=#(N), T=#(N) . S=# N). &4 N)
P4S|=R= I, 9= T= ID

P5:R=S= IDg, Ti= $= ID;

Protocol Analysis
Employ the initial assumption and postulate to exedormal analysis for the protocol:

Stepl
Message 65 <1{ N;, N;, 1D}
PL S|= S0 F

RL:P|=P 8- QP<{ X, = A= Q] X so SERI I

KSR

Step2

P3:S|=#( Ny) and RaP|=#(X)= P=#( X,Y)

So, S|=#( ID)

Step3

S|=#( ID;) And R2:P|=#( X) ,Pl= QU X= A= Q= X
so,S|= R= I,

Step4
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S|z R= I, ,P4S|= R= IQ, and R3P|=Q|= X, A= Q= X= A= X

So, S|= ID;

The analysis process of other parts is similatheysame way we can gStE D, R|E ID'zandT [=IDY;.
SECURITY FEATURESANALYSIS

Table 2 shows the proposed schemes are supettioe farevious schemes by supporting all major sggymiivacy

and system efficiency criterions in RFID applicasoenvironment. We show a comparison of the secwrith
previous mentioned schemes [14, 15, 16, 17] iretabl

Table2 Type Sizesfor Camer a-Ready Papers

Protocol LRPPS[15] | LCAP[14] | A-SRAC[17] | Leeetal.[16] | Our scheme
Mutual Authentication ¢} O O O 0]
Replay attack prevention x 0 0 0 (0]
Indistinguishability x 0 x 0 o)
Forward security 0 o x x o)
Resynchronization 0 x 0 x o)

Notations of Table: O —secure or suppo#; insecure or not support

Backend Server Reader Tag
Tablel(K"sy, K"sg ID"g, ID"1)
Table-update(K'sy, K'sg ID'g, ID'7)

QRO

if(H(K"sdlrRIID"g)=N Generatert

and HK"slr=lIID" 1)=M)

{Authentication succeed

IRl ROIOr's MJJGL M=H(KsIrllID7)
K'st=K"s®rrs ITrlROIT

Z'=H(K"sdlrrrdIID"r) N=H(Ksdlr=llIDr)

Z=H.(K sillrrdlID" 1)} M,IUMJ[EUU

elseif(H(K'sdlIrRIID'r)=N

and HK'sAlrRlID'1)=M)

{

Authentication succeed IrRelROITPrs

Generaters if(Z'=H(KsdlrwdlIDr)X ITrReROITOI's
ITRelROITDrs Authentication succeed if(Z=H(KsllrrrdlID7)){
K"sr=K'sr,K"s1= K'st } Authentication succeed
Z'=H(K'sdlrrdIID'r) Else halt UpdateKsr= Kst®rrrs
Z=H(K's1lIrrrdlID'7)

UpdateK'st= K'st®rrs - |§ ’ ﬁ }

} —  Elsehalt

else halt

n4&E -

Fig. 2: Proposed protocol

Attack on the tag. This can happen only when tteckér masquerades as a valid reader. The woutdduker can
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send a fake random number to Tag, but becausetdeker don't know the KST from Tag, and cannotutedthe
value of IDT.This type of attack is defeated by $iared secret which is notknown to the attacksraAesult the
attacker cannot generate any valuable messagefuragton operation is unidirectional and irrevetsi

Attack on the reader. In this case the goal obttecker is to masquerade as a valid tag. Agasitype of attack is not
possible due to the shared secret. Even if thelatareplays old information, a reader will not @gtthe tag as

authentic since the database will fail to recogtieesecuréD; andIDy.

Attack on the communication between tag and reafee. goal of this type attack is to find out thdueadle

information about The Reader and Tag, and to maadeeas a valid tag, which can pass the verifinatibthe

database. Listening to messages exchanged inieuparsession reveals no information becauseabtie-wayness
of hash function. Furthermore, with every sessionea nonce KST is generated guaranteeing the fesshaf

messages.

CONCLUSION

Previous RFID techniques cause serious privacynigdments such as excessive information exposuteuser’s
location information tracking due to the wirelesm@cteristics and the limitation of RFID systefspecially some
information security problems may expose user'sirggcprivacy. This paper proposes the mutual antibation

protocol of low cost using the simple XOR computatand hash function method. In order to guarathteeecurity
of the protocol, we adopt BAN Logic to analysis gexurity of the protocol. The results proved tihat proposed
authentication protocol meets the security needseoRFID system and supports major desirable ggdaatures of
RFID systems such as mutual authentication, indjsishability and privacy protection.

Through the analysis of security threats of RFIBtsgns with BAN Logic, we have mastered the metraugsnst
these threats and worked on a security model, hghmve can design a safe and effective RFID auttetitin
protocol.
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