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ABSTRACT

For the information security issues of cloud commt this paper studies the security managemenhaast of
cloud computing authorized user, analyzes the vabikties of OTP and proposed security autheniimatscheme
based on OTP authentication .This authenticatioabéss two-way authentication between the user hadsérvice
provider, effectively prevent middleman attack uaglinformation leakage and relise secure commtioics.
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INTRODUCTION

Cloud computing is an Internet-based computingNeawork provides individuals and businesses denmtaking

computer resources anytime, anywhere access toetfveork, storage, server and application softwaregrams,
etc. can be configured with large-scale, virtualizacalable resistance, high reliability, dynamloaation,

affordable, etc., for people to provide a huge readgpace, the new information service model, batibse of its
large number of users, information resources higolycentrated. The security issues brought by ctmmdputing
have become a hot field of security, and authetmicas the foundation of information security, thecurity system
is the first hurdle, but also to ensure the segwfitcloud services is an important aspect.

OTP is a simple authentication technology that lsanquickly loaded onto the system without the nfdany

additional hardware. It uses a one-time pad mettard effectively guarantee the security of user titlerat the

same time, it does not require third-party notdidralow cost, suitable for network environmennist yet mature,
but its existence decimal vulnerable to attack,dieicattack security vulnerabilities, therefore, uiegs the use of
certain methods to make it safe and reliable [1].

THE AUTHENTICATION BASED ON CLOUD COMPUTING

In the identification of cloud storage, the usetay as the cloud storage server information tv@rtheir identity
to access cloud, is a one-way authentication, secloud identity authentication methods are mabdged on the
user identity module (SIM) authentication (using@ tBlobal system for Mobile Communications GSM \ GPR
General Packet Radio Service subscriber identifinatmodule), based on public key infrastructure IjPK
authentication and password-based authenticati@® tAuthentication methods. Which is the tradifigrassword
authentication, allowing the user to provide a pasd can prove their identity, in the transmissiprocess
vulnerable to third party attacks, for which thdra@s been the challenge and response authentidadieed on
one-time passwords.

OTP authentication, the user initiates an authatitin to the server each time, when random nundossmessages
are transmitted in clear text and therefore camesist the middleman spoofing attacks seeds andlehado

intercept the server iteration value coming ', anadlify the iteration value, using known Kazakh téldunction H ()
successively larger iterative calculation valuetamied subsequent one-time password to the usachigve the
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decimal attack ‘an improved method for the abovetiored problems are: the use of two random numiserthat
each authentication the data is more difficult teegs and forgery, while using elliptic curve crgystem on-line
transmission of plaintext, a random number, usérimation such as encryption secret phrase, achievtial
authentication of users and servers, thereby ptenethe middleman spoofing attacks [2].

THE DEFINITION AND CHARACTERISTICSOFOTP

A one-time password (OTP) is a password that iglvalr only one login session or transaction, onoaputer
system or other digital device. OTPs avoid a nundfeshortcomings that are associated with tradiigstatic)
password-based authentication; a number of impléatiens also incorporate two factor authenticabyrensuring
that the one-time password requires access to bamged person has (such as a small keyring fobcdewith the
OTP calculator built into it, or a smartcard or gfie cellphone) as well as something a person Ix¢such as a
PIN).OTP authentication technology based on theptography basis, by adding uncertainty factor ie th
certification process, so that every time a uséhentication password authentication are not tiesand each
authentication password is used only once. OTPeatittation technology authentication method for-tne pad
can effectively ensure the security of user idgnttompared with static password authenticatiomnetogy, the
main features of OTP authentication technologyaaréollows:

() Dynamics: a one-time password can be set wifhaktime or event variables change automaticalithout
human intervention;

(2) one-time: Password again effective, so toopthesword cannot be reused, even if the passwaeagped, it will
not cause great danger, therefore, it has a gaavaratapping;

(3) Random: randomly generated one-time passwatbout the law, the increase the difficulty of dkamy;

(4) Multiple security: a single static password hauttication in different ways, OTP one-time passivor
authentication technology with a user name andcsgatssword and other multiple factors combineddtbieve
certification.

SECURITY ANALYSISOF OTPAUTHENTICATION MECHANISM S

Password authentication mechanism security threaisly from eavesdropping attacks, password gugssitacks,
replay attacks and password leaks and other. OTiemtication mechanism for static password authatitin
mechanism insecurity put forward, therefore, théedse said in password security threats than spatsword
authentication mechanism has a higher security. édew there are some security issues of OTP auth&on
mechanism, including [3]:

There is no two-way authentication. OTP authentoamechanism is a one-way authentication mechanisthy
one-way authentication server to the client, thgesecannot guard against counterfeit deceiveilagte users. If an
attacker intercepts the authentication server méion, he could use the database to steal passvemd other
means of reproduction posing server deceive clients

It is vulnerable for decimal attacks. OTP autheation mechanisms vulnerable to attack decimal fipgmiocess:
When a client requests authentication to the atitation server, an attacker can eavesdrop on rimdton
intercepted by a network authentication serversimats the challenge and modify the internet to albwalue, then
the server will intercept counterfeit seed and senahternet to clients. Clients use the attackBeed and internet
transmission time password calculated and transthith the server. Again attacker intercepts one-frassword
sent by the client, and using the known one-wa Hasction to calculate a one-time password sedalgntarger
internet, access to user passwords successor,sevighe attacker can impersonate legitimate uthéssis the
decimal attacks.

It is difficult to resist the middle attack. OTPthentication mechanism is difficult to resist théddie attack,

specific process: An attacker located between tientcand server-side authentication informationynize

intercepted, one fake client and server-side cdiore®n the other hand fake server connectionls alients. Client
login transfer one-time password to the servegttacker can intercept one-time password, so ligatlient cannot
log on, causing the network connection is lost, dbanection timeout illusion, at the same time, yan use the
intercepted one-time password to log into the fellent Service-Terminal. In addition to the maircgéty issues,
OTP authentication mechanisms are also other $gdssues, such as: storage of client and serderdta, lack of
confidentiality of sensitive security measuregghl theft of easily; the mobile client frequeriiyreinstalled, it will

not appear lteration synchronization problems caasmot achieve certification. Security risks OTihantication

mechanism mainly involved in one-time password gatieel random number and authentication informa#ion
transmitted in clear text, so if you take cryptdeps random number and the authentication informasancrypted,
attackers bound to bring great difficulties
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THE MAIN SECURITY MANAGEMENT MECHANISM OF CLOUD COMPUTING AUTHORIZED
USERS

Authentication mechanism. The rapid developmentlofid services brings massive access authenticediguest
and complex authentication scenario, a variety etificate-based security authentication technald@loud”
stores a lot of sensitive data, once the user iigeist phishing, likely to cause data leakage. Hdeud services
confirm the true identity of the user, such as enguthe physical identity and digital identity it consistency
problem is a cloud service provider primary prohléisually it is identified by the identification tiose who share
the same secret, such as passwords and so on. t@lonithal interacts with the user to obtain infotima about
their identity, and information submitted to thethantication server, the authentication serveruser identity
information and database information obtained fmmparison to determine the user based on comparésuits
identity is legitimate. Cloud services to confirnsen identity, to a certain extent, to ensure thegirity,
confidentiality, and security access control ddfa [

In the user authentication process, objects covia@dde: user - providing identity informationverified by; the
authentication server - to verify the identity infaation is legitimate; third-party service provideroffer arbitration
and mediation; data assailant - attempt disguisedintity of the impostor; authentication deviagser computing
hardware and software device password. User authéon is generally through multiple factors cotngether to
identify, the more discriminating factor authentioa greater reliability. Three common factors imd#: the user
knows - a password and password; the user hagedit card or U Shield; the user has - fingerpraignature,
retina, etc.

Currently password-based password authenticaticmtdogy is the most widely used, it has the adgatthat
without the aid of third-party service providense tauthentication mechanism is simple to use. T$eddantage is
that the password mechanism is simple, cloud semee being attacked, the user password is edsy éxposed to
the attacker. To improve the security of authetitica password-based authentication can be bas¢dmfactors,
the user only to have the private key file, bubdls know the private key, both of which must bet imeorder to
pass the identification, but this requires a thiedty CA to ensure its trusted content. The probienthat if
untrusting third-party service providers can natwe the security key. Deploying cloud services endéta security
beyond the scope of performance beyond the coofrtfie computer field, extending to the cloud sesvprovider
in the field. Users of cloud services to lose ocolnaf the information, trust relationships betwaesers and other
organizations are now ported to a cloud environmsatcloud service providers can obtain identitiprimation
resulting in data loss. Authentication technologises in its three service models each level secueiquirements
for cloud computing, but with different securityoptems laaS, PaaS and SaaS service model on eazhNa
matter how perfect the authentication mechanisiis, iih a complex environment of cloud computinglhaiways
face new challenges.

Security Audit Mechanism. Security audit mechanmamst rely on network security, data security carntygroved,
is an important means to ensure the security afcciervice network. All active security audit red®pf user access,
and ultimately the formation of audit data throwlgita analysis found loopholes in the system ordlaively weak
link, it is determined whether the network is abmat or attacked and attacked the node, which hafeaence
value for retroactive attack source. Security aigd#imilar to "black box" on the plane, it can ooy forecast and
warn before the crisis, but also can automaticsdlye the user's illegal operation and operating.tBecurity audit
mechanism will automatically record the normal @pen of the user, in a cloud computing environmeaime
users of the normal operation of the server happeihe attacking an illegal operation. "Cloud Aldé a service
that can laaS, PaaS and SaaS three service madigtisheelp solve the problem of the credibility ufers of cloud
computing. With the "cloud audit" to reduce theutladata environment is unknown super-user access,stiorage
location is unknown, data cannot be long-term thee data cannot be recovered, the data cannotalig isolated,
data compliance checks and other risks.

Security audit include detection, prevention, iriggdion, analysis four processes. Detection modidtects the
user's finger which is operating in violation oktkafety rules of conduct; defense module mearensore the
security of data in the cloud through secure auibation technology; Survey module data were aredylzy means
of the detection module, the survey carried owtiagtation of the current operation of the user amdusion attempts;
analysis module refers to the data analysis mofiul¢he survey what protective measures have te the same
illegal operations will be taken to deal with tlérusion. Currently a large part of the cloud sesvprovider refuses
to provide real-time monitoring data and audit logigdit information did not lead to effective atmme of safety
monitoring accuracy, and data stored in the claudry corner of the world, users do not know tlmudlservice

provider specific details of the operation prov&lés store data, security audit mechanism in acclmmputing

environment also faces enormous challenges.
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Access Control Mechanisms. Access control techniyoiego protect the security of cloud computing ieowments
basic technology, which includes access contralesysfor cloud computing, network and data resoyriteis to

prevent a cloud service system is the first linedefense against unauthorized access. Cloud camgpsyistems
need access control mechanisms to maintain theipkex network environments while reliably suppoultiuser

information belongs to the isolation and securftdifferent sectors [5].

In the access control process, objects covereddeclbody - their own people to perform the operatir process;
object - files or other resources (such as equipndirectories, etc.). Common access control madekide
discretionary access control, mandatory accessralpmble-based access control. Discretionary acamtrol
mechanism, the access policy is there to decide thieamain object of the owner or having accesa tugher
authority. But discretionary access control proaggists management more difficult, and cannot bgliag to the
number of users is large. Role-based access cattceks policy is determined by the user only wthersubject of
"permission set" consent, the subject can accesbjact or perform the corresponding function. Matody access
control access policy is determined by the sysiergn achieve the label assigned to each subjetbhject. The
body of credit on behalf of its level, object lalbepresents its access objects necessary leveisif For example,
the body to achieve access to the object, the subjast be capable of higher level label or tag atfer objects.
Mandatory Access Control mode is more conduciveht expansion of data security in the cloud conmguti
environment more often.

CONCLUSION

In cloud computing environment the user has a gesgionsibility for the secure of cloud data. Usafie behavior
certification is the effective technology way tosare cloud service system security operation. Vgiglcure
authentication technology we can detect an ill@gedration and malicious acts or potential secwitiperabilities.

In this paper, we gave an in-depth research oextsting user security management system, analysisategories
of safety management system and characteristitBeofarious management techniques and provideebarisy

management methods of cloud computing authorizetsusased on anonymous OTP.
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