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ABSTRACT

The electromagnetic waves emitted by computer myatework, and may cause information leakage, bélla

serious threat to information security. This pafiiest analyzed the mechanism of the electromagrietarmation

leakage based on electromagnetics and antennayhémrthe process of resulting in electromagnétformation

leakage, "anti-radiation leakage”,” preventing ekeomagnetic interception”, "preventing electromatjoe
emersion” is put forward. Finally, concrete implemt@&tion means of the three layers of protection ehoaf

computer electromagnetic information leakage icaésed in detail from two aspects of hardware avftivare

protection.
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INTRODUCTION

With the rapid development of information technglogomputer has been widely used in security organs
confidential departments and other important insths and enterprises such as banking and finatcePuring
work, Computer and external equipment will unavbigigoroduce electromagnetic radiation wave in ttvnf of
conduction or radiation, and electromagnetic raafiatvave is often "entrained" useful informatiorhioh resulting
in information disclosure. Relevant research damwsthat the equipment of receiving and recurrecamputer
electromagnetic radiation information in the 1006tens away have been developed abroad,, thus &nsadparty
can obtain information concealment, timely and mamus in this way [1][2][3]. Especially after tlead of the cold
war, some economic and military power, for moreaficial and human resources in an attempt to thrahgh
electronic eavesdropping technology for other irtgoar military intelligence; But at present, domesthd overseas
criminal gangs also attempt by unfair means, usiiglp-tech means stealing state or group importafitigal or
commercial secrets [4]. Therefore, prevent competectromagnetic information leakage has becomesiatjve,
and study and master effective protective measagssnst electromagnetic information leakage is csfig
important.

THE RELATED BASIC THEORY OF ELECTROMAGNETIC INFORMA TION LEAKAGE

The electromagnetism theory and the experiment shibat space moving charge can form time-varyingect of
space and then generate time-varying electric ,fialtl time-varying electric field will generate &rrarying
magnetic field. The two relate to each other, fognian integral of time-varying electromagnetic dielThe
relationship of charge, electric current and eteorgnetic field can be described with Maxwell’s &tipns. Basic
Maxwell's equation is transient form of Maxwell'guation, also known as time-domain Maxwell's equadi It is
divided into differential form and integral formh#& integral form as follows:
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The above formula

B——Magnetic induction intensity/magnetic flux deysiWwb/ m2);
E——electric field intensity (V/m);

H——magnetic field intensity (A/m);

D——the electric displacement vector/electric fllendity(C/m2);
J——ampere density (A/ m2);

p ——electric density(C/ m3);

According to the above Maxwell equation, we maywras long as there is charge or current changestiore in
circuit, around can produce electric field and n&ignfield changes over time, this kind of timeyiag electric
field and magnetic field can convert each othed, laawve volatility, and performance in the form atromagnetic
wave at a certain speed in space communicationpitheess is also an energy transmission proceas,shhe
electromagnetic radiation.

And according to the antenna theory, a computergemerate electromagnetic radiation componentskifadls of

transmission lines work inside the machine, sigmaktessing circuit, clock circuit, display, printedlcuit boards,
switch circuit, etc.) can be regarded as equivatenénna. In addition, all kinds of lines of tharguuter (power
cord, telephone wires, ground wire, etc.) can asose a leak about the transmission of electrontizgerergy.

These metal conductors also can be treated asadeuivantenna. According to the principle of infatian theory,

Equivalent antenna of the radiation of electroméigneaves can be regarded as a source of commianicatstem,
the free space of transmission of electromagneticencan regarded as a channel. If under the idealition (i.e.,

noiseless environment), electromagnetic wave sighalectromagnetic radiation leakage of computars be seen
as electromagnetic information coding. If the Iwe by intercepting device intercept to the leakagfe
electromagnetic wave signals is equivalent to obthé electromagnetic information coding, thersipossible to
reproduce the useful information of them.
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THREE LAYERS OF PROTECTION MODEL

According to the related basic theory of electronwig information leakage, the process of computer
electromagnetic information leakage mainly refldciie three areas: leak source (information soun@aiation of
electromagnetic waves (channel), and intercept eapture equipment (information sink). In view ofeth
characteristics of computer electromagnetic infdioma leakage, the author puts forward to three tsyef
Protection Model of *“anti radiation leakage", "peewing electromagnetic interception”, "preventing
electromagnetic emersion". First of all, take stiepblocking-up or inhibition of computer electrogmeetic leakage,
which make it leak out the least amount of electgnetic radiation; Second, because the computetr@heagnetic
leakage can't completely be shielding, there viillags be part of the electromagnetic wave leakednaximize by
technical means to increase the difficulty of ohitag computer leakage of electromagnetic wave efititercepted
device, so that it is difficult to receive computeakage of electromagnetic wave; Finally, if theercepted device
can obtain the computer equipment leakage of eeegnetic waves, also should adopt the necessahochéo
increase the difficulty of recurrence of informaticarried by electromagnetic waves as much as lgesstig.1
shows the schematic for three layers of Proteddlodel of computer electromagnetic information legdka

preventing electromagnetic emersion

Fig. 1:Three Layers of Protection Model of computerelectromagnetic information leakage

In Fig.1, the three layers protection strategy nhazfecomputer is not isolated between the layeRadiation
protection leakage”, “anti electromagnetic intett@mg' and "preventing electromagnetic emersion” remted to
each other, and complement each other between lageh For leakage mechanism from different paftshe
computer, the realization of the three layers ajtgution strategy should take comprehensive coreide in
factors such as technology, cost, and effect, eteigh the pros and cons in order to take the naffsctive

protection technique.

PROTECTION TECHNOLOGY

Usually, hardware and software protection technplogn be used to realize three Layers of Proteddlodel of
computer electromagnetic information leakage. &spnt, computer electromagnetic information leakagtection
technology based on the hardware mainly includes: ef low radiation equipment, shielding, filteringoise
interference source, and optical fiber transmissemhnology. Based on the software mainly includdsSMPEST
font technology, RGB color configuration technolpggd image noising technology etc.

A.Protection Technology Based on the hardware

1)Use of low radiation equipment

Low radiation equipment namely the TEMPEST devitgshe important measure of the radiation lealoprdohe

United States is one of the earliest countries btady the computer technology of information begdk prevention
(that is, the TEMPEST computer) [5]. The computepeventing information leakage takes measurgsrévent
radiation in the design and production, which sepprthe electromagnetic leakage of equipment ténanm.

Such as a display is important peripherals of cdapelectromagnetic information leakage, choose agiation
monitors is particularly important, and the elentegnetic radiation of monochromatic display is lowman the
color display, plasma display and liquid crystapday can also further reduce the radiation [6].

2)Shielding technology

Shielding technology by means of restraining traission of electromagnetic radiation along the sp#uat is cut
off the way of radiation) to achieve the goal ofatomagnetic information leakage protection. Theeace of
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which is to place the computer or computer ciraotnponents in the shield room or Faraday shielding achieve
the purpose of preventing electromagnetic radiafidre technology is one of the most widely used tnedmost
reliable of all radiation leak prevention technaglo@hielding room or shielding box usually adoptotlostatic
shielding, the alternating electric field shieldirajternating magnetic field shielding, alternatielgctromagnetic
shielding and other methods to achieve the gogbreffent computer radiation. Such as the high pexdoce
shielding room developed by the United Statesstfielding effect of electric field can reach 140 e microwave
field can reach 120 db, the magnetic field of ua@0 db [7].

Due to electromagnetic places physical media wiffierént conductive and magnetic properties, sth&nmedium
there is a certain relationship among the eledisplacement vector D, the magnetic induction isitgnB, current
density J and electric field intensity E and magnéeld intensity H. This relationship can be ddélsed using
structural equation;

D=¢E (9)
B=xH (10)
J=0E (11)

In the above formula,e is the dielectric constantp is the magnetic permeability of the medium, ani$ the
electrical conductivity of the medium. They are theee important electromagnetic parameters oftrele@gnetic
wave propagation medium.

The vacuum dielectric constant is:

£ :ixlO‘9 =~ 8854x107*(F /m)
° 36

T 12)
The magnetic permeability is:

Uy =4mx107°(H /' m) (13)
The dielectric constant value and magnetic perntigahvialue in dry air is approximately equal to tha the
vacuum, the magnetic permeability of common medwith(the exception of magnetic material) is vergsd to the

p0.

The electrical conductivity of ideal conductor> <=, that the charge can move freely in the condudftadium
with great conductivity can be approximated asdeali conductor, such as gold, silver, copper ahdramnetals.
Metal materials with great conductivity often usedelectromagnetic shielding materials.

Domestic scholars have put forward the design reqents of high-performance electromagnetic shigldiquare,
square design should pay attention to several pagtpointed out (1) Choose better shielding performance of the
aluminum plate as a square wall inside and outsidthe envelope. In order to further improve théekling
effectiveness, wall plate juncture place can ugh,How-frequency performance has good tin-coatguper tape

(2) when design cabin door can add the epoxy whiclstreiy is less than 0.0Q - cm or silicone conductive
adhesive ; and paste conductive shielding tapesnterface (3) when design the vents can increase its thickness
(the depth of the hole) appropriately, reduce fsize, reduce the area of the individual ventilatigindow, at the
same time also ensure air vents and bulkhead sesuellectrical connectieri4) Air conditioning hole wall tube can
use copper pipe, and when the copper pipe througlsquare tank plate adopts special fingering teadake it
close to the bulkhead(5) Turn interface can use conductive socket and moamductive liner such as conductive
rubber etc. between the socket and switch board [7]

In addition, the shielding window and shielding leals also frequently used. Shielding window refiersnstalled
electromagnetic shielding glass on the computeritmrit is made of adding the special treatmentratal mesh
between two layers of glass or translucent rediectEomagnetic shielding glass can guide most efitifiormation
into the ground through ground wire, only a littediation hook signal pass, even if the listenes haway of
intercepting these signals, they cannot revertstalear and complete information, so as to achibgepurpose of

213



Yuanhui Yu and Ying Deng J. Chem. Pharm. Res,, 2014, 6(5):210-217

confidentiality. Shielding cable is mainly refeis the external equipped with computer cable shigldayer, the
shield can be woven by single wire, double wirevoe mesh and metal foil, , it not only can enhatiecoverage
of signal in the cable, and also can provide gamttaction for radiation shielding of cables.

3)Filtering technology

Filtering technology is the important content i t(REMPEST computer technology. Filtering technolpigys a
part of filter is mainly by restraining some freqog range of the electromagnetic wave of compudeiation in

shield can't went out of the radiation shieldinglyjoso as to realize the protection of computectedenagnetic
information leakage. Filtering technology is comiyorealized by filter; the basic functions of fittare selection
signal and suppress interference [8]. Filter regdgdal as analog signals which is composed oédifft frequency
superposition sine wave, when according to theukeqgy filtering, often by choosing different freqag

components to achieve the signal filtering, gemgiiacludes: the high-pass filter, low-pass filtegnd-pass filter
and band stop filter. Filter can be divided intgrsil filter and the power supply filter accordimguse. Signal filter
including plate filter and connector filter two kis. Plate filter is installed on the signal outpad of the PCB
(printed circuit board). Connector filter is used the interface cable between equipments, havetifuns of

filtering and shielding, in the same connectorefiltcan mixed different filter frequency according tser
requirements. Power filter is a kind of passivdreictional network, it is able to filtering frequenpoint of specific
frequencies in the power supply or frequency beybedrequency point effectively, and its one endrects to the
power, the other end connected to the load. Poilter is mainly used to filter out communicationnesponent, dc,
to maintain the output voltage stability; the aavpo is only allowed through a particular frequendy.present,
filter produced by the domestic manufacturers hbeen able to substantially filter out the highernmanic

radiation by the various lines on the PCB boardhe computer, effectively preventing electromagnegidiation

leakage of computers.

Figure 2 The GRQ — 03C computer-related jammer

4)Use of noise interference sources

With noise interference sources are mainly mixegtebmagnetic waves emissions from Jammers togetitierthe
computer, to cover up content, characteristics, @icthe information carried by the computer radiat
electromagnetic waves, to prevent electromagnetierdeption and the purpose of preventing electgmratc
emersion. Jammers usually include white noise jarmand related jammer. White noise jammer is arygarhmer
product, using a noise emitters, in a relativelgevfrequency band to create very strong noiseptercsignal of
electromagnetic radiation leakage of computers;atRdl jammer firstly collected computer electromaigne
radiation signals, and after digital processingpmatically launch an interference signal whickesity is not very
big, but related to computer electromagnetic ramiatTwo jammers can improve the difficulty of intepting
computer electromagnetic radiation signals totists[9]. For related jammers, even when the listeas a way to
intercept the electromagnetic signals, but alsobléndo reappear the original information for digitignal
processing, further improve the effect of the etetiagnetic information leakage of protection. Ifgegnce sources
are usually installed in the computer nearby, st the interference sources and electromagnetarmnmtion
generated by computer radiation radiated outwagdtteer, makes the computer radiation of electromthgrvave
is not easy to be intercepted and repetition. &isent, our country has developed GRQ — 03C compeitsed
jammer (Fig. 2 shows the GRQ-03C jammer), the pebthwrough the Chinese people's liberation armgrimition
security certification center B grade certificatidnuses USB interface power supply without exaé¢power supply,
do not need to install software, compatible witlskdep and notebook computers, the launch of theirdbance
signals can automatically tracking computer disptepde change, automatically to adapt to differeotkvmode of
display terminal, achieved at the same time donsi, frequency domain related, and has strongtyabili Anti-
receiving and reducing of the Video.
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5)Optical fiber transmission technology

Optical fiber transmission is the main non condigctinedium transmission technology. The light waveptical

fiber communication is mainly laser, laser has ificemt advantages of high monochromaticity, higtectivity and

high coherence etc.When transmit waves with opfibar, optical signal can be completely limitsaptical fiber,

optical fiber composition is glass fiber, glassefiltan not radio electromagnetic wave outward,thadntercepted
possibility is almost zero. Around by the opticabel is opaque plastic skin, even if appear the&kdeaf

electromagnetic wave, the leaked radiation canbsered by the plastic skin. Therefore, opticadfiransmission
technology has the very high levels of electroméignmformation leakage prevention [10]. Reporteyl the

discovery channel of theUnited States on Novemb&012, Wright, the air force research laboratdrphio - air

force Patterson base collaborate with the spacwoplts company of the Arkansas Fayetteville, dgyedba called
" free space optical communications” system ofardd laser, infrared laser system is shown inFilge3 below.

The amount of information carried by the laser camimations exceeds that of Wi-Fi and other wirelgigmals.
Due to the infrared laser beam is very narrow,eheesdropper cannot eavesdrop and intercept, uhlegsare in
transmission lines. The eavesdropper once passhatlaser beam transmission lines, laser beanmindirupt and
immediately give an alarm, so the system has héghriy.

Figure 3 Infrared laser system schematic diagram

B. protection technique Based on the software

1)Tmpest font technology

When Computer monitors working, there are accongzhiy large amounts of digital/analog conversiaghh
frequency spectrum produced by this process wilkaio lots of wave crest, the wave crest can bet dman the
noise signal easily. Eavesdroppers often reprodheecomputer display images by using of high freqye
spectrum as clues. So, remove the high-frequenaypooents is in favor of improving the difficulty of
electromagnetic repetition, can effectively previh radiation electromagnetic information leakafeomputer
monitors. British Kuhn and Anderson, invented adkaf electromagnetic information protection methodwn as
the Tempest font, the using of Tempest font is etputhe low pass filter, image or video signalcofimputer was
filtered by software filter, remove the top 30% tganf the signal level spectrum, that is to redtieefont of the
high frequency energy, this kind of electromagnetive signal which is processed by the Tempestduoan if is
intercepted, the content of leakage informatiortdanreproduced. And TEMPEST font technology igerftexible
than hardware protection technology and low chsts has more application value [11].

2)RGB color configuration technology

The implementation principle of touch screen isghdy the same that is adding transparent touch |pamehe
normal LCD panel. The classification of touch sore# present basically has resistance-type, capaeai and
infrared-type, surface acoustic wave four typegehd life we contact most is resistance-type tosmieen. Typical
resistance-type touch screen generally includeslayers of transparent resistance conductor lagelation layer
between the two layers, and electrode three p#iten the touch screen works and is equal to thistaese
network. When a layer of electrodes is connectea foositive voltage, the voltage gradient is fornwed the
network. When finger pressing a point of the toscleen, make the above and below layer of the sa®atact at
that point, then at another without voltage layeelectrode can be measured the voltage of theacopbint, so as
to get the coordinates of contact point, and theough the interface (such as RS - 232 serial potte CPU, so as
to determine the input information, finally dispéadythe input information on the LCD panel. In theqgess of
external force squeezing touch screen, becauspréissure of each pixel in The compressed placegehdead to
the RGB components voltage difference of correspangixels change when the light reaches the LQi®, t
electromagnetic radiation signal can appear inptiegess, , the radiation is essentially comes filoenemission of
electromagnetic signals when RGB signal analogageltchange in raster scan process of liquid crgstakn. If the
eavesdropper managed to intercept these electr@atiagadiation signals, can reproduce the inforamatisplayed
on the touch screen by the technology of imageyaisahnd reconstruction.

215



Yuanhui Yu and Ying Deng J. Chem. Pharm. Res,, 2014, 6(5):210-217

RGB color configuration technology is mainly thrdugptimizing configuration buttons color of toucbreen,
makes the relative analog voltage difference o€hoscreen remain constant before and after thermigtpressed,
namely the RGB signal analog voltage differencevbet adjacent pixels remain constant. So evervésshoppers
intercepted the electromagnetic radiation sigretl®ut by key stroking, and also is unable to dweiee the state of
the button to hide the user input information, iz the electromagnetic radiation information gk caused by
electromagnetic noise of touch screen. At preshatRGB color configuration technology has beenelvicgipplied
in commercial information touch screen devices,hsas ATM, entrance guard control terminal, creditdc
machines, etc.

3)Image noising technology

Image noising technology realizes the aim of prémngrelectromagnetic information leakage by addiogse in the
image on the basis of does not disturb the visffiete Usually the image noising technology include kinds: one
kind is to add salt and pepper noise, the other é&ld Gaussian noise.

(1) Add salt and pepper noise

Salt and pepper noise also known as impulse nitige black and white bright dark spot noise getestaby the
image sensor, transmission channel, decoding pimges is caused by the pulse signal strengthardomly
changing pixel values. Salt and pepper noise irdusvo types of noise: one kind of is salt noisdphgs to the
high intensity noise, showing a white noise poitit& other is a pepper noise, belongs to the ldansity noise,
showing a black point. The two kinds of noise appest the same time when adding salt and pepgse o
computer image, and the effect of image is preseistall black and white points. Fig.4 shows thatcast effect of
before and after Add salt and pepper noise images.

o it b

Figure 4 the contrast effect of before and after Ad salt and pepper noise images
(2) Add the Gaussian noise

Gaussian noise is a random noise, refers to the agmoise which probability density function isegbGaussian
distribution (i.e., normal distribution). Add Gaias noise to the image usually make the image apadarge
number of tiny spots, make the image become bluifed contrast effect of before and after Add Gaumsgoise
images is shown in the Fig.5 below.

Figure 5 the contrast effect of before and after Ad Gaussian noise images
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CONCLUSION

The procedure of computer information processinglived in a lot of classified information, some pvis related
to social and economic stability and national segusand we should pay high attention to informatleakage. For
the protection of computer system electromagnefiarination, we should take into full account bofiréventing
radiation leak ", “preventing electromagnetic iotgtion", and "preventing electromagnetic emerstbrée aspects.
The protection of computer electromagnetic infoioraleakage is complex system engineering, musptadihe
corresponding hardware and software protection ureago harness and protection according to theactexistics
of the computer system, thus can achieve the Iettgtion effect.
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