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ABSTRACT

In order to improve the regulation and supervision performance of online drug transactions in China, we propose
some methods for enhancing the regulation and supervision in this work. For the development of the online drug
transaction, we analyze the situation in China, as well as comparing with the regulation and supervision modes
between China and foreign countries. The online drug transactions market in China is developing rapidly,
meanwhile the illegal problems are gettingserious. Inspired by the experience from foreign countries, we should
speed up to formulate legislations for online drug transactions. Electronic supervision technology should be utilized
to ensure drug quality. The industry association and the consumer in the role of social supervision is also very
important.
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INTRODUCTION

China began to explore online drugs transactionsesil998. At the end of 2005, the State Food anagDr
Administration issued the first regulatory documenpromote and regulate drugs online transactiomkich was
“internet-based pharmaceutical information servidestative provisions”.In December 29, 2005, Begjjin
JingWeiYuanHua Pharmaceutical Co., Ltd. got thst finternet drugs transaction service qualificataertificate”
by the Beijing Food and Drug Administration Auditdasite acceptance [1]. Drugs online transacticange hthe
characteristics of convenient, affordable, rictoinfiation, privacy protection.While bringing convenée to people,
there are a lot of false drug information and safesounterfeit and inferior drugs behavior in imeet, also let the
work of supervision and management of drug onlla@dactions into a national problem. This papetyaisathe
current online drugs transactions situation andsteyd problems and through the comparison with ifpre
supervisory management mode,l puts forward somegestigns to strengthen the supervision and regulatf
online drug transactions.

ANALYSISOF CURRENT SITUATION

Unlimited potential: In recent years,the online drugs transactions markeChina is developing rapidly.The
improving online shopping environment, the incragsionsumer confidence, and the perfecting paynhagistics,
authentication and other conditions which is clpgelated to online shopping, all provide a googanunity for
online drugs transactions. From the number of agrenterprises viewpointby October 20, 2013,there are 4527
enterprises who have access to Internet drug irsftbom service qualification, of those the profitexprise occupied
655 and the rest 3872 are non-profit enterprise€lima State Food and drug administration offigablic
information database. The non-profit enterprisesinare pharmaceutical production and operaticeramnises and
medical device companies who display products, ptenbrand, expand influence and provide public inar
medical information through the network; while tpeofit enterprises are mainly neutral third partedical
information Service Corporation, they provide unmskladrugs information which was processed from the
pharmaceutical enterprise and consumer demandmatgn, There are 182 enterprises to obtain therret drugs
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transaction service qualification,which is assaaby 8 independent third party drug trading serenterprises, 52
enterprises through its own website to trade witters and 122 enterprises providing trading sesveggerprises to
individual consumers. There are 56 pharmaceutiegilrchain enterprises approved at first 10 momth2013
(including the part of the reapplied enterpriseébl year-on-year growth by 350% comparing with pplied
enterprises in 2012 [2]. From the trading volumewpoint China's online pharmacy council statistics show tha
China's medicine retail B2C scale is 1.665 billfonthe whole 2012, while this figure is 400 miliion 2011. The
online drugs transactions in China maintain moentB00% growth,which is expected to reach 15 hillio 2015.
Although it occupies in the medicine retail markbare is still very low, but the online drugs traetions market
potential cannot be underestimated.

False drug information on the internet: The Internet isvirtual, concealment, anonymousdijadilt to locate the
subject, low illegal cost and hard to fight andulage characteristics, which provides the oppotyuftr criminals,
thus the online publication of false drug informatiand sales of counterfeit and inferior drugs phegnon emerge
in endlessly and run rampant. The criminals buibal websites or use public blog service platformthe name
of "scientific research institutions” “rehabilitati center” “army hospital” and " experts and sclsjlausing
absolute commitment languages and the psychologgon$umers lack of pharmaceutical knowledge an#é see
whatever treatment they can get, who sale somgallldrugs online claim to treat incurable diseas®d chronic
disease specific, which bring serious harm to pEspife and property security. At the same tinfeeré are
irregularities in some legal websites who have ifjoations but lack of self-discipline consciousaesuch as the
websites bring online drugs transactions togethdrdmly for a drug information service qualificatjand the
websites with drugs online trading qualificationt lsale the prescription drugs illegally,etc. Beeauas the lax
management and profit driven, some comprehensixalpeebsite, e-commerce platform and search engioeide
links to the publication of false drugs informatiand sales of counterfeit and inferior drugs welssitvhich have
played an important role [3]. Due to the large uewits and fastspread, they bring great threastdfety of
consumers.

Supervision and management modes of other countries

Lawsand regulations: The United States was among the first to carryooline drugs transactions nation,and FDA
take on the online drugs transactions principléoiprotect consumers' rights and interests andlimdted to
electronic business too much. The federal goverbhraerended the “Controlled Substances Act” and pigated
“2008 Ryan Haight Online Pharmacy Consumer Praircfict”, which added the contents of the illegdksaof
prescription drugs on “The federal food, drug ams$@etic Act”. Each state also formulated relevagutations on
online drug transactions, such as New York drevthg“Online Pharmacy Consumer Protection Act”, wttthe
online pharmacy without permission to sell drugsmgone in Florida would punish at two felony aciiog to the
state law. At the same time, the state federakptetl consumers online drug transactions procéssestective and
privacy by “The Health Insurance Portability andcAantability Act, HIPAA”. The British governmentlaed
registered pharmaceutical trading enterprises tnamnline pharmacies and sell prescription drugs rahated
products. The British drug online trading regulatianainly include: “The Medicines Act” regulatec ttirug sales,
supply and advertising; “The Pharmacist Law Actaifically used to guide and standardize the phaishaervice;
The Royal Pharmaceutical Society of Great Britaisued “Professional Standards and Guidance fornktte
Pharmacy Services”specifically for online pharmaeyvice management, and made the rules at eigbttaspf
website requirement,security and privacy protectatient selection, drug supply, information adgiee, mailing
and delivery drugs, foreign prescriptions, recamnd other provisions.

Role of industry association: Industry associatipla/ a great role in the supervision and managémiforeign
online drug transactions, such as the National éiaton of Boards of Pharmacy(NABP) started an wmtduy
program in 1999 called The Verified Internet PhasynBractice Sites (VIPPS). An online pharmacy ismpted to
display the VIPPS Seal on the VIPPS Web site drntynieet a series of strict standards(LicensuteADegistration,
Prior discipline, Location, Validity of prescriptip Legal compliance, Privacy, Patient services, V¢iie
transparency, Domain name registration and AféliatVeb sites). By clicking on the VIPPS Seal littkes user can
verify the granted information about the pharmaoyNABP website, there are 35 online pharmacies ¥dpPS
accreditation and all can sell prescription drugstlee Internet. NABP audited the accredited onfpharmacies
annually and renewal of accreditation every threary. NABP recommends consumers to buy drugs aP¥IP
accredited online pharmacies and NABP also recegnthat some non-accredited Internet pharmacies breay
operating legitimately. Of those entities that awgrnon-accredited Internet pharmacies, LegitScopt is the only
one that adheres to NABP-recognized standardseTdrer215 websites at present, the public can doersrify the
legality of Internet pharmacies in LegitScript.camnd provide a suspect website report way. To helsemers
identify legitimate online pharmacies, Royal Phareaical Society of Great Britain (RPSGB) implenasht
Internet Pharmacy Logo plan from 12,2007.Now the/lpeestablished(in 2010) General PharmaceuticalnCibu
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(GPhC) is responsible for the plan, the UK regedepharmacies have the duty to add symbol of thie it
homepage, by clicking which will can query the sbgition information of online Pharmacy and pharistaat the
GPhC site.

Application of advanced technology: Facing with the complex online drugs trading envinent, the foreign
countries have took advanced technology to en$dransaction security. The United States of Acaedpplied
the RFID (Radio Frequency Identification) technoglodor the warehouse control in prescription and
over-the-counter products and tracking, recordsidpping and receiving of products and product tifieation
from 2004, RFID technology uses only global unifamte to ensure drug safety and drug supply irtiegriich
forms the electronic records of products from puditun to sales. In order to prevent the third pddysteal the
buyer information and better protect consumer pgvanost the Britain online pharmacies have used SiSL
(Secure Sockets Layer) encryption technology orbtvk card account information.

M ethods on the online drug transactions regulation and supervision in china

Communication and coordination mechanism between departments. The China State Food and Drug
Administration in charge of national supervisionafline drug transactions, is responsible for thenfilation of
laws and regulations to regulate the online dragdactions, carry out special actions , collabovéth other
ministries strike false drugs information and salésounterfeit and inferior drugs on the Interraatd contact the
propaganda department to expose the typical casesing consumers identify legitimate network dimigrmation.
Provincial and municipal food and drug administratis responsible for regulation of online drugoimhation
release and trading within the jurisdiction are@hia scope of authority duty, and establish bridgingnmunication
mechanism with State Food and Drug Administration.order to strengthen communication and coordimati
between departments and establish long-term effectiechanism for supervision and management ohemiug
transactions, the State Food and Drug Administnatiad established online drug trafficking casepatal process
and communication and coordination mechanism wighNlinistry of public security, the State Adminatton for
Industry and commerce, the Ministry of industry anfibrmation technology, postal and other departsmem the
basis of “Internet Websites management coordinaaireme”, which embodied in to the agency resptm&i the
drug trading site pre-approval and trading sup@nmithe industrial and commercial departments asponsible for
the drug trade service enterprise registration #ledal advertising investigation, the Ministry a@fformation
industry shall be closed down the illegal websiti®® postal department ensure the safety of drumiletion
channel and the public security department shalhbestigated for criminal responsibility accordittgthe law on
criminal behavior.

Specific legidation: We only have several regulatory documents to régualine drug transactions at present, the
main content of whom are the provisions of the n@ddy qualifications and the administrative exarioraand
approval procedures. But there are less provisimesit the main obligations and legal responsibiiigiat in online
drug transactions activities, and the legal efiectow, part of them are not practical, the peealtfor illegal
behavior is not enough, not the intensity of thaigluiment of illegal behavior, resulting in the lamka powerful
law enforcement basis. It is necessary to imprtreelégal environment for online drug transactian€hina. We
see the abroad who not only complement the exisiiwg but also formulate special laws and regutatifor online
drug transactions, such as the United States’ f@rffharmacy Consumer Protection Act”,thus they hegelation
to follow. While industry associations also forntelsstrict accreditation standards, service starsdémdregulate
online drug transactions cooperatively. We shouddfget the “Drug Administration Law” to add penefi for
violations and deepen the new “Good Supply Prdttcereditation work to meet the needs of the dgwelent of
online drug circulation. Facing with the severeimmldrug trading environment,it is reported that @hina Food
and Drug Administration working with relevant defpaents is studying to revise “Internet drug salesagement
approach” and formulate online drug transactioaadsrds.It will set online drug selling managensandard and
applicable scope in accordance with the consistehgytual and reality principle.

Cooperation with search engine: Drug is a special commodity, consumers need tchgmugh professional doctor
diagnosis and use under the guidance of profedsiolmorder to have access to safe medical infiomaand
products for consumers through the Internet andamedn consumer self-protection and safety conscemssrthe
State Food and Drug Administration launched thdifenpurchasing medicine safety warning column’hir@d008,
in order to intensify consumer propaganda and eduggpopularize online purchasing medicine preicastillegal
website features and report way. The investigatéalse drugs information and sales of counterfad @nferior
drugs website were exposed, and released “Intpurehasing medicine safety warning announcemertii¢chvhas
published 22 period. Facing with the situation idifft to effectively monitor search engines,thet&tRood and
Drug Administration and the Baidu Inc carried otrategic cooperation called “safe medication, deascort” in
2013 February, the former will provide approvedgdrand the authority of the approved online pharesawith
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formal qualification data to Baidu, while showinlgetdrug data information, online pharmacies infdromand
drug safety top-prompt information in the seardutes to provide services for Internet users.

Electronic supervision technology: Online drug transactions have broken the traditianansaction mode,
consumers can not come into contact with the agjaalls, therefore it is unable to guarantee drwadityuChina

began to implement the drug electronic supervisiork since 2006. To the end of 2, 2012, China hasprcotic

drugs,psychotropic drugs, blood products, trad#id®hinese medicine injections, vaccine and essleditigs into
electronic supervision system by three period, whgsal is to realize the electronic supervisionatirdrugs and
whole process by the end of all 2015. The appbeatf electronic supervision technology can engheedrugs
security in the production, circulation, use in adpects, combat counterfeit drugs behavior effelgti trace and
recall the problem drugs quickly, maximize to pobtethe legitimate interests of the enterprises ensure drug
safety for the people. Therefore, online tradinggdr should be included in the electronic supermiggstem in
China to protect consumers to purchase safe apdtiof drugs. In 2011, the State Food and Drug Adstration

launched the Internet drug market monitoring antllipuservice key technology research and developraed

application demonstration projects pilot work, whicovers the scope of medicines, medical equipméetsith

food, cosmetics ,related production and operatimterprises, internet-based information and traisactervices
enterprises, medical institutions and individuahgomers. By the combination of regulations,standaetification

and technical means, the internet-based trustedniaftion and transaction services environmentlyélestablished
to regulate and monitor the whole approval, infaioraand activities of online drug market.

Social supervisionmethod: Industry associations and organizations play arontapt role in the supervision and
management of online pharmacies in foreign couttieey carry out strictly online pharmacy accraitin plan
and professional standards and guidance servick wmregulate the drug online transactions behavdiod
guarantee drug use safety. China has establisredCkinese online pharmacy Council and released itienl
Pharmacies honesty and self-discipline conventi@ut the main duty of Chinese online pharmacy Cduaan
national learning and research organization congpdse online pharmacy, chain drugstores,related erijve
enterprises and research and consulting institeitiéimd the enterprise quantities are not many,rte of the
council and the influence of the convention is tedi Drawing lessons from foreign experience, then€se
Licensed Pharmacists Association should play rdlsupervision and management in online drug traisas
through similar industry certification program tohéeve the dual supervision of online drugs tratisas behavior.
With consumers awareness of their own rights pramotthey will become an important social forcestlire
supervision and management of online drug trarmastiThe government and enterprises should strengtie
legal education for consumers, popularize onlinelpasing medicine safety knowledge, guide consipuechase
and use drugs safety and reasonably , while pnoyidiarious forms of report way and complaint platfp
establishing the efficient disposal of report andplaints workflow, to promote the healthy devel@wmof drugs
online trading market through power of whole societ
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