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ABSTRACT

Facial Recognition with unique feature extraction and matching of similarities from thermal infrared images is
presented. The proposed work is an integrated approach that consolidates the extraction of consistent features
through the use of morphological operators, registration using Image Registration tool and matching these features
through newly developed similarity measures for authentication. The new approach is developed with a thermal
signature template formed using four images which is to be taken at various instant of time ensured that it does not
affects any biometric matching process based on consistent thermal features. Thirteen subjects were used for
developing the algorithm in a thermal imaging system. The highly accurate results were obtained in the similarity
measures for skeletonised signature and also for anisotropic ally diffused signature. The present work is
implemented in MATLAB and the results clearly demonstrates the ability of the infrared system to extend its
application to other thermal imaging based systems
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INTRODUCTION

As technology advances, the information and intélial properties are wanted by many unauthorizesopael. So
many organizations have being searching ways foremgecure authentication methods for user access.
Identification systems rely on three key elemehjsattribute identifiers 2) biographical identifieand 3) biometric
identifiers. It is rather easy for an individual falsify attribute and biographical identifiers, viiever biometric
identifiers depend on intrinsic physiological claeaistics such as thermal emissions featureseoette-retina and
iris ,fingerprints, hand geometry, skin pores ,Whisnd veins that are difficult to falsify or alt¢t] . The
identification of facial features in the areas additine and security [1].Several other technicares systems have
been created for face detection in areas that aisems in the visible spectrum but remain challdrigedifficult
issues related to light variability [2] and detagtifacial disguises. The problem of light variailis solved by the
use of thermal Mid-Wave Infrared (MWIR) portionthie Electromagnetic (EM) spectrum .Any strange cthpm a
human face can be detected, as foreign objects daliferent temperature range than that of hunkém Jhese
benefits leads to the development of human facegmition systems in the MWIR spectrum and the camased
are available at a much higher cost than theiblddband, several researches is done in humarréaognition in
the MWIR spectrum is still in its infancy. In cumteexistence, researchers have realized the palteasitthermal
MWIR imagery for human identification using the westructure of hands [3], finger vein patterns [@jd vein
structure of the human face [5].

The use of thermal images for human identificaf@jn However, the visual and thermal fusion of faweges has
been used in the face recognition field [7]. Therkvperformed by the research group in [8] represdn¢ first
attempt at developing an algorithmic approach te feecognition using physiological information abéad from
MWIR images. The research done by the group[9] egméisg an integrated approach that consolidategueni
algorithms at extracting thermal imaging featured anatching these features through newly develgedarity
measures for authentication. From the human vasealathis present approach to face recognitiongusiiermal
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images from android mobile is checked against arothisting database to prove the reliability af #gorithms
designed for feature extraction, template generaiad authentication through similarity measures.

EXPERIMENTAL SECTION

The present work is implemented using three mod@leBata Collection B) Feature Extraction and (@afure
matching. In each of these modules different irttive steps and safeguards starting from camerbratibn to
facial thermal signature extraction are taken wues that authentication is made through featinatsare consistent
through several image acquisition times and aneetbee more likely to be part of the vasculatureéhaf individual.

A) Data Caollection

The collection of thermal images was done usingahédroid mobile camera system which operates inthe
vision. For this study, thermal infrared imagesirdifferent subjects were collected. The recordifthe thermal
infrared images was done with an average room teatyre of 300 K and the frontal view of each subjeas
taken. This process was repeated in different dagstimes and notes the variations that may oceer ttime. The
time gap for acquisition of the images among antthiwisubjects varied from a period of a week fomeasubjects
up to three months for others.

B) Feature Extraction

After the collection of thermal images from andromdbile camera, the feature of the subject hastexiracted.
Most challenging task of biometric system is thatdiee extraction process which is possible at ti@dn facial
vasculature. The skin temperature can be measurtdisualized using a thermal infrared camera witkasonable
sensitivity. Morphological operations such as opgrénd top-hat segmentation .To generate a thesigaature
template for each subject with most prevalent amtbistent features, four thermal images is takem a period of
six months. The unique templates are generatecedoh individual through anisotropic diffusion andique
registration processes create facial signaturddriblude the most consistent features recorded time. The steps
carried out in feature extraction are as follows

; ; Signature Extractiqn Template Generation
Image Registration— >/~ g p

Fig. 1 Modules of Feature Extraction

Fig.2 a) Thermal Infrared image b) Registered Thermal image

1. Thermal Infrared Image Registration

The intra-subject image registration process wasiesed using the MATLAB Registration Tool. Various
techniques are available for image registratiomiedical images and for images in biometric appbece [12, 13].
The MATLAB tool is used for registering the thernsalage to database which is significantly fastet aocurate in
image registration as compared to other techniqueh as simulated annealing of the genetic alguosttior
Magnetic Resonance Imaging (MRI) applications [1@lit of the four images taken from each subject wae
chosen as the reference image and the rest westeregl to the reference image. The purpose ofdbistration
process is to account for any lateral and/or valrtiicovement from the subject that could have tgdane during
data collection. The signature and templates azd fe similar measurements which is more effectiliee various
parameters that need to be addressed are cosiofundegrees of freedom (DOF) and interpolatiorwdts found
that for thermal images under consideration, theéuaduinformation cost function gave us the bestistegtion
results. Mutual information formulation used foethegistration of the thermal images was suggddtef Also
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degree of freedom are chosen for the study onle fea¢he two dimensions of the image, one fortiotaand one
for the scaling. Various types of interpolations ¢& used, but since the images are fairly aligmigal only slight
shifts in position, a nearest neighbor interpolatias found to beufficient.

2. Thermal Signature Extraction
After registering the thermal images for each stthjthermal signature is extracted in each imade thermal
signature extraction process has four main sections

Processing

Fig. 3 Stepsinvolved in Signature Extraction

2.1. Face Segmentation

After registering the thermal images for each stibjiace segmentation is done for removing the rmekthe hair
region from the face using dual-front active comtoegion growing technique. Since the entire prsites was
carried out in MATLAB, a shell script was createdinteract with and control the FLIRT algorithm dakigh the
MATLAB environment. The Yezzi energy [16] is used model the energies of the interior and exteribthe
contour for face segmentation which falls in loo@ihima and yield poor results. The algorithm opesay first
dilating the user selected initial contour to ceeatpotential localized regionfBr finding the optimal segmentation
[9] which is given by

R=Q®S Q)
Where S is the spherical structuring element ofdbalization radius ané is the dilation operator

2.2 Noise Removal

After the face was segmented, noise is to be retchdweenhance the image for further processing. ahdsrd
anisotropic diffusion filter [17] is first applietb the entire thermal image which is used to redheeimage noise
without removing significant parts of the image wm The significance of the anisotropic diffusifiiter in this

particular application is to reduce spurious aneckfe noise effects seen in the images and to eehtéhre edge
information for extracting the thermal signature.

2.3 Image Morphology

Image morphology as a tool for extracting image ponents that is useful in the representation arsgrision
skeletons. Morphological filter consists of two ogteons are erosion and dilation. With A and B efs $n Z2, the
erosion of A by B is defined as

AOB={Z\(B)zSA} 2
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Fig. 4 Erosion of a 3x3 square structuring element

The result of erosion with a large structuring edeimbeing similar to the result obtained by itedageosion using a
smaller structuring element of the same shape. Wiind B as sets in Z2, the dilation of A by B &fided as

A & B={Z\(BMzNA#p} )3
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Fig. 5 Dilation of a 3x3 square structuring element

The operators used in this experiment are opemdga@p-hat segmentation. The effect of an openpeyation is to
preserve foreground regions while eliminating &llev regions of foreground pixels. The opening segfiation [9]
is described as

| oper (16S)dS 4)

Where | and are the face segmented image and #wedpimage respectiveld and @ are the morphological
erosion and dilation operators. The top-hat segationt has two versions which we use is known agentiop-hat

segmentation as this process enhances the brigittebn the image; this operation is defined as dHference

between the input image and its opening. The setedf the top-hat segmentation is based on thetfet we

desire to segment the regions associated with thbhegher intensity, which demark the facial thatreignature.
The result of this step is to enhance the maxinthgrimage and the top-hat segmented image [9Yé&ndoy

lop=1-lopen (5)

2.4 Post Processing

After obtaining the maxima of the image, skeletatitm is done for reducing foreground regions iniraage to a
skeletal structure that largely preserves the ¢xrd connectivity of the original region while ¢lwing away most
of the original foreground pixels.

3. Generation of Thermal Signature Template

Thermal signatures in an individual vary slighttgrh day to day due to environmental changes, teatyer of the
imaging room [18]. Taking into consideration theigas factors that may affect the thermal signattire proposed
approach works on establishing a thermal signateneplate that preserves those characteristics reraon’s
thermal signature that are consistent over time.
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Fig.6 Results of Signature Extraction a) Face Segmentation b) Anisotropic Diffusion Noiseremoval c) Top-Hat Segmentation Image d)
Fill Image Regions And Holes e) Image Skeleton f) Skeleton zed Facial Thermal Image

C) Feature Matching

Matching techniques are developed mostly for theogaition of objects under several conditions dftalition
whereas similarity measures are used in applicatsuch as image or document retrieval, for exaraptpiery
image is a partial model of the user's desires tieduser looks for images similar to the query ienay the
database. In this study a distance based similamitgsure is implemented find a thermal infraredplate similar to
the query thermal infrared signature.

RESULTSAND DISCUSSION

This section presents results of similarity meamemgts of subject 10 to the template for all sulsjgtthe database.
The similarity values obtained from applying thetdhce-based similarity measure between the referemmplate
of subject 10 and the templates for all subjectthendatabase. The values show that the templatufgect 10 is
correctly matched to its own template with a sinityavalue of 1 or 100%.The next highest value i8620 or
36.20% similarity between subject 10 and 9

Table.l Similarity Valuesfor Skeleton zed Template vs. Template Matching

Template | Subject 10 as reference value
Subject 10 1.0000
Subject 9 0.3620
Subject 2 0.3481
Subject 3 0.3452
Subject 4 0.3034
Subject 11 0.3021
Subject 6 0.2734
Subject 7 0.2712
Subject 8 0.2587
Subject 5 0.2553
Subject 12 0.2432

The below table provide the similarity values fosiagle subject using the template of subject 1éhageference
image, and thermal facial signatures from all stiisjén the database as the non-reference imagesieBhlts show
that the highest similarity value, 0.5432 or 54.328@btained between the signature and the tempfadubject 10,
this is a positive match. The 36 similarity valoe the positive match between template and sigadtirsubject 10
is less than the positive match between the teeplfiir subject 10, this is expected as the tempisiteéemplate
similarity is a one-to-one match and thus the tewydistance between features is zero. Howevenwhe template
and the signature are compared the one-to-onespameence no longer exists.
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Table.2 Smilarity Valuesfor Skeleton zed Template vs. Template Matching

Template | Subject 10 as reference vallie
Subject 10 0.5432
Subject 5 0.3235
Subject 3 0.3124
Subject 2 0.3011
Subject 6 0.2845
Subject 4 0.2836
Subject 11 0.2431
Subject 8 0.2422
Subject 1 0.2286
Subject 7 0.2263
Subject 9 0.2134
CONCLUSION

The presented work introduces a integrated approabiometric facial recognition based on extragteonsistent
features from multiple thermal images. The proposetthod is implemented in MATLAB for thermal image
registration and region based contouring algoritbrmegment the each subject. A morphological inEgeessing
technique was developed to extract features froenttlermal image and to create the thermal sigrnaturke
matching between template and signature was ddng tiee similarity measure based on Euclidean digtdbased
on consistent features. The accurate results autaiim the matching process along with the genexdlidesign
process clearly demonstrate the ability of therttedrinfrared system to be used on other thermagintpbased
systems and their related databases.
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