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ABSTRACT

Encryption of binary images is essential since itulnerable to eavesdropping in wired and wirelestvorks. The
security of data becomes important since the conrations over open network occur frequently. A ri@mary
image encryption algorithm is proposed in this pagéne proposed algorithm is based on combinatiboomfusion
and diffusion. Firstly, used Logistic chaotic seqce to confuse the addresses of the binary imagelspithen
decomposed the confused image into a number pfdies, finally defined a new diffusion algorithoraichieve the
pixel value diffusion by the bit plane transposettrgption. In this way, the proposed algorithm wsérms
drastically the statistical characteristic of origal image information, so, it increases the diffigof an unauthorized
individual to break the encryption. The simulatiesults and the performance analysis show thaatgerithm can
encrypt binary images of different sizes and hagd@ecret-key space, high security, fast encryptigeed and strong
robustness, and is suitable for practical use totect the security of digital binary image infornost over the
Internet.
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INTRODUCTION

Binary images are the simplest type of image wisalsed widely in a variety of industrial and medliapplications.
Binary image will be a black-and-white or silhoedthage. Binary images are images that have besmtigad to two
values, usually denoted 0 and 1, representing dadkwhite. Binary images can be classified aseitfalftone or
non-halftone. Halftone images are binary repregiems of grayscale images. Non-halftone binary iesagay be
composed of characters, drawings, schematics,atizgrcartoons, equations etc. [1]. The advantab&afy image
is that it is easy to acquire, simple digital camsecan be used together with very simple frameestor low-cost
scanners. Binary images have a low storage sif@sino more than 1 bit per pixel.

With the popularity of digitized information on #obal scale, many important text materials haventseanned digital
documents including personal information file, noadlidiagnostic records, personal diploma, digiighatures,

collection of books, etc. These documents have amed and transferred over the network in thenfof binary

image. Because of these binary image data invg@gesonal privacy or sensitive information, so howptotect these
data against illegal copying and distribution hasdme extremely important.

Generally, there are two major approaches thausee to protect digital image from attacker. Onanigrmation
hiding such as digital watermarking of image. Tlhgeo is encryption, which includes conventionalrgption and
others such as chaotic encryption [2]. Most cotieeal ciphers, such as Data Encryption StandarBS)J)
International Data Encryption Algorithm (IDEA), Adaced Encryption Standard (AES), linear feedbadk sh
register (LFSR), etc. [3-4] with high computatiosalcurity consider plaintext as either block cipbedata stream
and are not suitable for image encryption in rea¢tbecause their speed is slow due to a largevdaiene and strong
correlation among image pixels. The implementatbnraditional algorithms for image encryption ige@ more
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complicated when undertaken with commercial soféwar

Many fundamental characteristics of chaos, such kadband spectrum, ergodicity and high sensittai initial
conditions are directly connected with two basiogarties of good ciphers: confusion and diffusidh The aim of
confusion phase is to disturb the high correlatiorong pixels. Most of the confusion phases desigretmute the
image by changing the pixel positions without mgitifj pixel values, so the histograms of the en@gpmage and
the plain image are identical [6]. They are insecagainst known/chosen-plaintext attack, for trstolgram is a
measure of the important characteristics of an antite attacker can use the histogram to obtaioribgal image’s
approximate content [7]. In addition to, these rodthrestricted to image size specification and neettiple
iterations. Fridrich [8] was the first one to suge permutation of the pixel positions in a chafashion, using either
the Baker map or the cat map as a key for chaotitusion. In the diffusion stage, the pixel valaes modified so that
a minute change in one-pixel spreads out to as rpa@s as possible. In other words, all pixelsudtide mixed
somehow. Patidar et al. [9] proposed a substitutifinsion method using chaotic standard and lagisaps. Liu et al.
[10] proposed a cryptosystem based on multi-chao@ps. Many papers proposed image encryption dhgosi
which use chaotic flows for key generation and taeplying confusion and diffusion on the image [&ju et al. [12]
proposed an innovative permutation method to cendunl diffuse the grayscale image at the bit-levieich not only
changes the position of the pixel but also moditiesalue, but they also use the Arnold cat mapetionute the bits,
and the Logistic map to further encrypt the permuteage.

However, the main problem in modern communicatemhhology is not the security of an encryption gthm, but
rather its good dynamic properties, i.e. its robess against noise or other external disturbark®s The binary
image encryption process demands 100% exact reaftéts decryption, so put forward higher requiretrien its
dynamic properties. Although the aforementionedhod$ could achieve better encryption effect, badignamic
properties couldn't meet the demand of binary imageryption.

This paper proposes a new binary image encryptgorithm which based on combination of confusiod diffusion.
Firstly, used Logistic chaotic sequence to confireeaddresses of the binary image pixels, thenrdposed the
confused image into a number of bit planes, findigfined a new diffusion algorithm to achieve theepvalue

diffusion by the bit plane transposed encryptione Bbjectives of this new algorithm includes: 1}itmultaneously
perform permutation and diffusion operations fastfancryption and large secret-key space; 2) toiefitly obtain

good dynamic properties for binary image to resiginst malicious attacks like cropping, noisingistalgorithm is
easy to operate and it can also deal with gray @@yl color image. In addition to, there is notitaithe scale of
image, i.e. the square image and the non-squaigeicen also be processed.

LOGISTIC CHAOTIC MAP
Since Robert A. J. Matthews presented the condegitamtic cipher in 1989, chaotic encryption methag attracted
more and more attention. A discrete time dynansgatem can be defined as following equation:

X =F( X)) @

Where fis a nonlinear function, apds a control parameter, s a real number in the range [0, 1]. If we repdbt
apply it to an initial condition ¥ then we will get a chaotic sequenceg £%=0,1,2,...}. The typical chaotic dynamical
systems, such as Logistic map, Lorenz system amd f@p, etc, that can be used for image encryption.
One-dimensional (1-D) Logistic system is due tomiaity and efficiency, which widely has been ussalv. It's
mathematical expressed as:

X =X, (1-X,) @

Where 0u<4 is called bifurcation parameter and, X define as above. It has been proved that when
3.569955672g<4, Logistic map will operate in chaotic state. Tisab say, {%: k=0,1,2,...} is produced with initial
condition X will be non-periodic, non-converging and non-ctated [14]. The probability density function of
logistic map can be described as follows, whicshiswn in Fig. 1.

o(x)= ; Tlaxslgg

0 else
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Fig. 1: Probability density of Logistic map

Form Fig. 1 we can see, the probability densityafistic map is symmetrig(x) does not depend on the initial value
Xo, indicating that the chaos system is ergodic. ddwantages of chaotic sequences can be concludelioass:

» Sensitive to initial conditions. A small differeniceinitial conditions will lead to a significantfterence of chaotic
sequences. That is important from the view of dgcur

» Easy to generate. Chaotic sequences are generilefhst speed and low computing complexity.

» Noise-like. Some statistical characteristics ofatltasequence are the same as white noise, whikh inhas good
randomness.

THE PROPOSED NOVEL ENCRYPTION ALGORITHM FOR BINARY IMAGES

There are two classes of key-based cryptograplerithms, which are symmetric (private-key) andrasyetric
(public-key) algorithms. Symmetric algorithms use same key for both encryption and decryption,asyinmetric
algorithms are different. In practice, public-keyceyption schemes are many times slower than flygimetric-key
counterparts [15]. In this section, a novel symmeipproach to encrypt binary images based on auatibin of
confusion and diffusion processes is proposed.

Encryption of Binary Image Take a binary image F (sizeXW) as an example. The two-dimensional input image
array is denoted by f (m, n), where m and n repriethe vertical and horizontal coordinates respebtj which unit
are pixel. The value of f (m, n) is one or zera@.FA shows a model of encryption and decryptiotesysfor binary
image.

Inverse confusion
the addresses of
image pixels

Threshold

operation
. 5 Diffusion process Inverse diffusion
]:;:;;;Itcﬂ'::‘%f using bit-level process using bit-
P permutation level permutation

l i

Rearrange the Inverse rearrange
t—» positions of image the positions of
pixels image pixels

Y

Chaotic sequence
A generation

Confusion address
codes generation

Confusion the
Addresses of
image pixels

Confusion address
codes generation

Chaotic sequence
B generation Encrypted
binary image

Fig. 2 Model of encryption and decryption system

Chaotic sequence generation: Took the Logistic asfhe model, used (2) generate two different omeasional
(1-D) chaotic sequences ¢ k=1,2,..., MxN } and {}: k=1,2,..., MxN }. These sequences are generateechas
some given controlling parametens,,(1,) and initial values (%, X%) which are considered as shared keys for
encryption and decryption.
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Confusion address codes generation: Sorted theiffievent chaotic sequences from small to largspeetively, and
got the two sorted sequences'{xk=1,2,..., MxN } and{X % k=1,2,..., MxN }. Calculated the sets of confusion
address codes { it k=1,2,..., MxN } and{ M?: k=1,2,..., MxN }, where M(€{1,2,..., MxN }, M3 €{1,2,...,
MxN }. M was the new subscript of\Xin the sorted sequend€,, and M, was the new subscript ofXin the
sorted sequence®X

Confusion the addresses of image pixels: Convéndriginal binary image F’s pixel matrix into @Dlsequence {
k=1,2,..., MxN }. According to the confusion address codek M confuse the addresses of image pixels in the
sequence P got the sequence {Pk=1,2,..., MxN }.

Pixel bit planes decomposition: The L-bits imageswi@composed into L-bits plane, each pixel in e\stplane
corresponds to 0 or 1. Used (4) each pixel of iharlg image sequence,Rould be mapped to equivalent L-bits
binary number. For the pixel value of ‘1’ in,Reach pixel in every bit-plane corresponds todt .tke pixel value of ‘O’
in P\, each pixel in every bit-plane corresponds to Othds point, the binary image information spread L-bits
plane, so encryption algorithm can resist agairatanus attacks like cropping, noising. Also ingse generality of
the algorithm, make it can apply to the color image gray image. Along with the increase of valtie dynamic
properties get better, but the data capacity ofygrted image is enlarged.

L _
1-2 18s|_s24, LOZ" &)
0- 0

After the above processing, | got a 2-D bits matvith the size of hxw, where h was L-bit binary rhen(e.g., h=8,

16 or 24, et.), w was the total number of pixelthieimage (e.g., w= ¥N for image F). For simplicity, | take h=8 as
an example.

Diffusion process using bit-level permutation: Te-cbrrelate the relationship between adjacent gjpaelbit-level
permutation was used to diffuse the values of imaigels. These elements in the bits matrix wered usielevel
permutation and got a new bits matrix with same,aiBing these elements in the new bits matrixetegate pixels of

the image with new values, formed a new 1-D sequéBg k=1,2,..., MxN }. The key principle of bit-level
permutation was as follows:

g= (pixel_index+ bit _index+ offset)modw (5)
q= bitge(P’(Ml(g)), bit_index) (6)
E(pixel _index) = bitset(P'(pixel _index),(9-bit _index),q) (7)

Where offset is a preset constant, using it addegncryption and decryption, offs€{1,2,..., MxN }. It could make
each bit of the pixel in the image has changepgtier diffusion effect.

( I:’i' I:’i'+1 F’i'+2 I:)i'+3 )
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Where i and j represented the number of pixel, (dixel _index), where i=j+offset+1.

Rearrange the positions of image pixels: Accordmthe confusion address code& Wb rearrange the positions of
the image pixels in the sequengg got the new sequence {Ek=1,2,..., MxN }.

Encrypted image generation: Transformed 1-D sequdficinto 2-D matrix with the size of MN, it was the
encrypted binary image.

Decryption of Binary | mage
Inverse rearrange the positions of image pixelan3formed the encrypted binary image into 1-D secgieused
same keys for encryption to generate chaotic semugerformed inverse rearrange the positions afarpixels.

Inverse bit-level permutation: According to thenmiple of bit-level permutation to inverse diffudee values of
image pixels, get a bits matrix H.

Threshold operation: The binary image informatipread to L-bits plane by using pixel bit planesateposition.
When image information in several bit planes wdkiped with cropping or noising, the encrypted liinanage could
be fully recovered by setting an appropriate thoésHJsed (10) for these elements in the bits méatrithen generate
a new 1-D sequend8 : k=1,2,..., MxN }.
_(1h@i)+h(7,i +1)+-- +h(Li+7)=3
Bj - Ogelse (10)

Inverse confusion the addresses of image pixel&rée confusion the addresses of image pixelsisdguence B

got the new sequence {Bk=1,2,..., MxN }. Transformed 1-D sequenBg into 2-D matrix with the size of MN, it
was the decrypted binary image.

EXPERIMENTAL RESULTSAND SECURITY ANALY SES

In order to test the performance of the encryptitgorithm, this paper used MATLAB to simulate thigorithm.
Took two binary images as experimental images, W binary fingerprint image of 480x363 and bjrtaxt image
of 114x252. Here | set the initial value%¥0.25, X,=0.35. The controlling parameters @re3.982641,=3.71294
and offset =5. Then results of encryption and dattoy are showed as Fig. 3 - Fig.4

(a) (b) (€)
Fig. 3: Original, encryption and decryption binary finger print image (480x363): (a) Original image, (b) encryption image, (c) decryption
image

Cross-Correlation Used ; Cross-Correlation Used

To Locate A Known : : To Locate A Known
Target in an Image : Target in an Image

(@) (b) (c)

Fig. 4: Original, encryption and decryption binary text image (114x252): (a) Original image, (b) encryption image, (c) decryption image
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From the experimental results we can see thagrhgypted images have completely change the clesistats of the
original images, and there are no difference betvtbe decrypted images and the original imagebervisual, the
purpose of image encryption has been achieved.

Secret-key Security Sensitivity Analysis Higher security level of the encrypted image carabkieved since the
algorithm has five security secret-keys'{XX%, i, o, offset) and all the security secret-keys have yn@ossible
choices. | have carried out a key sensitivity tssihg a key that is one digit different from thégoral key to decrypt
the encrypted image (Fig. 3(b)). The resulting imagtotally different from the original image d®gn in Fig. 5(b).
This demonstrates that the proposed algorithmrg sensitive to any change in the secret key value.

(a) (b)
Fig. 5: Secret-key security senditivity analysis: (a) decrypted image shown in Fig. 3(b) with key={3.98264, 0.25, 3.71294, 0.35, 5}, (b)
decrypted image shown in Fig. 3(b) with key={3.98265, 0.26, 3.71295, 0.36, 6}

Secret-key Space Analysis Key space is the total number of different keys tten be used in the cryptographic
system A cryptographic system should be senditiadl secret keys. The secret key of the proptsgthique is %,
X2, 11, 1, Offset), wherey €(3.569955672..., 4] and'3€(0,1), i=1,2,u; and X, are both double precision, offset is
single precision. Since double precision can repreabout 16 decimal digits, the key space of tbpgsed algorithm
can be estimated as ()3x(10")?x10°=10°. Note that the range of is (3.569955672..., 4], therefore a 14-digit
precision is assumed. Thus, brute-force attackb@hkey are computationally infeasible.

Histogram Analysis Histogram reflects image statistical distributiand usually is used for statistics analysis attack.
The histograms of original image and its encryptedge as shown in Fig. 6, compare them that weseangreat
differences. From Fig. 6, the histogram of the gp@d image is nearly uniformly distributed, angnéiicantly
different from the histogram of the original imadi#ence the encrypted image does not provide arg/tdemploy
any statistical attack on the proposed image etioryprocedure, which makes statistical attackfodi.

% 10°

2
1.8
1.6
1.4
12

1
0.8
0.8
0.4

02

T
056 o 05 1 200
o @ A . (b) . .
Fig. 6: Original and encryption image histograms: (a) original binary image (Fig. 3(a)) histogram, (b) encryption image (Fig. 3(b))

histogram
Spectrum AnalysisIn order to verify the effectiveness of the binamage encryption approach proposed in this paper,
the 2-D discrete Fourier transform (2D-DFT) is use@nalyze the relative images. The 2D-DFT albanifs given
below:

M-1N-1

F(u V)= ZZ flm, ne J(ZT[/ M)Ume J(ZT[/ N) (11)

m=0n=0

where m and n are coordinates pair of image, MNuade the size of image, f(m, n) is the image valmeesponding

626



Rui Liu J. Chem. Pharm. Res,, 2014, 6(7):621-629

to the pixel (m, n). The spectrum of the originalary image (Fig. 3(a)) and the encrypted imagg.(B(b)) are
depicted in Fig. 7(a)b), respectively. Note that in Fig. 7, the highestrow spectrums in the middle correspond to

the effectiveness of the image edge; they shoulgrimed in the spectrum analysis. From Fig. 1(@9,0bserved that
the frequency distribution of the original binamdge is concentrated in a small area, which suffegsrisk of
information leakage. While in Fig. 7(b), the frequag distribution of encrypted image has been ffagte Therefore, it
has validated that the original binary image isdeidl perfectly against statistic attack with thepmsed chaotic
cryptographic approach.

(b)

Fig. 7: Spectrum analysis: (a) spectrum of the original image shown in Fig.3 (a), (b) spectrum of the encrypted
image shown in Fig.3 (b)

Correlation Coefficient Analysis The correlation coefficient between the plain imagd the encrypted image is also
studied to show the similarity between images. Jinglarity between images will reveal the identitf/the plain
image. The correlation coefficients of the plairage and encrypted image establish that the promdgedthm has a
good ability of confusion and diffusion and highisistive against the statistical attack [16]h# torrelation value is
between 0.5 and 1.0 or -0.5 and -1.0, it implisg@ng positive correlation or strong negative efation between the
images. If the correlation value is between 0.0@idor -0.1 and -0.5, it implies a weak positieerelation or weak
negative correlation between the images. The atiogl coefficient between the plain image and tiergpted image

were shown in Table
Table | Correlation coefficientsbetween plain and encrypted image

Image

Binary Fingerprint|  Binary Text

Image Image

Correlation Coefficients

Between Plain and Encrypted 0.0095 0.0257

Image

From the Tablk it is inferred that there is weak correlationvibetn the plain images and encrypted images. This

implies that the binary images encrypted usingptttgosed chaotic cryptographic approach is resigtvstatistical
attacks.

Data Loss Attacks Data loss attacks are common image attacks. Thémeks are to verify the ability of the
encrypted images for tolerating the distortionstle public media transmission channels. Consequettté
encryption algorithm in the paper show great achgeds in data loss attacks. Fig. 8 gave an exarfipléting attacks.

| did cutting attack on the encrypted image (Fi@)B The reconstructed image shown in Fig. 8 wasvdd from the
encrypted image with cutting attack. The reconsédiamage was visually acceptable since it inclideost all visual
information of the original binary fingerprint imag
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a b
Fig. 8: Cutting attack and rec(:on)sxructed image: (a) Fig. 3(b) of center cut, (tg) reconstructed image of (a)

The experimental result demonstrates that the ptiory method shows excellent performance in data &dtacks.
From Fig. 8 we can see that the image is attackexdithing, which decryption image is able to get thost of original
binary image information, but have some spots. &lsis shows that the encryption algorithm has unifencryption
effect.

Noise Attacks There are many different noises in the public médiasmission channels such as networks. Noise
attacks show the ability of the encrypted imagesefaluring the noise attacks. This shows anothearsidge of the
image encryption algorithm. The experimental resuitFig. 9 show the performance of the encrypéitgorithm in
noise attacks. | added salt and pepper noising®@encryption image (Fig. 3(b)). The image wasveoed from the
encrypted image with noise. The recovered imageshasn in Fig. 9.

P

a b
Fig. 9: Noise attacks and reconstructe(ad |)mage: (a) Fig. 3(b) with 20% Salt & Pepper(ngise, (b) reconstructed image of (a)

The recovered image contains almost all the visdiaimation of the original binary image even thbugey contain
noises. The experimental result demonstrates lileagncryption method show good performance in tesgmce of
noise attacks. The encrypted images can be reabwvéren subjected to noisy environments.

CONCLUSION

Encryption is an important issue in wired and véssl communication since the data transmitted iméteork is
more vulnerable to fraud and eavesdropping. In plaiper, a new binary image encryption algorithmeldasn
combination of confusion and diffusion processes prposed. Chaotic map is used for the confusieratidresses
of the binary image pixels while bit-level permidatis used to diffuse the values of image pixelasto enhance the
security. Experimental results demonstrate thapti@osed algorithm can achieve good encryptioultdew time
complexity, and large key space, in addition tieeis good dynamic properties to resist the varittasks. Spectrum
analysis has also demonstrated that an excellfarhiation hiding has been achieved.
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