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ABSTRACT

In recent years, the chaos based cryptographic algorithms have suggested some new and efficient ways to develop
secure image encryption techniques. In this paper, we propose a novel method to encrypt a gray image based on
Arnold transform and Kent mapping. It is a digital medical image encryption algorithm, dual scrambling that based
on chaos of pixel position and pixel values. The results of experimental and the statistical analysis show that the
histogram of the encryped image is fairly uniform and significantly different from the histogram of the original
image. The algorithm improves the traditional image encryption algorithm of image scrambling based on chaos,
and it isvalid and has good performance.
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INTRODUCTION

With the rapid development of the networked multiiae communication and propagation techniquestréned of
sending or receiving the digital data, especiaityages has greatly increased. To protect the priwcthe
authorized users and to guarantee the legal dagssicsecurity is an important issue in commurunadind storage
of images. Encryption is one way to ensure the ritgfl].Many applications like medical image databs,
confidential video, cable TV, etc. require a relgglfast and robust security system to store aambmit images.

There are the following characteristics in medioa&ge encryption:

(1).The information of the image is large, so thgpathm should be as simple as possible, thisszare time and
ensure the practicality. In telemedicine the r@gaktimage encryption is used, this requires en@gpalgorithm is
simple and efficient.

(2). Medical image encryption requires high degoéesecrecy, medical image comes to personal privéoy
encryption algorithm must be well conceal the imadermation.

(3).Medical image encryption requires for high tampesistant ability. A tampered image with maybsuit in
misdiagnosis and other serious problems.

In recent years, a variety of chaos-based imaggtasystems have been studied. In[9], a hyperchawticyption
scheme is presented. The drawbacks such as smalkgace and weak security of low-dimensional maps,
high-dimensional chaotic systems were used in osystems. The image is a kind of two-dimensional
information[2-5],and it is lucid and well informethany of the traditional encryption methods canmell cover the
information of images, so chaotic system is inta@tlinto image encryption. To meet the requiremehisodern
applications with high levels of security, a kinflimage encrypting algorithm based on Arnold mapgpamd Kent
mapping is proposed in this paper.
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EXPERIMENTAL SECTION

Dynamic chaos is a very interesting non-linear @ffevhich has been intensively studied since Lorennd the
first canonical chaotic attractor in 1963[6]. Th#eet is very common, it has been detected in gelarumber of
dynamic systems of various physical natures.

2.1 Arnold mapping
Arnold mapping is proposed by Vladimir |. Arnold, Russian mathematician, it is also called cat mappi
transform[7-10].Arnold mapping is only suitable fcrypting NxN images. It is defined as functijr (

{X”ﬂ} = A[X”} (modD @)
yn+1 yn

where (%, Yn) and (%1, Yn+1) are the pixel coordinates of the original imagd ¢he encrypted image, respectively,

1
and A is a two-dimensional matrid, = L 2} ,mod 1 means taking the decimal fraction part odal number. It

isxmodl= x- LXJ , |_XJ means a greatest integer that not greater them the phase space of,(x,) is a reality
in the unit square 01[01] X [01] :

In fact, we can extend the pixels of a digital imag another image. For an image, its size is NFhen we got
formula(2):

{X”ﬂ} =A {X”} (mod N @)

yn +1 n

In particular, to make sure that the map is onerte; the determinant of A must equal 1,it is |Adel,
1 a

A= .
b ab+1

The cat mapping can be described by formula(3).

Xn+1 :A Xn (mOd N),Az 1 a (3)
You Ya b ab+1

where ¥:1,Yn+1Xn¥n€{0,1,2,.-,N-1},a and b are two positive integers, the patensea, b and the number of
iterations all can be used as the secret keysr Aieencrypted using cat mapping each time, thgénmeeeds to be
decrypted by an inverse operation.

The digital image can be regarded as a two-dimeasimatrix, each matrix element has only one rod eslumn
coordinate. Arnold mapping is actually a pixel piosi transformation, the transformation is a kirfdooe-to-one
correspondence, and it can be repeated.

Arnold mapping can be seen as to rearrange thaspioithe matrix of pixel values, as the numbepigél values in
a digital image is limited, after N times transfation the image will be restored to the originahge[10]. Arnold

transformation has periodicity. Dyson and Falk goedl the periodic of discrete Arnold mapping, amelytgot the
period of any Arnold transform, this is the bestuleyet. Overall, the Arnold mapping can be regdrds a kind of
image scrambling transformation algorithm basedgeametric operation. So this kind of encryption moet is

unsafe, if someone knows the encryption algoritbtarting from a random state of the cipher textepafter some
rounds of iterations, an image will turn back ®adriginal in a limited number of times, and thadiis very short.

Two Lyapnuov indices of cat mapping ang = IH[MJ >0 and Jy = |n(3_\/§J <0, so the cat mapping is a
2 2
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kind of chaos mapping.

Besides the general property of chaos system, Ammalpping has some important characteristics:

(1). The determinant of cat map |A|=1 is an areagwing maps

(2). The cat mapping is a one-to-one mapping, eaatt inside a matrix is transformed into anotheinpwithin the
matrix. Figure 1 is the schematic diagram of thiensapping, The two factors have on chaotic motian be seen

from figure 1: stretching (by multiplying matrix & and y become large) and folding (through modaf&hmetic,
x and y return to the unit matrix)
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Figure 1. Arnold mapping

An encrypted image after cat transform needs a@rge/scrambling to be decrypted. The inverse farofiArnold
mapping is described as formula(4):

{XM}:A* {X”} (mod ND @)
yn+1 n

1 -a
where A' is a two-dimensional matrix too ,av4’d1 =
-b ab+1
2.2. Kent mapping
Kent mapping is a kind of piecewise function, iscléed as formula(5):

X
—L 0<x,<a
-] a
X

Xn+1 = 1- )

L a<x,<1
1-a

When al (0), x[1[01] ,the mapping is in chaos. Figure 2 is the bifumratand blank window for the Kent
mapping.

For a general chaos mapping oX,,; = f(X,) , the probability densityp(X) can be obtained by
Perron-Frobenious equation, it is described as tita(6):

_ (%)
(X) = RasalA (®)
AN :;m £ (x)

So the probability density of Kent mapping obeyes ltw of [0,1] distribution, that is formula(7):
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_ |1 x0O[0]]
P = 0 other @)

the probability of Kent mapping is on 0.5 symmaetidistribution.
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Figure 2. Bifurcation and blank window for the Kent mapping

RESULTSAND DISCUSSION

The images need to be transmitted are regard astph, then they are safely transmitted undercitvatrol of the
secret key through encryption algorithm such as JBES and so on[11-15].The encryption algorithm lase this
kind of encryption mechanism can be disclosed sistem security depends on the key. The framewbrnage
encryption is shown in figure 3.

Encrypted
Orginal _ | Encrypting image | Deerypting _ | Deerypted
image | algorithm | , .. .| algorithm T image
'y channe! A
Encrypted Decrypted
key key

Figure 3. The framework of image encryption

3.1. Position transformation and Kent mapping encryption
3.1.1 Encryption algorithm
(2)Arnold position transform encryption:

O Read a size of 256*256 pixels image, convertecdbiitgray image M1, and converted M1 to a 256*256
one-dimensional matrix A;

@ Found the coordinates of all the elements in mafj stored the horizontal coordinates and the icart
coordinates in matrix M, multiplied matrix M and ma B, where B=[1,1;1,2]. This disrupted the ordwtrthe
elements in matrix M, and we got matrix Al.

® Had the values of matrix Alon 256 remainder op@natve got matrix A2;

@Because we will get 0 after we had remainder ojmrafnd the coordinates of the elements of a matrmatlab
system starting with 1.So we added 1 on all elem@ntmatrix A2,and we got matix A3Then we assigned the
elements in matrix A to matrix A3.
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(2) Kent mapping grayscale encryption
(DSelected the initial valuex; =0.800001, a=0.4,discarded the results before 1i@@s iterative operation which
generated chaotic sequence L1 from Kent mappirgaitength of 256*256 one-dimensional sequence;

@In order to increase the difficulty of the ciphettewe took the fifth, the seventh and the thirgidof the
elements in sequence X after the decimal poinbtmfa three-digit number, had it on 256 remaingeration, and
we got sequence B1,;

(®XORed each binary bit of the elements in one-dirimas matrix A4 and matrix B1, we got sequence Aatrix
A7 was the grayscale encrypted ciphertext.

(3) Kent mapping Sequence encryption
@ Selected the initial valuex,=0.9800001, a=0.618,discarded the results befof® lines iterative operation
which generated chaotic sequence B2 from Kent nmapjitiis a length of 256*256 one-dimensional seqae

@ Built a two-dimensional matrix S, its column lehgs 3, and its line length is 65536(256* 256). Y& the
elements of sequence B2 on the first row of theim&, elements of A7 on the second line, and p2it. 165535 on
the third row of the matrix S, the two-dimensionatrix S is also the decryption matrix. Then sottesl elements
in the second line, that sorted the first line oditrix S, took the second line of sorted matrix RE got a
one-dimensional sequence A3. The position of elésnansequence A7 has changed following the elesnamt
chaotic sequence B2, it has generated the cipliestexence B4;

(® Took the second line of matrix B4, and transfornitetb a two-dimensional matrix A8, matrix A8 isethast
encrypted ciphertext.

3.1.2. Decryption Scheme
Decryption is simply the reverse of encryption.
(1) Kent mapping sequence decryption

@ Built a two-dimensional matrix K, its column lehgs 2, put the elements of the third line of ma®il on the
first row of the matrix K ,and put the elementdft second line of matrix B4 on the second rovhefrnatrix K;

@Sorted the elements in the first line, that sottedsecond line of matrixK, took the second linsafted matrix K,
we got a one-dimensional sequence K1,

® Transformed K1 to a two-dimensional matrix A9, matA9 is the Kent mapping sequence decryption
ciphertext.

(2)Kent mapping grayscale decryption

Transformed A9 to a one-dimensional matrix K2, X@Rach binary bit of the elements in one-dimengiararix
K2 and matrix B1,we got a one-dimensional matrixad@l then we transformed A9 to a two-dimensionarisna
K3.

(3)Arnold position transform encryption

. 11 1 1 -a 1 -1 o ] )
O Because matriB = 50 B™ = = , multiplied matrix B ~and matrix
12 -b ab+1 -1 2
K3,we got K4;
@ Had the values of matrix K4,on 256 remainder ojp@mawe got matrix K5;

® Then assigned the elements in matrix K3 to ma¢Bxmatrix K5 is the last decryped image.
3.2. Experimental results

Figure 4(a) is the original image, figure 4(b) e timage after Arnold position transformation, figu(b) is the
image of the gray value encryption, figure 4(bthis image after sequence position transformation.
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(a) (b) () (d)
Figure4. Original image (a), image after Arnold position transformation(b), image of the gray value encryption(c), image after sequence
transformation

Figure 5 is the image after Kent mapping decrypéind the image after decryption of Arnold mapping.

(b)

Figure5. Image after decryption of sequence transfor mation (a), image after decryption of Arnold position transformation (b), the last
decrypted image(c)

3.3. Security analysis

3.3.1. Histogram analysis

To analyze the image histogram is one way to attliaekmage encryption[16]. An image-histogram iitates how
pixels in an image are distributed by graphingrthenber of pixels at each intensity level[17]. Fgy@(a), Figure
6(b), Figure 6(c) and Figure 6(d) are the histogmafnthe image before and after encryption. Arnotzsiion
transformation and sequence position transformaigonnot change the histogram, so figure 6(a) enud 6(b) are
the same, so are figure 6(c) and figure 6(d).Friguré 6,it is clear that the histogram of the cipimage (figure
6(a))is fairly uniform and significantly differefitom the histogram of plain image(Figure 6(c) amguFe 6(d)), and
the histogram shows, before encryption the rise fafidof the histogram is very large, the distriout is not
uniform, and after encryption the histogram is ctanpte, the gray value of encrypted image is infoumi
distribution. This shows that in the range of (R3he probability of the pixel value in encryptechage is equal.
The statistical characteristics of encrypted imaigequite different from that of the original image

Figure 6. Histogram of the original image (a), Histogram of the image after Arnold position transfor mation(b), Histogram of theimage
after gray value encryption(c), Histogram of theimage after sequence position transfor mation

It can be seen from Figure 6 that, in the imagerairnold position transformation, the positionpifels have been
disrupted, but we still can see the general image, we had gray encryption based on Arnold mappimghe
position transformed image, We can not see theimaligmage at all, it improves the performance ofage
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encryption greatly; the position of pixels of thmage after sequence position transformation haea biesrupted
again, and it increased the difficulty of decryptimnce again

3.3.2.Information entropy analysis
Information entropy is one of the criteria to maasthe strength of a cryptosystem,which was firptigposed by
Shannon in 1949[18].Information entropy of imagsal#es the distribution of grey value [10] ,itsrfala is:

N(i
Where N(i) is the number of pixels,L is the probability gray value.

256

Information entropy analysis is to analyze the genfince of the encryption algorithm, when the impyels are
uniform distributed,the probability of each grayjuais equal nearly, the information entropy reattfegsmaximum.
The more dispersive the gray value is, the belterencryption performance is.If the informationrepy of a 256
level gray encrypted image is close to 8, the dipmage closes to the random distribution.The imfation entropy
of the images is shown on table 1.

Table 1 shows that, the information entropy of itihage after gray value encryption is 7.9966, iselto 8, the
information entropy had changed a lot,their perfanoe of encryption method is very good,it is hasdbe
decryped.

Table 1.Information entropy

Information entropy of the orginal  Information entropy of the after Arnold position  Information entropy of the image after gray value
image transformation encryption

6.7056 6.7056 7.9966

3.3.3. Anti-noise test
If an image was attacked in the transmission pmydes encryped image was harmed, the noise @ignbred[19],
medical image encryption algorithm requires togeitie attack of noise, an attacked image can teypted.

(a)

Figure 7. Attacked image 1(a), decrypted image (b), image after noise reduction(c)

(c)

Figure 8. Attacked image 2(a), decrypted image 2(b), image after noise reduction 2(c)
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In this paper , we chosed two attacked imagesstp tiee attacked images are shown in fig.7(a) fap8(a). The

decrypted image are shown in fig.7(b) and fig.8iithese figures the damaged parts become digspamse point,

they are evenly distributed in these figures, dmlytare similar with the salt and pepper noise.allguve can

suppress the salt and pepper noise effectivelygusia median filtering method. The de-noised atddknages are
shown in fig.7(c) and fig.8(c). These figures shibat this algorithm has good ability of anti cropgpiattack.

CONCLUSION

(1)In this paper, we used an encryption algoritrasdal on Arnold mapping and gray value encrypticsetiaon
Kent mapping, this makes up the shortcomings of tthe encryption methods, it can cover all the ovagi
information, and it can protect the privacy of pats.

(2) The information entropy of the encrypted imager.9966,it is close to 8, the encrypted imagesadtoto the
random distribution, and it is hard to decryped.

(3)This algorithm has good ability of anti croppiagack, it ensures the security of medical imadé® security
characteristics are discussed in detail to dematesthat the proposed cryptosystem is robust andee
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