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ABSTRACT

As guality is the most important aspect of any manufacturing process, it becomes necessary to
validate or examine all the peripherals connected to the manufacturing instruments used in
pharmaceutical industries. Among all the peripherals connected to the manufacturing
instruments, computer is the main equipment, as it controls and handles all the activities of
manufacturing process starting from input to finalized output. This article explains validation
processes of any computer systems to avoid any risk to product identity, purity, strength and
efficacy by providing consistent and secure operation and reducing the potential of human error.

Key words: Validation, Design Qualification, Installation Qifi@ation, Operational
Qualification, Performance Qualification.

INTRODUCTION

Every Computerized System with functions that caactly or indirectly affect product quality
orcause product misshipments is to be identifiech &ew System and Validated. Throughout
these proposed validation standards, all referetacesmputerized systems apply to suchsystems
and include Computer-Related Systems.

Pharmaceutical product research, development, maanuing, and distributionrequire
considerable investment in both time and money, eochputerizationhas become key to
improving operational efficiency.To consider thes# links with the manufacturing process this
articlewill focus throughout on computer systems danthe associated field
input/outputinstrumentation required for the direontrol and monitoring of the manufacturing
process. Here the traditional demarcation betweeal-time” and “information” systems is fast
disappearing with process control and automati@tesys now capable of providing significant
levels of data processing andmanagement for phautiaal manufacturing. To achieve and
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maintain validated computer systenpharmaceutical manufacturers need to include
following as part of theaompliance policy The master validation plan for each « must
identify all computer systengperating in a GMP environment.

All validation document preparation and activities must peeformed inaccordance wi
predefined and approvgaocedure: The integrity of qualityelated critical arameters and data
must be maitainedthroughout each phase of the validation dyele, including thesupplier
design and development phases.Sites must operatealidation maintenance regin
incorporating changecontrol and revalidatioprograms. Computerize systems may
simplisticallybe considered to exist main application types.e.: process cdrol systems, data
processing systeman¢luding data collection/capture) and data recstdfage systems. The
may be links between these three types of m, described amterfaces’. [7, 2]

Validation Life Cycle

Validation should be considered part of the complete life cycle of a computer systd his
cycle includes the stages of planning, specificatiprogramming, testing, commissioni
documentation, opetian, monitoring and modifying

Life-CycleModels:

1) V-model

User Requirement | _ Verifies Performance
Specification < Qualification (PQ)

v 1

Functional ‘ Verifies ‘ Operational ‘

Specification Qualification {OQ)

Design a Installation

Specification Qualification {IQ)

: Verifies

v 1

System Build ‘

Figure:l

This model comprises of User Requirement Specifinat (URS), Functional Specificatic
(FS), Design Specifications (DS), development astiig of code, Installation Qualificati
(IQ), Operational Qualification (OQ) and PerformanQualification (PQ).he V-Model as
described above is quite good if the validationcpss also includes software developn
However, it does not address some very importapsstfor example, vendor assessment. It
looks quite complex for true commercial off the I§fsystem with no code development
customization. Phases like design specificatiortaate development and code testing are
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necessary.[2,5]

2) 4Q- mode

The 4Q model is recommended with just four phasesigd qualification (DQ), installatic
gualification (I1Q), operational qualification (OQand performanceyualification (PQ). Th
process is illustrated in Figure

e User requirement specificafions

« Functional spedifications T

+ Operationa specificafions
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Performance Q‘mﬁﬁcaﬁﬂ » Preventive maintenance
s Ongoins performance tests

Figure: 2
Both the 4Q and the Yhodel do not address the retirement phase. The d@elns also nc
suitable when systems need be configured for specific applications or when iaddal
software is required that is not included in thendtard product and is developed by the us
firm or by a 3rd party.In this case a life cycle debthat combines system development
system mtegration is preferre. An example is shown in figure: 3. [2, 4]

User/System
Home made requirements Purchased
| | COTs Specification

Functional Request for

specifications proposal

Desizn

specifications

Code development
Code review

al) ||

&
1
1011

—»

Venfy with
wvendof’s specs

Tuisfomization Topt

:'I!_,

Development/
Design Qualification

(DQ)

Finalize
requirements

Integration

Unit and Vendor
Integration testing assessmernt

*— Development

—

Development Installation (IQ)

through 3
requires
vendor

assessmert

Implementation, OQperation (0Q/PQ)

use and retirement

Maintenance use;

Eetirement Retirement

+— (unalifications —» _|

Figure: 3

136



Hardik V.Patel et al J. Chem. Pharm. Res,, 2011, 3(2):134-143

User representatives define User or System Reqaiefpecifications (URS, SRS). If there
no vendor that offers a commercial system the softweeds to be developed anlidated by
following the steps on the left side of the diagraProgrammers develop functior
specifications, design specifications and the atd perform testing in all development phe
under supervision of the quality assurar

When commercial sfems are available either the SRS or a specialé¥dor Proposal (RFI
is sent to one or more vendors (see right sitehefdiagram). Vendors either respond to ¢
requirement or with a set of functional specifioas of a system that is most sule for the
user’s requirements. Users compare the vendormnsgs with their own requirements. If nc
of the vendors meet all user requirements, theireents may be adjusted to the best fi
additional software is written to fulfill the userquirements following the development cycle
the left side of the diagram. The vendor that besets the user's technical and busir
requirements is selected and qualiiThe extent of validation depends on the complexitithe
computer system. The exit of validation at the user’s site also dependshe widespread us
of the same software product and version. The mstaadard software is used and the
customization made for such software the lessnigssi required by individual users. GAMPs
developed software categories based on the levaedusfomization. In total there are fi
categories. Category one and two define operaystess and firmware of automated syste
In the context of this primer only categ three to five are of interest][2ZThey are described in
Table: 1Each computer system should be associated to ahe tifiree categorie

caegor

GAMP 3 Standard software package. No customization.
Examples: MS Word (without VBA scripts). Computer
controlled spectrophotometers.

GAMP 4 Standard software package. Customization of configuration.
Examples:
LIMS, Excel spreadsheet application where formulae and/or
input data are linked to specific cells.
MNetworked data systems.

Custom software package. Either all software or a part or
the complete package has been developed for a specific
user and application.

Examples: Add-ons to GAMP Categories 3 and 4, Excel®
with WVBA scripts.

Table 1

Validation Master Plan and project Plan

The planning phase is the initial phase of a ptoj@te regulatory impact of ttsystem must be
understood, and validation activities must be idell in the planning phase for regula

systemslhe validation master plan is an ideal tool to camioate this approach both interne

and to inspectors. It also ensures consistent mmgntation of validation practices and mal

validation activities much more efficient. In cabere are any questions as to why things |

been done or not done, the validation master plauld give theanswer If the system is
regulated, the system vadition plan is typically started in this phase, bamnot be complete

until system requirements are fully defir[1,3]
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System Qualification

Qualification is the process of establishing appeiply documented verifications and tests that
providea high level of assurance that a computetesywill operate in accordance with
predefined specifications.

Design Qualification

Design qualification is a formal and systematic ifiGation that the computersystem
requirements specification is met by succeedingtesysdesign specifications and their
implementation throughout the development and hinidudingdevelopment testing) activities.

Figure: 4

Design Phase of Lifecycle Model
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On completion of the DQ process the pharmaceutitahufacturer’s qualification summary
report must record the completion of the DQ anceptanceof the system at site for the in situ
qualifications required by the validation lifecyglig4,10]

Vendor Assessment

Validation of software and computerized systemsece®the complete lifecycle of the products
which includes validation during design and develept. When software and computer systems
are purchased from vendors, the user is still resipte for the overall validation.The objective
of vendor qualification is to get assurance that¢ thkendor's products development and
manufacturing practices meet the requirements ef uker's firm for quality. For software
development this usually means that the softwaredeseloped and validated following
documented procedures.Vendor assessment shoulderartbe questions: "What type of
assurance do you have that the software has béielated during development" or "How can
you be sure that the software vendor did followaliy assurance program?" Depending on the
risk and impact on (drug) product quality answexs lbe derived from:

1. Documentation of experience with the vendor

Experience may come from the product under conaier or from other products.

2. External references

Useful if there is no experience within the vendathin your company

3. Assessment checklists (mail audits)

Use checklists available within your company, tlgilopublic organizations, e.g., PDA and from
private authors.

4. 3rd party audits

Gives an independent assessment of the qualitgrayahd/or product development

5. Direct vendor audits

Gives a good picture on the vendors quality syséewh software development and validation
practices.[2]

Installation Qualification

Installation qualification is documented verifiaati that the computer system (including all
required software) is installed satisfactorily an@dompliant with appropriate engineering codes,
manufacturer recommendations, and approved spatdis, and that the instrumentation is
calibrated and all services are available and efjadte quality.

Documents generated for consideration in the IQude
Validation file
Security access (area and system user)
Environmental Condition
System diagnostics
Hardware component
Instrument installation and calibration
Electrical power and circuit protection
Loop wiring/tubing and cabling
Hardware configuration
Software installation
Software backup and restoration
On issue of a satisfactory and approved 1Q summepgrt the computersystem can proceed to
0Q.[1,2]
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Operational Qualification
Operational Qualification is documented vertificatithat the installed computer system operates
within established limits and tolerance.

Documents generated for consideration in the O(dlec
Operator interface and screen displays
Input/output signals (including interfaces)

Data storage, backup, and restore

Electronic records and signatures, archive andexetr
System report printout

Alarms, events, and messages

Process and safety interlocks

Control and monitoring loop operation

Software process logic and sequence operation
SOPs

Power loss and recovery

Operation qualification generally represents thst fopportunity for plantoperatives to use the
computerized system in an operational condition @adbe used as part of production
personnel’s training program on the system, planfegent, and manufacturing process.On
issue of a satisfactory and approved OQ summargrrépe computersystem can proceed to

PQ.[2]

Performance Qualification
Performance qualification is documented verificatidghat the computerized operation
comprising the controlled process and the compaystem consistently performs as intended in
the user requirement specification throughouamaficipated operating ranges.
Documents generated for consideration in the P{@diec

System access security

Operator interfaces

Software installation verification

Software backup and restoration

Control and monitoring loop operation

Alarm, event, and message handling

Safety and operational interlocks

Standard operating procedures verification

Data records and reports

Power loss and recovery
On issue of a satisfactory and approved PQ sumregoyrt, it is demonstrated that the computer
system supports the computerized operation, andittmmal on satisfactory process validation is
available for use in the GMP operating environmj2pt.

Validation Report

When the validation project is completed a valatsummary report should be generated by the
system owner. The report documents the outcomleeotalidation project. The validation report
should mirror the validation project plan and skdouaklude:

A brief description of the system

Identification of the system and all software vensi that were tested
Description of hardware used
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Major project activities

Listing of test protocols, test results and conolos

Statement on system status prior to release

List of all critical issues and deviations withkriassessment and corrective actions
Statement that validation has been performed acwptd the documented procedures
Final approval or rejection statement

The validation report should be approved by QA #redsystem owner. [1]

I mplementation

The implementation phase comprises the activitegglired to coordinate the controlled and
successful roll-out of the system into the producttcomputing environment. Training takes
place for technical support personnel, as well las @isers of the system. Service level
agreements are established with technical infresstre personnel with respect to system
availability, backup, and restoration, etc. Instidin and data migration/conversion plans are
developed. The implementation takes place, andstipgplementation review is conducted.

Key deliverables yielded from the implementatioragdh typically include a production version
of the application code, implementation instrucsioimaining materials and records, service level
agreements, system release authorization, andziagaliser and operations manuals.[6,9]

Ongoing Evaluation

This phase of the computerized operation is usul#ylongest phase ofthe validation life-cycle,
covering the operational period of the computetesysn pharmaceutical manufacturing.During
this period, and as relevant, the validation fileistnbe updatedwith current and approved
validation documentation that continues to prowvd@ence of a controlled and satisfactory
validation life cycle and that will enable inspectireadiness.

Validation File
The pharmaceutical manufacturer is responsibleniaintaining the validationfile and must
ensure the computer system supplier(s) documentatialso upto date.

The validation file should have a file referencameaand number andcontain a document
schedule or index with individual document titlesferencenumbers, and version numbers. The
file may also include electronic copies ofdocuméatg., floppy discs, CD-ROM).[1]

Periodic Review

The periodic reviews will be event-based or timedsh exercises. Event based reviews will
normally be carried out if there is a controlledche made to the computerized operation that is
outside the scope of the original validation andildampact on process or product quality
attributes. This will normally be conducted in aamgtion with the change control procedure and
should include a review of all relevant validatidocumentation to determine the extent of
revalidation that may be required.Time-based resisthould be planned for at defined intervals
to check adherence to procedures and the currehasalimation records. The frequencyof
reviews can vary, depending on the application, and minimum are generally undertaken
annually. Such reviews can be supplemented bynakeaudits to spot-check correct use of
procedures and control of validation support doauateon.

For the life-cycle validation documents and anyoasged support documents that make up the

validation file the periodic review must verify thheseare approved and auditable, and maintain
traceability between related documents.[1,7]
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Change Evaluation
For any changes an impact assessment must be rpedoas defined in thechange control
procedure. This assessment will consider:

Scope and rationale for the change

Impact on product quality

Impact on system validation status

Requalification/revalidation actions

Documentation to be generated

Authorization level required

For changes to the computer system, appropriateseptation from boththe pharmaceutical
manufacturer and the computer system supplier dhdelconsidered. The pharmaceutical
manufacturer remains responsible for ensuringthat validation status of the system is
maintained.[7,8]

Maintenance

The maintenance phase spans the duration of titmeebe the initial production implementation
and the retirement of the system. The validateid sththe system is preserved during this phase
via use of good change control and configuratiomagament practice, as well as a robust
problem reporting and resolution process.

A change history is maintained for the system @walidation/requalification takes place when
required. Key deliverables yielded from the maiatee phase typically include the system
change history and associated documentation, prolags, maintenance logs, security logs, and
system logs.[9]

Retirement

The retirement phase addresses the retiremensyétam from active use by the firm. When a
system is retired, consideration must be giverh&application source code concerning how it
will be phased out, how data will be convertedgplécable, how it will be stored, and how it
will be available for retrieval if required.

Key deliverables yielded from the retirement phggecally include documentation covering
the storage requirements for application sourceecadd data, the retrieval process to be
followed, and any hardware or other software depeoi@s, as well as the process by which the
application will be removed from operational statududing any data conversion activity, along
with a schedule of execution dates and approvdl.[10

Future Aspects

Increasing the efficiency of validation activities a key factorfor success in the future of
computer validation.Many othermethods and concepés available when trying to increase
theefficiency of performing computer validation,tltiey are toonumerous to be included in this
article. For example, consolidating the 1Q, OQ, &l into one document can help expedite the
validation exercise by decreasing the number ofissigres needed for review and approval.
Another example is thedevelopment of a checklist feviewing and accepting a vendor-
provided validation document. In some cases, tkefusutomated test tools may also help when
expediting the completion of validation, althoughmust be carefully consideredbecause this
practice also introduces significant complexityhtoiprocess of test scripting. Another success
factor is to stayabreast of developments in thasad regulations, technology,and computer
validation by joining professional organizationdsas GAMP and PDA.[13,14]
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CONCLUSION

Successful CSV is highly dependent upon a qualijmagement or quality assurance system,
and the qualification tasks performed throughouet lifecycle. CSV must establish a “level of
confidence” that the system consistently meetsegjliirements and user expectations. As most
methodologies require that specifications and pestocols are written, approved, and acted
upon, it is possible to adapt the validation methogy to most situations, provided that the
system requirements and functionality can be shimwre tested and proven, and that the system
development, implementation, and operation is urwertrol. Above all the system must be
shown to operate correctly, consistently, and aliogrto its specifications.

The following Quality Management,lifecycle and \gation actions go a long way to validating
a system:

* Both the lifecycle and Validation process shouldibevhen a decision is made toproceed
with high-level requirements definitions and fedgip studies, and ends when the system is
implemented (accepted and live).

* Implement a quality system to control the systerpl@mentation that references the lifecycle
Adhere as closely as possible to the defined Wec model, supported byprocedures and
standards controlling system design, build, comAgon and test.

 Ensure that the lifecycle activities and deliveesblare fully documented, and the
documentation is properly reviewed, approved, wersontrolled, and managed.
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