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ABSTRACT

In Smart home, it's an important way for peoplectmtrol their household equipment by Short Messagerice
(SMS). But its security has been worrying, for,tbssigned a SMS service scheme, which basedditidreal SMS,
data encryption, and data signature etc. In additiproposed random verification code, two authertibns,
delayed sending, and failures retransmission meishaetc. Results show that the scheme can provégéewre and
reliable communication environment.
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INTRODUCTION

Smart home[1] is an important part of the InteroeThings, currently, is also a hot field. Smarnfeis a highly
safe, reliable, comfortable, automatic, intelligéwime environment, using the cabling, network comigations,

multimedia, automatic control, data mining etc. &iety of devices in Smart home (such as audicojidighting,

curtain, air condition, security system, digitah@ina system, network appliance, and three tablestcg can be
connected together to provide appliance contrghting control, curtain control, mobile phone reeabntrol,

indoor and outdoor remote control, anti-theft alaemvironmental monitoring, HVAC (Heating, Ventitat and Air

Conditioning) control, infrared repeater, and peosgmable timing control and so on.

The Smart home system can be divided into fourrk2§ the perception layer, transport layer, pssieg layer,
and application layer. The perception layer is fyadomposed of various types of sensors and othanitoring
equipment which employed to collect data from thei®nment; the transport layer is to build up alpe between
the perception layer and the processing layer tfirosophisticated communication technologies, sataty
reliability is critical to this layer; the processi layer includes a variety of data processing riegles, such as
statistics, data mining[3] and so on, aiming atdifily out user's habits and anticipating the charigethe
environment, therefore, this layer is the corenbéliigence; the application layer supports comroatidon between
users and Smart home systems through applications.

As the result of the popularity of smart mobile pbs, people begin inseparable with mobile phonéschvalso
makes mobile phones become a significant part afrShome systems. SMS is still an important waypieople to
communicate, unfortunately, but the SMS technolapes not provide a built-in support for any segurit
feature[4][5], besides, GSM and CDMA network areeliable. This paper proposed a self-SMS-serviefqim
for Smart home based on information security tetdgies and home intelligent terminals to achieve th
information exchange between persons and thingeedaas SSMS. The solution provides an easy wayders to
query or control their family devices by SMS; ahtlas simple, practical, inexpensive, secure alabte features.

DESIGN THE BASIC ARCHITECTURE OF SSM S

In order to facilitate the description here, givane directions as follows: PE: mobile phone; HEmkadntelligent
terminal; SMSC: Short Message Service Center; Mimitoring devices.
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Figurel shows the basic architecture of SSMS. M&@ random verification code between PE and HEchvban
used to generate a session key. MAC Before thedimsimunication, PE should be registered in HE, thied HE
would generate a MAC for PE to set up. MAC is updadfter each communication to enhance the systauigity;
by this way, the replay attack can be preventedngzoed with the key distribution scheme based osted third
party, this scheme is more convenient, while elatimg the third party system’s bottlenecks and tgafe
hazards[6][7]. HOME is a sign of one home. As iewh in the Figurel, HE is the system server, tleegfdifferent
homes have different servers, and this design lgreamnplifies the Smart home system, saving unnesmgs
overhead, can achieve the Smart home control indkpee.

The system requires a special SMS application.afipdication can ask the user to do an authenticdtéfore data
exchange, of course, it can receive the traditishalt message, besides, and it provides some nesasuprocess
the message sending to self-SMS-service system.

Since the SMSC only needs to transmit messagesutitither operations, so no changes.

Ll >
PE [ g>] SMSC > HE [ IMDs

MAC MAC

HOME

Figure 1 thebasic architecture of SSMS

SMS CONTENT PACKAGING FORMAT

Figure2 is the SMS content packaging format. Thgn&ure" occupies 32 characters to provide mesisaeegrity;
in order to distinguish SMS categories, such ashéntication", "control command", "system errortg,e'type" is
designed, which occupies 1 character; "commands‘aaeries of instructions, "X:Y" is the form of iastruction,
X represents parameter, and Y represents value,"&5d0 connect multiple instructions, there is tionit
"commands" length. Note that format described hemyy propose the content of messages, before thd fi

transmission, data encryption is indispensable.

32 1

signature | type | commads

Figure 2 SM S content packaging format

DATA SEGMENTATION

An SMS can be sent to a mobile phone with maximaylgad of 140 octets which defines the upper boofnah
SMS to be 160 characters using 7-bit encoding[7][®]s also possible to encode SMS using 8-bitl6¢bit
encoding, which decreases the maximum messagehlem@d0 and 70 characters[8]. Here, since that $btent
is encrypted and encoded into a string of Englishracters, we chose 7-bit encoding; however, #sessary to
divide a message text into several fragments, bayger than 160 characters. Figure3 shows the fofonalivision,
T records the total number of data fragments, Sroscthe sequence number, G records the group muenigeC is
the cipher text. As is illustrated in the Figurd4and S apply 2 characters, G applies 6 charaderdsthe rest of
space is given for C.

Both PE and HE can maintain a queue of messagdmgvéd be sent. The fragments that belong to aesgraup
will be sent once. Before the feedback informatieceived, next group need to wait. If one group s@wething
wrong with transmission, the group will be requirtedretransmit, however, the maximum of attempt8.iShe
process consists of two algorithms: Packet and Clegia

Packet(x). The Packet algorithm takes one paramesar input and outputs a list of fragments, eaagrhent is
encapsulated into a format as the Figure3.

Depacket(List x). The Depacket algorithm takesst kias input. The algorithm can restore the oalginformation
in accordance with T, S, and G.
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2 2 6 150
fragment 1 T S G C
fragment k T S G C

2 2 6 150

Figure 3theformat for divison

KEY PROCESS

There are five fundamental algorithms: GenerateSibnature, Encrypt, and Decrypt.

Generate(). The Generate algorithm takes no inpdibatputs a MAC.

H(x). The H algorithm takes one parameter x astiapd outputs a session key.

Signature(x). The Signature algorithm takes onamater x as input and outputs a digital signature.

Encrypt(x,y). The Encrypt algorithm takes x andsyiput, and x is the key, y is the plaintext. Hhgorithm can
encrypt y and produce a cipher text.

Decrypt(x,y). The Decrypt algorithm takes x andsyimput, and x is the key, y is the plaintext. Hbgorithm can
decrypt y and produce a plaintext.

SMS authentication process is listed as follows:

(1) PE computes K1=H(MAC) to generate session key;

(2) PE computes S1= Signature(M1) and C1= EncryjptM1), M1=S1 + authentication mark + Id: user’'s&d
Password: user’s password, then packages thesarthtends to HE;

(3) HE computes K2=H(MAC);

(4) HE computes M2= Decrypt(K2,C1) to get S1, antloation mark, Id and Password;

(5) HE computes S2= Signature(M2), and verifies tivbe S1=S2, if this is true, HE would verify whethd and
Password are available, if this is available, HEuldcstart a timer for PE; If no operation is penfied within the
prescribed time, the identity will expire. Howevan operation can reset the timer.

(6) HE computes MAC=Generate(), and computes SZmabire(MAC) and C3= Encrypt(K2, MAC), then
packages these data and sends to PE;

(7) PE computes K3=H(MAC);

(8) PE computes M3= Decrypt(K3,C3) to get S3, antiay!

(9) PE computes S4= Signature(MAC), and verifiegtivhr S3=54, if this is true, PE would update isQ/

After SMS authentication process, users can sestductions to HE to control MDs. The process iscdesd as
follows:

(1) PE computes K1=H(MAC) to generate session key;

(2) PE computes S1= Signature(M1) and C1= Encrypt({1), M1=S1 + control mark + commands, then pgeka
these data and sends to HE;

(3) HE computes K2=H(MAC);

(4) HE computes M2= Decrypt(K2,C1) to get S1, coihtnark and commands;

(5) HE computes S2= Signature(M2), and verifies tivbe S1=S2, if this is true, HE would control MDsing
commands and collect the results;

(6) HE computes MAC=Generate(), and computes S8adhire(M3) and C3= Encrypt(K2, M3),M3=S3+ MAC +
results, then packages these data and sends to PE;

(7) PE computes K3=H(MAC);

(8) PE computes M4= Decrypt(K3,C3) to get S3, MAGd results;

(9) PE computes S4= Signature(M4), and verifiesthdreS3=S4, if this is true, PE would update its ®And
show results.

SENSITIVE DATA STORAGE

Some sensitive data is stored in PE and HE. Thisbwihg some security threats, so these sensiata will be
encrypted; the key seeds are kept by users wigtotage.
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SECURITY ANALYSIS

In this paper, PE needs to register in HE, and a&CM¥ould be generate for both of them to communicaa&ing

into account the unreliability of GSM and CDMA netnk[11], the scheme also proposed data segmentation
delayed sending, failures and mistakes retransomgaechanism.

Figure4 shows the security architecture of SSMS8luiting twice authentication, random verificationde, data
encryption, data signature, data segmentationyeelaending, and failures and mistakes retransomssc.

Twice authentication: One is the random verificatitmde and another is user’s password.

Random verification code: A code which used to geteea session key. Its random feature can prenegthy
attacks. This code can be very short, so can greatle bandwidth.

Data encryption: Encrypt the communication data semkitive data stored in PE to ensure the seafritata.
Data signature: Signature the communication daémsure the integrity of data.

Failures and mistakes retransmission, and delastedirsg: Ensure the reliability of communication.

failures and mistakes
retransmission

data delayed

segmentation sending
data data

encryption signature
random verification
code(MAC)

two authentication

Figure 4 the security architecture of the system

The following assumptions are several methodstatks, indicating the resilience of the scheme:
(1) Fake PE request HE

Fake PE doesn't have correct MAC, user’s id andward, besides fake PE doesn't register in HEhsodttack is
not established.

(2) Replay attack
The MAC will be updated after each data exchangehat historical data can not be validated bysiystem, replay
attacks is not established.

(3) Data leakage caused by PE’s loss

Sensitive data stored in PE has been encryptegiuser who doesn’t have the key can’t get thossitsendata. In
addition, message authentication process asks taserder password before data exchange, so ohewvitorrect
password also can’t control household equipmenrg.dkiner can update the MAC and password in HE égept
those possible attacks.

EXPERIMENTAL SECTION

The following settings are of the testing system:

(1) Used SHA-256 as H(x);

(2) Used AES-256 as encryption algorithm;

(3) Used MDS5 as digital signature algorithm;

(4) Used two Lenovo A380e mobile phones as tesipatgnt, operating system: Android OS 4.3, Dual-core
frequency: 300-1190.4 MHZ, RAM: 512M.

Test data is “TV:open&Geyser:open”, and then tteedhtercept, tamper, and replay those communinatata.
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Testing system has shown good ability to ensursdkerity of data.

Tablel shows the performance of the testing sysa@oh system using RSA-1024. The time is the average
time-consuming. Compared with the system using R824, the advantages of the scheme proposed ipdibpisr
are very obvious.

The system using RSA-1024 needs at least 1064 hytstere public key and private key; however,itgssystem
only needs 12 bytes to store MAC, greatly redudhmy storage space. Therefore, this scheme is lggtw and
secure, and suitable for Smart home systems.

Tablel the performance of thetesting system and system using RSA-1024

keygen| encrypf decrypt signature
system using RSA-1024  456ns 2ms 8ms 1.5ms
testing system ims ims 1mg ims
CONCLUSION

Compared with mobile phones communicate with weless to control home devices, the scheme propivstis
paper provides a direct way to communicate withhbme intelligent terminal. The home intelligentmténal acts
as a server and a controller. This design meetsligigbuted nature of Home Networking, simplifige system
architecture, and reduces the system cost. Atahegime, random verification code, twice authexitim, delayed
sending, failures and mistakes retransmission, datayption, data signature, and data segmentdtion the
security architecture of the system, enhancing gbeurity of the system. This scheme has a very itapb
significance in Smart home security control.
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