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ABSTRACT

The Internet of things is through the radio frequency identification (RFID), infrared sensors, GPS, laser scanners
and other information sensing device, as agreed in the agreement, any items and Internet connection, the exchange
of information and communication, to realize intelligent identification, location, with a network tracking, monitoring
and management. The core of cloud computing is the high-speed information processing and transmission, its core
idea is that large amounts of computing resources connected by a network of unified management and scheduling,
consgtitute a computing resource pool to users on demand service. The three components of RFID system include the
reader, antenna and the tag. The paper put forward the novel analysis model of Cloud computing based on RFID
Internet of things.
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INTRODUCTION

Internet of Things refers is to various informatgensing equipment, and it is such as radio frequatentification

(RFID) a huge network device, infrared sensorshallposition system, laser scanner, gas sensorsthaddevices
and Internet combined form. The purpose is tolleifahe items are connected together; facilitéie identification,
management and control. Can say, the Internetinfishis the pan connected in network technologhuitd up

object - based Internet, the connection may corayntime, any place and any connection object.

Sensing layer and the development of networking licggons based primarily through radio frequency
identification (RFID) system to achieve automatidlection of RFID tags and identification [1]. RFiags attached

to the items can be tracked, thereby achievingadloioculation, perception and information systesnmected to an
electronic code to read the label (Electronic Pobdiode EPC), and enter the network informatiortesys IOT
network layer will build on the existing mobile camnication networks and the Internet, based orp#reeption
layer collected upload data storage, query, arglysnining, understanding and perception data based
decision-making and behavior, and to achieve thides of data management and processing is the EB
middleware, which acts as the network layer ofghirmportant part of the past and provide variairsises for the
application layer basis.

Cloud computing refers to the IT infrastructureivkaly and usage patterns, through the network tdemand, easy
extension ways to obtain needed resources; geretaltloud computing service delivery and usageep#it
through the network to on-demand, scalable waybtain the desired service. This service can bend software,
Internet, but also other services. The core idedamfd computing, the computing resources connedayeal network
of unified management and scheduling, constituberaputing resource pool to users on demand serRiaeiide
the resources of the network are called "cloud'héTloud" resources can be extended indefinitel{heuser's
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view is, and you can access at any time, as neadezkpand, pay per use. Industrial grade threeréal cloud:
cloud software platform, cloud, cloud equipment.

The Internet of things is the Internet of connedtddgs. This has two meanings: first, the core #mohdation of

the Internet of things is still the Internet, ietlextension and expansion on the basis of Intesestond, the
extension and expansion of the client to any goadd goods between, the exchange of information and
communication. Cloud security through a large numieclient network of software behavior in the wwetk
anomaly detection, to obtain up-to-date informatimalicious Internet Trojan program, pushed toSkever end of
the automatic analysis and processing, then theignlof virus and Trojan distributed to each dieFhe paper put
forward the novel analysis model of Cloud computiaged on RFID Internet of things.

1. Development Internet of Things based on RFID

The reader is the most important infrastructurelDR§ystem in one aspect, the weak electromagnigiats RFID

tag returns through the antenna RF module intor¢iael write device is converted to digital signaad then

through the reader of the digital signal processing for processing plastic necessary for its, dieenodulating
returned from information, complete the RFID tadgnitification or read / write operations; on theesthand, upper
layer middleware and application software and reaueract, realize the operation instruction execuand data
upload.

The system has the advantages of simple strudimnetechnical difficulty, more in line with China'sational
conditions. The mobile is currently operating paptn&ystems without major changes, only in the neopdyment
platform on the increase in the RFID data suppgstesn and GPRS gateway can, can make full usesoéxtsting
resources of mobile network.

The Internet of things to a new generation of Ithteology fully used in all walks of life, in partitar, is the
embedded sensors and equipment to the power giitvay, bridge, tunnel, highway, building, waterpply

system, dam, oil and gas pipelines and other abjecitd then the "Internet of things" and the Irgeito integrate
existing, implementation the integration of humanisty and the physical system, the integrationeifvork, there
are super powerful center computer group, to impleinthe management and control of the real-timegiation
within the network of personnel, machinery, equiptrend infrastructure, on this basis, the humanmanage the
production and life in a more precise and dynaméyweach "wisdom" state, improve resource utilcratand

productivity, improve the relationship between naad nature [2].

Based on the RFID design of the microprocessorkélyeinformation may not contain any encryptiorR@M, but

it does contain enough 1/0, access control, enmypirograms, and other information, these destreicttacks in
non vital. Therefore, for the use of microprocesBHID design, recommended by the FLASH or EEPROM
non-volatile memory stored procedures, as is shoyvequationl.

~ t ~
k =k / > K2
E (1)

Includes two kinds of antennas in RFID systemdasascis the RFID antenna on the label, becausasiahd RFID
tags are integrated into a whole, so no separateision, another kind is the reader antenna, vdaintbe built into
the reader, RF can also write through coaxial calblé read the output port connected to. The usatefrated
antenna transceiver separation technology is ttzeeghe transmitting and receiving function. Imfaorce of
antenna in RFID system is often neglected by pedplehe practical application; the design paramsets the
antenna are the main factors affecting the RFIDesyddentification range. High performance of timeana not
only has good impedance matching characteristitsty aeed according to the characteristics of apfiio
environment for directional properties, polarizatend frequency characteristics of special design.

In this paper, by analyzing the mobile payment ttgu@ent present situation and combining with Climedtional
conditions, puts forward the scheme of implemeaotatand the overall framework for GPRS mobile paytmen
system based on RFID technology [3]. Compared thighexisting domestic mobile payment system, tlséesy has
the characteristics of high efficiency, conveniemtjable; at the same time, compared with otheiDRBased
mobile payment system, more in line with China'amal conditions, the system has the advantagesngble
structure, make full use of existing resources imodbile network; taking into account is currentlytie integrated
test stage.

The Internet of things needs many sensors, thig hawe an infrastructure, such as paved roadsthasis the first
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step. Distributed sensor, how to collect dataraftdlecting data how to manage, how search data, tb find the
data structure analysis, this is the biggest probM/e now just put sensors in ‘complex’, do thig sbut only the
'network’, to form a complete network. The applmatof RFID end user interface, to assist the wsarad and
write instructions and the logic of the middlewartup, gradually transforms the RFID atomic evémtdusiness
users can understand, and demonstrate the ussual Viterface, as is shown by figurel.

Internet of things needs many sensors
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Fig. 1. Development Internet of Things based on RFID

Due to the current RFID standard is not unified] #me Chinese national standard has not yet issakithg into
account the mobile payment application charactesisdf short distance, low cost: the frequency 8f56MHz
RFID technology. With reference to the frequencinpdSO/IEC 10536, ISO/IEC 15693, ISO/IEC 14443 A
A/B and ISO/IEC 18000-3. Two standard is widely lggmbat present is ISO/IEC 15693 and ISO/IEC 143%PE
A/B. ISO/IEC 15693 belongs to the loose couplingRFID standard, the read range is about 0~1m, and i
compatible with the ISO/IEC 18000-3 standard. Bt tommunication rate is relatively low, the singjige carrier

at low 6.62kbits/s, high speed 26.48kbits/s; doshblecarrier is respectively 6.67kbits/s and 26.@8kh

Only when the read and write device, RFID can ptayole. RFID reading and writing device with RFtard
reader, RFID reader, RFID reader module, curremtiythe market the high price of CY-TZB-203, CY-T2B8,
YW-201 and YW-601U and YW-601R etc.. These devizas be RFID data read or write, and do good enicnypt
Long distance is CY-RFS-205; CY-RFS-209, WV-CID15Gthd WV-VID1500 distance can be up to 1.5
kilometers.

One is the application layer, data processingoitecs every field of national economy and sociétgluding

electricity, medical, transportation, environmemadtection, bank, logistics, industry, agricultucgy management,
home furnishing life, its function can include paymbh monitoring, security, location, inventory, doast, for the
government, enterprises, social organizations, viddals, families. This is the Internet as an intaot

manifestation of depth information. Another is teeminal equipment layer, providing man-machinerifsce [4].

The Internet of things is "matter is net", but re tend is to people-oriented, operation and couatrdéhe needs of
people, but here the man-machine interface has fagdreyond human computer interaction concept,réifars to

various kinds of equipment and people with the igpfibn with the interaction is shown by equation2.

H =[u, u,]ldiag(A,,4,) Qu, u,]’ )

RFID power consumption is an important issue inghaeess of chip design, the series solution didrigfficiency,
more suitable for integrated circuit design. Buténms of security, the parallel scheme is a mdeali choice: the
parallel discharge circuit will change the poweply ripple amplitude and control in the smallessgible range,
making the supply current consumption fluctuatiopgession in after the rectifier circuit. The Aigrsal can not
reflect such antennas at both ends of any intérasé band system (mainly is the microprocessdas ditference.

The RFID system at least comprises two parts okthetronic tag and reader. RFID readers (Readenyireless
communication through the antenna and RFID tag,achieve a write operation to the tag identificatomdes and
memory data read or. The typical reader contaihfgh frequency module (transmitter and receivdm, ¢ontrol
unit and the reader antenna. RFID read and writebearoughly divided into the following several idiequency
reader, high-frequency reader, UHF reader, duglfeacy reader, the 433MHz active reader. The wgrgimnciple
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of RFID: radio frequency identification system, atenic label also known as radio frequency tagmsponder,
data carrier; the reader is also known as the rdadlevice, scanner, communicator, reader (deperwtinghether
the wireless electronic tag can overwrite data).

For a general sense of the IC industry chain, ® lihd chips on the wafer testing stage removecedoce
unnecessary waste of the back-end processing, RRiDis no exception. According to the RFID for engral
sense of the IC industry chain, to the bad chipthenwafer testing stage removed to reduce unnagessmste of
the back-end processing, RFID chip is no excepthatording to the characteristics of RFID chip, arafesting
include: RF performance testing, function testind amemory test. As with ordinary chips, if with thelp of chip
function to test logic and memory chip, the tedt sabstantially increase the cost of. Usually adbp principle of
equivalent test design test state additional talduifinish. Because the test state provides festprehensive
access to the memory mechanism, it is necessacprtplete the on wafer testing, the testing statenpeently
closed.

RFID ultra high frequency (UHF) tags for electromatic inverse scattering (Backscatter) charactesisthe metal
(Metal) and liquid (Liquid) and other environmentsgnsitive, can lead to passive tag the workingueacy
(Passive tag) to the metal surfaces or liquid emvirent for work, but these problems with the depeient of
technology has been fully resolved, for exampl€@NSFEC) label company that developed can well rggalieation
of passive tags in metal or liquid environment, fagilitate the deployment of RFID in the environrmer
application case.

_h )2
F(x) = 12 o (x rr;y)
20 20 ©)

Internet of things networking by communication legaksystem architecture, including perceptual esitansystem,
transmission system, operation management systena aariety of applications, support different coumication
protocols at different levels [5]. Power system (MIE) system on chip (SOC), the rapid development of
technology, wireless communication and low powebedded, bred a wireless sensor network (Wirelessdse
Networks, WSN), and its low power consumption, loast, distributed and self-organization charadiesshas
brought a revolution in information perception. Al@ss sensor network is deployed in the monitoairgg by the
large number of cheap micro sensor nodes, througiless communication to form a multi hop ad hotwvoek.

RFID Tag Package Technology and equipment: sucpaakaging technology based on low temperature hot
pressing, optimization design of precision mechanisulti physical quantity detection and contraghhspeed and
high precision motion control, equipment fault diagis and repair, as well as online detection telclyy. The
RFID tag integration: matching techniques suchetwéen the chip and the antenna and special maattaahed to

the three party, the label processing consisteechniology etc.. Reader: such as dense reader teggno
anti-interference technology, low cost and minia@tion reader integration technology, as well s teader
security authentication technology.

o = AXF ALY+
ax+ay+l

r_ B Xtay+ta,

a,xXx+ay+1 @

RFID middleware plays a mediating role between RRHDdware and the application program, a set otiggn
application program interface provided by the aggilon program can use middleware (API), which zalize the
connection to the RFID reader. In this way, everth# storage RFID tag data database software d¢-dradt
application increase or by other software or regdlacread and write RFID reader types increase ecdbe
application end without modification can also hapdlolve the many to many connection maintenangglexity.

The RFID tag by coupling components and chips, daoél is the only electronic coding, attachedh® dbject on
the target object. The package can have differmmg, such as the common form of credit cards amallsound
form etc.. From the energy point of view, the labah be divided into two types: passive tags ariveatags.
Passive tags itself with no power, when readingageto read on the label, energy generation antenmits radio
contact to RFID label, its light weight, small vole, life can be very long, but the transmissiotiattise is limited.
Active tags the battery energy, the identificatiistance is long, but its high price and short iserlife.
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3. Resear ch of Cloud Computing based on RFID

Cloud computing platform provides basic operatingimnment EPC application services and middleveypsem;
meet the definition of service, the three aspeétseovice management and service call requestjéfine the
running environment of service support; the usarservice definition to meet business needs. Semvianagement
major provides for assembly, service choreograpbgulatory and other functions, to meet the définitof a
particular business process. While the services dall service calls the user provided unified if@tee, convenient
for the user to use cloud computing platform serviBut in the use of complex enterprise, cloud aating, and not
very good software architecture. In essence, inatberact level, service is located in the middidwsiness and
technology.

Service oriented software architecture design omstnunderstand the dynamic relationship betweeriness
requirements and can provide services, on the dided, also want to understand the relationshipvdest service
and providing the services of the underlying tedbgy.

U(%,%) = Y S WE DU, +5 %, +1)

s=—nt=—n (5)

The core of cloud computing is the high-speed mmftion processing and transmission, its core iddhat large
amounts of computing resources connected by a meetab unified management and scheduling, constitute
computing resource pool to users on demand serSiagly put, the transmission network informatiorréal time
is something the reality of the existence of tha-tene information, and the cloud computing momgualization,
which usually via the Internet provides dynamicabalable and often virtualized resources.

RFID tags are commonly known as electronic tagsp &hown as the transponder (tag, transponderpmesp),
according to the working mode can be divided inttive and passive (You Yuan) (Wu Yuan) two categmrthis
paper mainly studies the passive RFID tag and sysBassive RFID tag consists of tags and tag aatenmoil,
realize the communication between the reader aadusfe of inductive coupling or electromagnetic lsaakter
coupling principle.

Radio frequency label information written by wiredntact mode, generally called the label infornmatiato the
device programmer. The ability to tag informatianthe contact type usually has repeatedly rewrififlg For
example, in the written lorry tag information usethis way. Tags in the complete information aftgection,
usually need to write entrance closed up, in otdemeet the application on the moisture-proof, wateof, anti
fouling and other requirements.

The upload data, the reader will RFID tag for ammwents to filter or a simple filter conditionketprocessing for
the reader the event after the upload, data exehbegveen the flow to reduce and middleware andicaion
software, therefore also integrated microproceasdrembedded system in many reader, the part ahidhdieware
functions, such as signal state control, parityreghecking and correction. Future reader presemnédligent,
miniaturization and integration trend, will alsovieathe front control more powerful, such as dirantl other
industrial equipment field interaction even asd¢batroller for on-line scheduling.

RFID chip
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Fig. 2. The structureof Cloud Computing based on RFID

Cloud computing operating system, also known agcctmmputing center, cloud operating system Ofesvhole
management system of cloud computing data cemengeople think that cloud computing system cosegria
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cloud terminal operating system, all kinds of mebghone operating system, such as the now popitiar |
difference between single machine, operating systadththe first do not do here discussion), it eferthe frame
on the server, storage, network and other hardweseurces and single operating system, middlevda®base
based software management huge basic hardwareesoitirces on the cloud platform of integrated rgansent
system.

Cloud computing is a computing model based on itterhet, the remote data center, tens of thousaihcksmputer
and server connected to a computer cloud. Therebtwad computing can even let you experience therillion
times per second computing power, have so stromgpoan be simulated nuclear explosion, forecadtraarket
development trend of climate change. User's acclsda center computer, laptop, mobile phone etcrabpe
according to their own needs.

In the use of microprocessor RFID, also need tasicken the software designers to improve code efficy abuse
CPU components (such as the address counter) safdilems caused by the behavior of the. The prograunter
for each instruction cycle auto increment, if bedifor reading and writing memory address generattack only
prevent processors to implement JUMP, CALL and RRNUnstructions disturb the reading order can benadb
That is slightly with laser cutting some circuitreeection; change the instruction decoder, the @rogcounter
circuit can realize the full access to memory.

_ 1
Ky (X) = (2m) ' exp<—§||x||2 )
(6)

Cloud computing refers to the delivery of serviemsl the use mode, refers to the network to on-ddpsalable
way to obtain the desired service. This servicelmahT and software, related to the Internet, or ather service.
This pool of resources is called "cloud". "Cloud"a virtual computing resources can be self maames and
management, usually for some large-scale servesterluincluding the calculation of servers, storagevers,
broadband resources etc.. Cloud computing willtledl computing resources together, and realizedofftyvare
automatic control, without human involvement [8hi§ makes the application provider does not needdnoy
about trivial details, to be more focused on tle@imn business, is conducive to innovation and cedtiction.

4. The novel analysis model of Cloud computing based on RFID Internet of things

This paper presents a computing platform cloud d&REID network architecture, the operator can campu
platform abstraction computation and storage ressuby using cloud, integration middleware seryickmamic
allocation to require the use of the user or thaiegtion, development business applications needraing to the
standard application program interface call resesinequired for the on the cost, with the total ammf use of
resources is proportional to the throughput ofdgtem rather than a check than. So the user dgrcare of the
business logic implementation, operators can depkryous applications and services to the cloud paing
platform and platform through the cloud computiogtcol panel or interface provides application gy

In a simple RFID system, combined with existing wak technology, database technology, middleware
technology, to build a network consisting of a &amumber of readers and numerous mobile labeletatgngs
become the development trend of RFID technologp thternet [9]. The Internet of things is widelyedsin many
fields, in intelligent transportation, environmerpaotection, the work of the government, publicggty, security,
intelligent home furnishing fire, industrial monitoeg, elderly care, personal health etc.

HERIR )= S RS EER) +alk)
KR

Al e ™

Cloud computing has three levels, the first is ihieastructure as a service (IAAS), is mainly resgible for
communications, computing, storage and other itrisaire capacity; the two platform as a servicAAB), is
mainly responsible for development platform; theethis the software as a service (SAAS), is maiegponsible
for providing application and software servicesotder to realize the application of "cloud compgti, first of all
need to develop the industrial chain, this has dotlgough a very long process; second, many neWwnteal
backing, for support, business model can be fudhatdished.

Cloud computing is equivalent to the next Interadsp some people said that the Internet of thisggjuivalent to

the next Internet, even bigger than the curremrigt. But in fact, want to do like the Internetwnso fire, even
bigger than the Internet now, also need a very liomg to. Cloud computing and the Internet of tlsingill be
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integrated, the Internet of things is extendedrntaagle of the material world, cloud computinghe processing,
management, decision-making background is resplenfsib the Internet of things collected informatiprocessing
platform, both need to combine.

These data need to be gathered to a certain starag@rocessing facilities through the wirelessseemetwork,
broadband Internet, and the use of cloud computirgarry these tasks have very significant priceaathge; from
the quality perspective, the use of cloud compufawilities in the data processing, analysis, nmgnican be more
rapid, accurate, intelligent of the physical worthtnhagement and control, so that people can moretirfine

management of the physical world, so as to achiewéwisdom"” of the state, greatly improve theizdilion rate of
resources and the level of social productive farttesan be seen by Figure3, the cloud computirgy performance
with its powerful processing capability, storagealaility and high ratio, naturally become the netwsupport
platform.

Analysis m ockel of Cloud com puting
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Fig. 3. Comparison novel analysismodel of Cloud computing based on RFID with I nternet of things

The emergence of cloud computing will have a retohary impact on the future development of IT istiy and

information industry. It will be centralized to dmtralized, management ability, revolutionizing ibess

ecosystem. Cloud computing and cloud on both sifitise traditional model of end it has incomparaddeantage,
provide more services for internal developers amsirtess users in the cloud side, enhance the egfigency of

infrastructure and resources deployment flexihilily the end, the ability to rapidly deploy apptioas and

services, and it is according to need to adjustsérice volume. From the successful case of tmeeeucloud

computing can be seen in this technology greatfyraves the performance of the Internet informat&shnology,

has the huge computation and memory cost advantagke the IT resources and capacity configuratika |
utilities as required, convenient use, low prickin@ Mobile has the world's largest user data wausé.

CONCLUSION

Sensors on the content networking acquisition tmimformation needs to be transmitted through taewvark,

because of its large and huge, forming a massfofrimation, in the process of transmission, in orteensure the
accuracy and timeliness of data, must adapt taiatyaf heterogeneous networks and protocols. Alse Internet
of things not only provides the connection of tlemsor, it's also has the ability to implement théelligent

processing, intelligent control of objects. Theehniet of things sensor and intelligent processimmhination, the
use of cloud computing, pattern recognition aneliigient technology, expand its application ardagormation

obtained from the sensors in the analysis, proegssnd handling of meaningful data, in order topada different

needs of users not, find new applications and eafitin mode.

The paper put forward the novel analysis model lou@ computing based on RFID Internet of thingsiIREag
stores a unique code to mark the reality of objettte business process related information stoned data
container, when the code is used as the query ualwbtain relevant information through the netwoREID
technology can also identify multiple tags, fastagnition speed, combined with Internet technologpn realize
the information sharing in the global range.
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