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ABSTRACT

With the increasing popularity of e-commerce, &fety performance have also been extensive atterdlong with
a need for a safe and efficient authenticationeaysiThis paper analyzes the main currently usetdesniication
method, According to the defects present a comibmatf USB Key, static password and the new dynaassword
authentication method of payment systems, which beatly improved the security of online payment.

Key words: USB Key; dynamic password; authentication

INTRODUCTION

With computers, networks and information technologyelopment and increasing integration, Interast éntered
people's social life in all fields and links. Hovesey in the most central and most important of efence is
e-payment link. Digicash, First Virtual, Netbil,S§, SET is e-commerce transactions agreement pbiyt the
SSL and SET[1] is the most commonly used. SET pmt@and SSL protocol are recognized industry stahda
protocols, the establishment of the electronic paynplatform based on these two protocols is meliahle and safe.
The related products around these two agreemewmstigen more mature .

For the SSL protocol, the SSL protocol embeddedhe realization of it on Microsoft and Netscajpe®vsers.

With the SET protocol, RSA, IBM, VISA companies kahe related products[2]. Domestic e-commercearebes

relatively backward, there is no mature form thmim related products, however, security productearch is the
issue of national interest, for the security pragdwee can not rely on imports, therefore, basethemeed of our own
development of domestic e-commerce to study the, safiable and convenient electronic payment gystevery

important.

Currently, the key to online payment authenticatthe following three ways or a combination cég6[3]:
1, the user knows a secret information such aspasswords

2, a secret information held by the user (hardwahe)user must hold a valid physical media suamagnetic cards,
smart cards, USB key or the user public key cedié.

3, the user has certain biological characterisBosh as fingerprints, voice, DNA patterns, retisedns. A way of
using one of them is the single-factor authenticatnethods, combined with a variety of ways is ringti-factor

authentication. Single-factor authentication in afythese factors are likely to be guessed, stoleattack, and
multi-factor authentication is a strong authent@atmethod, it is more than an ordinary singledauthentication
technology with higher security. This paper progbae&ombination of a static password, USB key ad& Slynamic
password authentication system, to achieve a twoamshentication system, and greatly improves nkwsecurity

in the payment process.

USB KEY TECHNOLOGY
USB KEY-based authentication method is developerkaent years of a convenient, secure, reliableestication
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techniques. It is easy to carry, easy to use, logt,ccoupled with the complete data protection rapidms of
PKI system, so that it is recognized as the mostirgeonline identity by the related user, was ubedughout all
aspects of electronic trading . Digital certificaseissued by Certificate Authority (CA) that conta a set of user
identity information (keys), public information @astructure, and authoritative third-party CA'sitdigsignature,
which can ensure the integrity of information traission and digital information can not be repudiatPKI system
through the use of encryption algorithm to condta@comprehensive process to ensure that the Idgttficate
holder's identity and security. USBKEY can protiwet use of digital certificates can not be copabthe key to be
achieved in USBKEY, the key is not in the computmemory and does not appear in the network,
only USBKEY holding people to operate the digitaitificate, security has been protected.

USB Key authentication system is mainly relatedhi® user, the bank WWW server, bank server, CAecesdrver
and the USB Key five parts, the operation showRigure 1.
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Figure 1: USB Key authentication system

1.Users Login banking sites

2.Prompted to insert the USB Key, and enter the didtie

3.Users enter a PIN code

4.Prompted to verify through

5.Import exchange needed data

6.Data with a private key to sign, encrypt

7.User certificate, the signature data to the D&KW server to verify

8.CA Center server for the transmission user éeaté and the signature verification data to deieenthe user
identity

9.Bank WWW server using the public key in the usatificate to verify the encryption informationdathe transfer
and other operations after it is verified.

While the USB Key authentication technology withghni security ,however, even if it is verified buttno
fundamentally guarantee " the person using the UKBBy is indeed the person authorized to use
the USB Key." Because the PIN is input through teenputer, hackers can get the user's PIN code ghrabe
process, if the user does not promptly removed K8R hackers can received a false certificatiomigrcepting the
PIN code, damage the interests of users, so oelyhesPIN layer of protection does not ensure #yooir users use
the USB Key.

OTP (DYNAMIC PASSWORD) TECHNOLOGY

Traditional authentication technology is mainlytistgpassword authentication, but the leak andcstaiture of it's
own shortcomings can not put enough sufficient s&cgecurity. In 1981, the first proposed one-tinassprord

generated using the hash function by the Americansst Leslie Lamport, that each time a useraonect with the
server process, use the Internet password is d@edngipher-text when transmitted, and cipher-texthese each
connection is different, that password is a valigher-text. OTP technology with continuous develepmand

improvement. Dynamic password currently used mettadgpayment: password card, mobile phone softiedeens,

SMS, password card. In the process of using theskads, we found that mobile software tokens haptbblem of

compatibility ,passwords card is easily to lost aftiger issues .These problems lead directly tobistracted in the
universal process.

At present, some sites during the authenticatiatgss using the browser verification code, it igallg randomly

generated by the server, usually by a string ofbemand letters, showing the landing page. Wherutfer logs
must be input verification code and submit, vakddie submited verification code on the server tlagkers can not
use a dictionary attack. However, the security f@wois of inputing verification code on browser stMist [4]: If the

verification code in text form to the client, hack&ise monitoring tool, they can intercept thefigaiion code in the
transfer, the role of security failure. If the Vigation code to make image format, because thgénimto use binary
transfer, verification code is very difficult tordct read, it can enhance the verification codeirsigcand defense
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capabilities. But the attacker still can use imagmegnition technology, such as OCR software reizegnthe
characters on the picture, the picture charactrert to text characters. Adding noise to incresedifficulty of
picture identification to prevent, there may sesiguaffect the user's convenience. However, do takelit card
online banking process, will be asked to fill ouets cell phone number, bank card and cell photiebeibinding, if
every time the dynamic password will be paid in fitven of text messages sent to the bound phon&ehacan not
use the software to steal user's mobile phonerirdtion, the payment can be efficient to ensurergigcu

THE CERTIFICATION PROGRAM DESIGN
Based on the above analysis, this paper presem@moved authentication system of combining USB &eg the
message dynamic password, this authenticationrayistehe original text to add a dynamic passwortheutication
part, for the gift to a system's security layedefense to better overcome a number of inheremtctebf the USB
Key authentication system, it is safe, efficierdsye etc., very suitable for the authenticatiort parthe payment
system with the current network environment.

User application to the CA certificate, the usepgplication information, such as name, e-mail, iDnber, phone
number, etc. (M + KUSRpub)will start the applicatiprocess reached the system’s encryption progfém.right

data will be transfered to the cryptographic serycovider (CSP) program by the encryption progr@mthe user's
computer will generate a public key and a privady,kwo keys are usually referred to as key pdierAkey

generation, CSP will encrypt and protect securitprovate key, the private key will be stored irttiSB Key in the
individual. Public key together with the certifieaapplicant information is sent to the certificatiauthority CA. If

the CA mechanism based on its strategy to contirencertificate request, it will use its own priviey to create a
digital signature on the certificate, then theifiedte (M + S + KCApub + KUSRpub) issued to thekgant.

Subsequently, the applicant will receive a cedific from the CA certificate installed in the appiae
computer. The data included in the certificatarfrthe certificate subject's public key and encomptkey for the
public. For the sender's private key to sign wlith inessage, the message recipient can verify titeise public key
authenticity. The key can be find a sender's deati. Using the public key certificate to verifyetsignature, can
confirm whether the signature is generated usiagtivate key of the certificate subject. If theder has been good
to maintain the confidentiality of the private kélye receiver can be confident that the messagiessridentity. The
concrete operational stage of the payment prosessfigure 2:

T

Figure 2: certification system operating process

System operation process is as follows: for payntaetsystem prompts the user to insert the USBtEeybmit the
certificate (M + S + KCApub +KUSRpub), the serveithathe CA's KCApub signature to verify the infortiaa on
the H/ = KCApub (S), verify the results comparethvthe original summary H = hash (M), if H-H, the signature

is error, the system refused to sign; if H / = Hrtlihe signature is correct and the certificate omatinue to operate,
as shown in Figure 3 [5].
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Figure 3: certificate validation process
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After the server to verify the certificate, thetifarate holder is also verified, as shown in Figdf®.
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Figure4: certificate holder validation process

After verifying the certificate holder is a legitate user, the user input a PIN code what has beteacsording to
requirements, if the enter PINcode is differenthwiihe real user set in banks, the wrong is less theee times
refused to register, and SMS notification that soneeis using their online banking password wronthéoreal users;
if three or more wrong, USB Key automatically lo&hkd text messages to inform. Because the PIN i itipough
the computer, hackers can get the user's PIN chdsugh the process, so even ifthe PIN is verifieat
fundamentally guarantee " the person using the U8RBis indeed the person authorized to use the KISB' On
this basis, it is necessary to further the idertdftyhe user authentication, the server dynamiagdiyerates a random
password and send a text message to a cell phergeka bound, subject the user himself, the dynpassword is
entered correctly operate smoothly; If someonegusmot the user, not within a certain time dymapassword is
entered correctly, the operation terminates.

SAFETY ANALYSIS

network: eavesdropping. General USB Key authemicasystem usually only take the dual protectidnUSB
Key hardware and PIN, because the PIN is trangittethe network so easily hacked and stolen, aeduse of
hardware devices are not removed in time for illegeerations . The improved authentication systesed on the
original message with a dynamic password authdmitapart, due to the dynamic password is not diyec
transmitted in the network, an attacker can noesdrop on the user's password, which effectivebgept against
network eavesdropping attacks.

the interception / replay attacks: Because of theedainty factor to generate dynamic passwordoiss@antly
changing, such as S / KEY password authenticaanh time authentication is successful, the ustreatication
server will automatically reduce the iteration wallywhich makes the next time a user logs calaliiddga is different
with the previous answer, the user receives aredsage every time and submit to the network atitia¢ion
password is different, so as to effectively refistreplay attack.

counterfeit server: The improved system implememtaway of user and server authentication, theeseran better
withstand the risk of forgery.

password guessing: The multi-factor authenticatigstem, not only relied the passwords what canussged for
security protection, in addition, also the use méartainty factors to generate dynamic passworei éthe PIN has
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been stolen can effectively protect the safetyseirs.

We can see that the authentication system cantigéfcresist the most of network attacks, the siéginas been
significantly improved, in particular, can be etige against network eavesdropping, interceptigplay, password
disclosure, social engineering and other formgtata.
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